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Topic 1, Plan, Install, Configure and Upgrade vCenter Server and VMware ESXi

Question No : 1 - (Topic 1)

An administrator is planning a vSphere infrastructure with the following specific networking
requirements:

* The ability to shape inbound (RX) traffic
» Support for Private VLANs (PVLANS)

 Support for LLDP (Link Layer Discovery Protocol)

What is the minimum vSphere Edition that will support these requirements?

A. vSphere Essentials Plus
B. vSphere Standard

C. vSphere Enterprise

D. vSphere Enterprise Plus

Answer: D

Question No : 2 - (Topic 1)

What two IT infrastructure components are virtualized by vSphere Essentials? (Choose
two.)

A. Networks

B. Applications
C. Storage

D. Management

Answer: A,C

Question No : 3 - (Topic 1)
An administrator attempts to install vCenter Single Sign-On Server. The installer returns an

error message indicating that the installation failed. Prior to the installation, all setup
prerequisites were met. The administrator has generated a vCenter Server Single Sign-On
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support bundle.
Which two files should the administrator analyze to determine the cause of the failure?

(Choose two.)

A. Server\utils\logs\imsTrace.log
B. Server\utils\logs\install.txt

C. % TEMP%\utils\logs\vminst.log
D. % TEMP%\vminst.log

Answer: A,D

Question No : 4 - (Topic 1)

Which Single Sign-On deployment mode should an administrator use for two 5.x vCenter
Servers configured with linked mode?

A. Basic Single Sign-On with vCenter Server Heartbeat
B. Multisite Single Sign-On

C. Basic Single Sign-On

D. Single Sign-On with Linked Mode

Answer: B

Question No : 5 - (Topic 1)

loce¥ectlnczademam VMware ESXi, 5.5.0, 1106514 | Evaluation (60 days remaining)

Getting Started ' Summary ' Virtual Machines ' ResourceAllocation | Performance  Jeshiflslieiabdin Local Users & Groups | Events | Permissions
Hardware Processors Properties...

Health Status General I\
+ Processors Model Intel{R) Core{TM) i7-3740QM CPU @ 2.70GHz
Memary Processor Speed 2.7 GHz
Storage ProcessorSockets 2
MNetworking Processor Cores per Socket 1
Storage Adapters Logical Processors 2

Network Adapters Hyperthreading NfA

Advanced Settings

Power Management

-- Exhibit --

Which two statements below could explain why the vSphere Client is reporting N/A for
hyperthreading? (Choose two.)
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A. The physical CPUs in the host do not support hyperthreading.

B. Hyperthreading is disabled in the host's BIOS.

C. The physical CPUs in the host are not multi-core.

D. The number of CPUs meets or exceeds the maximum without hyperthreading.

Answer: A,B

Question No : 6 - (Topic 1)

An administrator is upgrading a vSphere Distributed Switch. The existing switch is version
5.0 and the administrator wants to upgrade to the latest version possible. The environment
contains several ESXi 5.1 hosts.

Which two options are available to ensure that the upgraded switch will be compatible with
these hosts? (Choose two.)

A. Upgrade the vSphere Distributed Switch to 5.5

B. Upgrade the ESXi 5.1 hosts to version 5.5, then upgrade the vSphere Distributed Switch
to 5.5

C. Upgrade the vSphere Distributed Switch to 5.1

D. Upgrade the ESXi host switches to 5.5, then upgrade the vSphere Distributed Switch to
5.5

Answer: B,C

Question No : 7 - (Topic 1)

Which two Identity Sources are available to add for vCenter Single Sign-On authentication?
(Choose two.)

A. LocalOS

B. OpenLDAP

C. NIS as an LDAP Server
D. VCMSDS

Answer: A,B

Question No : 8 - (Topic 1)
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A small company wants to use VMware products for its production systems. The system
administrator needs to recommend a solution that will deliver High Availability to the
company's production applications.

What is minimum vSphere offering that will support this requirement?

A. vSphere Essentials

B. vSphere Essentials Plus
C. vSphere Hypervisor

D. vSphere Standard

Answer: B

Question No : 9 - (Topic 1)

A developer needs to create a multi-tier development stack for a home lab.

Which vSphere product will support the architecture required for the least software cost?
A. vSphere Hypervisor

B. vSphere Essentials

C. VMware Player
D. VMware Workstation

Answer: A

Question No : 10 - (Topic 1)

An administrator is unable to login to vCenter Server when using the vSphere web client.
The administrator successfully accessed vCenter Server using the client earlier the same
day.

What is the most appropriate first step the administrator should take to resolve this issue?
A. Verify the web browser being used has Adobe Flash plugin version 11.5 or later
B. Verify the vCenter Single Sign-On service is running on the vCenter Server

C. Verify the vSphere Web Server service is running on the vCenter Server
D. Verify the administrator has permissions configured in vCenter Server
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Answer: B

Question No : 11 - (Topic 1)

What is a valid plug-in status for a plug-in that has been added to a vSphere client?
A. Disabled
B. Unknown

C. Stopped
D. Installed

Answer: A

Question No : 12 - (Topic 1)

An administrator is evaluating whether to deploy vCenter Server on a Windows server or
on a vCenter Server appliance. The administrator has the following requirements:

* A web browser will be utilized to manage the vSphere environment.

* 16 ESXi hosts will be deployed.

* Licenses must be shared with a vCenter Server at another site.

* An external Oracle 10g database server will be used to host the vCenter Server
database.

Why will the administrator need to deploy vCenter Server on a Windows server?

A. Linked Mode is a requirement for the solution.

B. Oracle 10g is a requirement for the solution.

C. The vSphere web client is a requirement for the solution.

D. Management of more than 5 hosts is a requirement for the solution.

Answer: A

Question No : 13 - (Topic 1)
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Immediately after installing ESXi, an administrator observes that the Configure Lockdown
Mode option is grayed out in the Direct Console User Interface (DCUI).

What is the most likely explanation?

A. The host has not yet been added to a vCenter Server.

B. The BIOS on the host does not have NX/XD enabled.

C. The ESXi host is running in evaluation mode.

D. The host requires a reboot before this feature is available.

Answer: A

Question No : 14 - (Topic 1)

During the installation of ESXi 5.5, the following error message is reported:

Hardware Virtualization is not a feature of the CPU, or is not enabled in the BIOS.

Which condition would generate this message?

A. LAHF/SAHF is not enabled in the BIOS.

B. NX/XD is not enabled in the BIOS.

C. SSE3 is not enabled in the BIOS.

D. Hyperthreading is not enabled in the BIOS.

Answer: A

Question No : 15 - (Topic 1)

During an upgrade, the ESXi 5.x installer finds an existing version of ESXi and a VMFS3
volume. No virtual machines exist on the host or VMFS3 volume. The requirement is to
upgrade to VMFS5.

Which option should be chosen to meet this requirement?
A. Upgrade ESXi and preserve the VMFS datastore
B. Install ESXi and preserve the VMFS datastore

C. Install ESXi and overwrite the VMFS datastore
D. Upgrade ESXi and overwrite the VMFS datastore
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Answer: C

Question No : 16 - (Topic 1)

What happens to the status of users already logged into ESXi Shell when a vSphere
administrator enables lockdown mode?

A. Users remain logged in and can run commands, except to disable lockdown mode.
B. Users remain logged in and can run commands, including disabling lockdown mode.
C. Users are immediately logged out of ESXi Shell.

D. Users are logged out after a timeout specified by the vSphere administrator.

Answer: A

Question No : 17 - (Topic 1)

The vSphere administrator attempts to connect to an ESXi host via an SSH client and
receives the following security alert:

-- Exhibit --

The server's host key is not cached in the registry. You
have no guarantee that the server 1s the computer you
think it is.

The server's rsal key fingerprint is:

ssh-rsa 2048 04:82:51:45:19:24:77:44:b8:05:07:fd:24:1 2: b4 d2
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carny on connecting just once, without
adding the key to the cache, hit MNo.

If you do not trust this host, hit Cancel to abandon the
connection.

| | Cancel
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-- Exhibit --

The vSphere administrator needs to determine whether the RSA key fingerprint shown in
the security alert is the fingerprint of the intended ESXi host.

Which tool should the vSphere administrator use?

A. Direct Console User Interface
B. vSphere Client

C. vSphere Web Client

D. vSphere Management Assistant

Answer: A

Question No : 18 - (Topic 1)

The vSphere administrator is configuring directory services for an ESXi host:

-- Exhibit --
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— User Directory Service

Select Directory Service Type: Local Authentication -

— Domain Settings

Domain: I

Proxy Server: I

—Trusted Domains

QK Cancel Help

-- Exhibit --

What should the vSphere administrator do to configure the host to use CAM services?

A. Check the Use vSphere Authentication Proxy checkbox.

B. Set Select Directory Service Type to CAM services.

C. Specify CAM$ for the Domain.

D. Set Trusted Domains to cam\name.tld where name.tld is the domain that the host is
joining.

Answer: A

Question No : 19 - (Topic 1)

An administrator creates an ESXi cluster using vSphere Auto Deploy. The ESXi hosts are
configured to get a management IP address from a DHCP server. The administrator needs
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to troubleshoot the management network on one of the hosts. Which DCUI option should
the administrator use to renew the DHCP lease?

A. Restart Management Network
B. Restore Network Settings

C. Test Management Network

D. Configure Management Network

Answer: A

Question No : 20 - (Topic 1)

An administrator creates an ESXi cluster using vSphere Auto Deploy. The ESXi hosts are
configured to get a management IP address from a DHCP server. The administrator needs
to troubleshoot the management network on one of the hosts. Which DCUI option should
the administrator use to renew the DHCP lease?

A. Restart Management Network
B. Restore Network Settings

C. Test Management Network

D. Configure Management Network

Answer: A

Question No : 21 - (Topic 1)

To comply with security requirements, an administrator with a vCenter Server Appliance
needs to force logoff of the vSphere web client after 10 minutes of inactivity.

What should the administrator do to meet the requirement?

A. Edit: /var/lib/vmware/vsphere-client/webclient.properties, modify session.timeout=10
B. Edit: /opt/vmware/vsphere-client/webclient.properties, modify session.timeout=600
C. Edit: /var/lib/vmware/vsphere-client/webclient.properties modify session.timeout=600
D. Edit: /opt/vmware/vsphere-client/webclient.properties, modify session.timeout=10

Answer: A
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Question No : 22 - (Topic 1)

As part of a multisite Single Sign-On (SSO) deployment what two steps are required to
ensure that a change to one Single Sign-On instance is propagated to the other instances?
(Choose two.)

A. Schedule a Replication Task on the primary instance

B. Select the first instance during the installation of subsequent instances
C. During the installation of each instance choose Linked-Mode

D. Enable Synchronize to Active Directory on each instance

Answer: A,C

Question No : 23 - (Topic 1)

Which statement is true regarding the licensing of vCenter Server?

A. The license for vCenter Server must be provided at the time of installation.

B. Changing the license assigned to vCenter Server requires a restart of the vCenter
Server service.

C. Virtual machines can still be powered on if the vCenter Server license expires.

D. Licensing for a single vCenter Server installation is determined by the number of
managed virtual machines.

Answer: C

Question No : 24 - (Topic 1)

A vSphere administrator has been using vSphere in evaluation mode and now wants to
deploy an environment that provides the same features.

Which edition of vSphere provides similar functionality to evaluation mode?

A. Enterprise Plus
B. Enterprise

C. Standard

D. Essentials
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Answer: A

Question No : 25 - (Topic 1)

An administrator is re-provisioning an ESXi host and moving it to another datacenter.
Which DCUI option should the administrator use to revert the system configuration to the

default settings?

A. Reset System Configuration
B. Rebuild Default System Configuration
C. Revert System Configuration
D. Renew Default System Configuration

Answer: A

Question No : 26 - (Topic 1)

An administrator is preparing to install an additional Single Sign-On node on a stand-alone
server.

What information is required during the installation routine?

A. Active Directory domain name and credentials
B. System DSN

C. Partner Host Name

D. Lookup Service URL

Answer: C

Question No : 27 - (Topic 1)

Which Web service is installed during the vCenter Server installation?

A. Internet Information Service (11S)
B. WEBFick
C. Tomcat Web server
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D. LiteSpeed Web server

Answer: C

Question No : 28 - (Topic 1)

A large aerospace company utilizes a mission critical application requiring a large database
server with 16 vCPUs and 500GB of RAM. Because of the critical nature of the application,
the company also wants to leverage Reliable Memory Technology.

What is the minimum edition of vSphere that will support this scenario?

A. vSphere Standard Edition

B. vSphere with Operations Management Standard Edition
C. vSphere Enterprise Edition

D. vSphere with Operations Management Enterprise Edition

Answer: C

Question No : 29 - (Topic 1)

A large medical institution needs to centralize malware and anti-virus scanning in its
environment.

Which vSphere component will satisfy this requirement?

A. vShield Endpoint

B. vCloud Network and Security

C. vSphere Data Protection Advanced
D. vCenter Operations Manager

Answer: A

Question No : 30 - (Topic 1)

An administrator is setting up a new vSphere environment for application development with
health monitoring and capacity management. The administrator has purchased three
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servers for the initial install. The administrator is NOT planning to grow the environment
and needs to keep costs as low as possible.

Which vSphere kit should the administrator use to meet these requirements?

A. vSphere Essentials Kit

B. vSphere Essentials Plus Kit

C. vSphere with Operations Management Standard Acceleration Kit
D. vSphere with Operations Management Enterprise Acceleration Kit

Answer: C

Question No : 31 - (Topic 1)

What is the correct order to install vCenter Server 5.x components?
A. vCenter Single Sign-On, Inventory Service, vCenter Server
B. vCenter Server, vCenter Single Sign-On, Inventory Service

C. vCenter Server, Inventory Service, vCenter Single Sign-On
D. vCenter Single Sign-On, vCenter Server, Inventory Service

Answer: A

Question No : 32 - (Topic 1)

An administrator needs to continue using ESXi after the 60-day evaluation period expires.
The administrator has obtained a valid license from VMware.

Which step must the administrator take to deploy the license?
A. Add the license to the ESXi host
B. Perform an in-place upgrade of the free vSphere Hypervisor to the paid version

C. Add the ESXi host to a licensed vCenter Server
D. Re-install the host with standard ESXi and the obtained license

Answer: A

Question No : 33 - (Topic 1)
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How should a vSphere administrator disable memory compression?

A. Attach a vSphere Client to an ESXi host and edit the Mem.MemZipEnable advanced
setting.

B. Connect to vCenter Server using the vSphere Client and edit the virtual machine. Insert
the Mem.MemZipDisable option and set the value to True.

C. Connect a vSphere Client to vCenter Server and configure the Memory Compression
setting from the Administration menu.

D. Reboot the ESXi host and disable memory compression in the BIOS under Advanced
Settings.

Answer: A

Question No : 34 - (Topic 1)

Which installation method is not available for a new deployment of ESXi 5.x?
A. Update Manager installation

B. Text-based interactive installation

C. Scripted installation
D. Auto Deploy installation

Answer: A

Question No : 35 - (Topic 1)

The oncall system administrator has made a change on the ESXi host requiring a restart of
the management network. Lockdown mode is enabled.

Which action should the administrator take to restart the management network?

A. Use the vSphere client to enable local authentication services, then logon directly to the
ESXi Shell and run services mgmt-vmware restart.

B. Use an SSH client to logon to the command line and run services mgmt-vmware restart.
C. Use the vSphere client to enable the DCUI and then logon to the ESXi Shell and use the
menu to restart the management network.

D. Logon directly to the DCUI and use the menu to restart the management network.

Answer: D
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Question No : 36 - (Topic 1)

An administrator is attempting to use Update Manager to patch a cluster of ESXi 5.x hosts.

The administrator needs to stage the patches for a scheduled update after hours. When
verifying the hosts after the scheduled upgrade, the administrator determines that one of
the hosts was not remediated and patches are not staged. The host is using PXE as its
boot method.

What condition would cause this behavior?

A. The host was rebooted prior to the scheduled remediation.

B. Remediating PXE-booted hosts using Update Manager is unsupported.
C. The user account used does NOT have the Remediate Hosts privilege.
D. The RAMdisk on the host has insufficient capacity.

Answer: A

Question No : 37 - (Topic 1)

What are three reasons for deploying vCenter Server in a physical machine? (Choose
three.)

A. vCenter Server can be deployed as physical machine to support a VSA configuration.

B. vCenter Server can be deployed as a physical machine to ensure it is not susceptible to
vSphere outages.

C. vCenter Server can be deployed as a physical machine to improve VMware Data
Recovery performance.

D. vCenter Server can be deployed as a physical machine to improve vMotion
performance.

E. vCenter Server can be deployed as a physical machine to ensure it does not contend for
resources.

Answer: A,B,E

Explanation:

VCenter server can be deployed as a physical machine so that VSA configuration can be
supported and ensures it is not susceptible to vsphere outages. It can also be deployed as
physical machine to make sure it does not content for virtual resources.
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Question No : 38 - (Topic 1)

Which two vCenter plug-ins are installed with a default vSphere Client installation?
(Choose two.)

A. vCenter Hardware Status

B. VMware ESXi Service Status

C. VMware vSphere Update Manager

D. VMware vCenter Storage Monitoring Service

Answer: A,D
Reference: http://pubs.vmware.com/vsphere-51/topic/com.vmware.lCbase/PDF/vsphere-
esxi-vcenter-server-51-host-management-guide.pdf (page 19, first para)

Topic 2, Plan and Configure vSphere Networking

Question No : 39 - (Topic 2)

Which VLAN configuration requires switch connectivity defined as an access port?

A. Private VLAN

B. External Switch Tagging
C. Virtual Guest Tagging
D. Virtual Switch Tagging

Answer: B

Question No : 40 - (Topic 2)

-- Exhibit --
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(%) Production Properties &J

General ] Security  Traffic Shaping | NIC Teaming

Policy Exceptions o

To override a policy defined by the switch, chedk the box below.

Status: | | |EI'|E||:'|EI:| _J
Average Bandwidth: | 100000 :I Kbits/sec
Peak Bandwidth: | 100000 = Kbits/sec
Burst Size: [ 102400 = Kbytes
L] Traffic shaping policy is applied to the traffic of each virtual netwark adapter attached
to the port group.
-- Exhibit --

An administrator determines that traffic shaping does not appear to be working on
Production, a virtual machine port group on vSwitchl. Traffic shaping is working on all
other port groups on the switch.

The administrator examines the Traffic Shaping settings as shown in the exhibit:

What should the administrator do to resolve the problem?

A. Select the Status checkbox to enable Traffic Shaping on the portgroup.
B. Reduce the Average Bandwidth to 50% of the Peak Bandwidth.

C. Reduce the Burst Size to 50% of the Peak Bandwidth.

D. Click the Security tab and create the necessary security exception.

Answer: A

Question No : 41 - (Topic 2)

-- Exhibit --
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View: |vSphere Standard Switch

Networking Refresh Add Metworking... Properties...
Standard Switch: vSwitchi Remove... Rroperties...
(3 VM Netwark @ 4 -¢—oBP vmnicl 1000 Full 3
B |2 virtual machine(s)
Fileserverdl G

WMware vCenter Server Appliance E'_‘I

3 Management Network ﬁ‘!
vmk0 : 172.16.245.157
fefl::20c: 28ff:fed0:8bda

Standard Switch: vSwitchl Remaove... Properties...
Wirbual Machine Port Group Phiysical Adapters
L3 Production @_ Mo adapters
B |1 virtual machine(s)
Fileserver02 G
-- Exhibit --

The vSphere administrator needs to remove the Production virtual machine port group from
an ESXi host. The ESXi host's Networking Configuration tab is shown in the exhibit.

After disconnecting the Fileserver02 VM, what step does the administrator need to take,
assuming that vSwitchl will still be needed for further configuration?

A. Remove the Production port group by accessing the properties for the port group.
B. Remove the Production port group by accessing the properties for vSwitchl.

C. Remove the Production port group by accessing the properties for the Network.
D. Remove the Production port group by removing vSwitch1l.

Answer: B

Question No : 42 - (Topic 2)

A vSphere Standard Switch is configured with two uplinks.

When adjusting the failover order of the uplinks, what are two valid states in which an
administrator can place the uplinks? (Choose two.)
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A. Active

B. Unused
C. Passive
D. Disabled

Answer: A,B

Question No : 43 - (Topic 2)

An administrator determines that a vSphere Standard Switch is dropping all inbound
frames to a specific virtual machine. The behavior appeared in the last two days. Which
configuration setting, if changed during this timeframe, would result in this behavior?

A. MAC address changes
B. Forged Transmit

C. Traffic Shaping

D. Jumbo Frames

Answer: A

Question No : 44 - (Topic 2)

Which two network settings are available on a vSphere Standard Switch? (Choose two.)

A. Ingress traffic shaping

B. Egress traffic shaping

C. Private Virtual Local Area Networks (PVLAN)
D. Virtual Local Area Networks (VLAN)

Answer: B,D

Question No : 45 - (Topic 2)

A security team is validating policy settings in a vSphere environment.

By default, which security policy is set to reject on a vSphere Standard Switch?
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A. Promiscuous mode

B. MAC address changes
C. Forged transmit

D. Use explicit failover

Answer: A

Question No : 46 - (Topic 2)

A vSphere administrator upgrades a version 5.1.0 vSphere Distributed Switch to version
5.5.0. Another vSphere administrator, unaware of this change, tries to add an ESXi version
5.1.0 host to the switch and fails.

What is causing this addition of the ESXi host to fail?
A. The upgraded switch supports version 5.5 ESXi hosts only.
B. The upgraded switch must be set up for backwards compatibility.

C. The switch failed to upgrade properly.
D. A version 5.5 ESXi host must be added to the switch before the 5.1 host.

Answer: A

Question No : 47 - (Topic 2)

A vSphere administrator creates a new vSphere Distributed Switch. The administrator
receives notice from the service desk that a cluster of vSphere hosts has disconnected
from vCenter Server. This disconnect occurred immediately after the new switch was
created.

* This vSphere Distributed Switch is the only distributed switch managed by vCenter.
 The virtual machines are still functional and the applications are still accessible by end

users.

On the ESXi hosts, which step must the vSphere administrator take to allow vCenter
Server to reconnect?

A. Use the Direct Console User Interface to reattach the management vmnic to the
appropriate switch
B. Use the Direct Console User Interface to disable lockdown mode on each affected host
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C. Use the ESXi Shell to restart the mgmt-vmware service on each affected host
D. Use the ESXi Shell to restart the vSphere Web Client service on each affected host

Answer: A

Question No : 48 - (Topic 2)

A vSphere administrator is administering a vSphere Distributed Switch port group using the
vSphere Web Client. The port group was configured using Static binding, but the number of
ports must increase as virtual machines are added to the port group.

Which port allocation setting should the administrator use to achieve this goal?

A. Elastic
B. Dynamic
C. Fixed

D. Manual

Answer: A

Question No : 49 - (Topic 2)

An administrator is deploying vSphere 5.5. The administrator creates a vSphere Distributed
Switch, then uses Auto Deploy to deploy several ESXi hosts. After the hosts are deployed,
the administrator notices that LACP packets are not being sent between them.

Which condition would cause this issue to occur?

A. The LACP support settings do not exist in the Host Profile.

B. The LACP installation bundle is not included in the Image Profile.
C. The LACP setting is not enabled on vCenter Server.

D. LACP has not been configured on the Auto Deploy server.

Answer: A

Question No : 50 - (Topic 2)

A virtual machine is receiving a large number of network packets, which is affecting the
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performance of other virtual machines connected to the same virtual network.
What should the vSphere administrator do to resolve the issue?
A. Migrate the virtual machine to a standard switch that has been configured for ingress
traffic shaping
B. Configure the distributed switch to which the virtual machine is connected for ingress
traffic shaping
C. Migrate the virtual machine to a different port group on the same distributed switch

D. Enable Network I/O Control on the standard switch to which the virtual machine is
connected

Answer: B

Question No : 51 - (Topic 2)

A system administrator has an application installed on a physical machine that is licensed
to the MAC address of the physical NIC. This system needs to be virtualized.

What two methods could an administrator use to ensure the license will function in the
virtual machine? (Choose two.)

A. Manually set the MAC address for the vNIC in the guest OS

B. Install the NIC from the physical server into the ESXi host

C. Manually set the MAC address for the vNIC using the Web Client
D. Configure the physical server's MAC address in the virtual switch

Answer: A,C

Question No : 52 - (Topic 2)

- Exhibit --
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o @ [E] (2] Geting Started  Summary  Monitor | Manage | Related Objects
- ved-01a ¢
w [l Datacenter Site A Seftings | Alarm Definitions | Tags | Permissions | Network Protocol Profile | Ports
» & VCP_DCV_Example

:'P",dudin" “ Policies [ Edt. |
= VCP_DCV_Example-DV| Properties Egress traffic shaping -
£ Management Network Average bandwidth -

a

& Storage Network

55 vds-site-a-corpnet-uplink
VM Network

2 WMotion MNetwork

Peak bandwidth:
Burst size:
VLAN
Type: VLAN
WLAN ID 3389
Teaming and failover
Load balancing: Route based on originating virtual port
MNetwork failure detection: Link status only
Motify switches: Yes
Failback Yes
Active uplinks: Uplink 1, Uplink 2

-- Exhibit --

A vSphere administrator assigns VLAN 3389 to the Production port group on the
VCP_DCV_Example vSphere Distributed Switch. After the change, users report a loss of
connectivity to their applications. Further analysis provides the following data:

* The cluster has not had a ESXi host failure.

* Application functioned normally prior to the change.

* The loss of connectivity occurred immediately following the change.

Which condition would cause this loss of connectivity?

A. The physical switch ports used by the vmnics have not been configured with 802.1Q.

B. Maintenance Mode was initiated on one of the hosts in the cluster. Connectivity will
resume after the virtual machines are migrated.

C. All uplinks were removed from the VCP_DCV_Example switch and added to another
virtual switch.

D. A load balancing setting on the port group conflicts with the load balancing setting of the
switch.

Answer: A

Question No : 53 - (Topic 2)

Why would an administrator be unable to locate an IP address for a vSphere vmnic uplink?

A. IP addresses are defined at the virtual nic level, not the vmnic level.
B. ESXi host vmnics communicate with physical switches on layer 3.
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C. ESXi hosts use NAT translation to mask the actual vmnic IP address.
D. The IP address of the vmnic is not shown in the vSphere Client.

Answer: A

Question No : 54 - (Topic 2)

A network auditing team has observed activity from a virtual machine that may be an
organization policy security breach. The vSphere administrator needs to stop network
traffic from the virtual machine.

Which step should the administrator take?

A. Enable Port Blocking on the vSphere Standard Switches in the organization and block
the port on which the virtual machine is connected.

B. Enable Port Blocking on each vSphere Standard Switch portgroup in the organization,
then block the port on which the virtual machine is connected.

C. Enable Port Blocking on each vSphere Distributed Switch portgroup in the organization,
then block the port on which the virtual machine is connected.

D. Enable Port Blocking on the vSphere Distributed Switches in the organization and block
the port on which the virtual machine is connected.

Answer: C

Question No : 55 - (Topic 2)

An application administrator reports application slowness when loading the application's
web portal. The virtual machine is currently connected to a vSphere Distributed Switch. The
application owner requests information about the virtual machine's network traffic.

Which feature of a vSphere Distributed Switch should the administrator use to gather the

needed information?

A. NetFlow

B. Port Mirroring

C. Network 1/0O Control
D. Promiscuous Mode

Answer: A
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Question No : 56 - (Topic 2)

-- Exhibit --
Standard Switch: vSwitchd Remove... Properties...
Wirpual Machine Port Group Physical Adapters
L3 WM Network Q_.D_..m vmnicd 1000 Full | G3

Bl |2 virtual machine(s)
WMware vCenter Server Appliance @q-
Fileserverli (s

.liﬂ'll_r=rr= oy

L7 Management Network @ 3
vmk0 : 172.16.245.157
fed80::20c:29ff:fe40:8bd8

Standard Switch: vSwitchl Remove... Properties...
Wirtual Machine Fl:"“Gr-::up Phiysical Adaptars
3 Production @ E® vmnic0 1000 Full | £3
El | 1 virtual machine(s)
Fileserverl2 B
-- Exhibit --

Why is the network configuration shown in the exhibit impossible?

A. A single vmnic cannot be shared by two virtual switches.

B. The MAC address of the Management Network VMkernel port is invalid.

C. Virtual machines are not allowed to run on the same virtual machine port group as the
vCenter Server Virtual Appliance.

D. Virtual Machine Port Groups and VMkernel Ports are not allowed on the same virtual
switch.

Answer: A

Question No : 57 - (Topic 2)

-- Exhibit --
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Dievice Status
=

Iv Connect at power on

Adapter Type
Current adapter: E1000

MAC Address "

{+ Automatic {~ Manual
DirectPath IjO0 —————
Status: Mot supported €9

Metwork Connection
Metwaork label:

Production j

-- Exhibit --

An administrator is unable to configure Receive Side Scaling on the vmnic driver in a
Windows 2008 R2 guest.

Based on the exhibit, what would need to be modified to enable this option?

A. Manually configure a static MAC address
B. Enable DirectPath I/O

C. Ensure the vmnic is attached to the correct network
D. Change the adapter type to VMXNET3

Answer: D

Question No : 58 - (Topic 2)

The Edit Settings wizard reports a virtual machine is configured as follows:

-- Exhibit --
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Dievice Status
=

Iv Connect at power on

Adapter Type
Current adapter: E1000

MAC Address "

{*" Automatic { " M™anual

DirectPath IjO —————
Status: Mot supported €9

Metwork Connection
Metwaork label:

-- Exhibit --
Which setting, if NOT configured, will prevent network connectivity?

A. The network label must be supplied.

B. The MAC address must be supplied.

C. The device status must be set to Connected.
D. The DirectPath 1/O status must be Supported.

Answer: A

Question No : 59 - (Topic 2)

A vSphere administrator has created a vSphere Standard Switch with one virtual machine
port group and one physical uplink. The administrator needs to ensure that the virtual
machines on this port group can communicate only with each other.

What should the administrator do?

A. Remove the physical uplink from the vSphere Standard Switch
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B. Create a Private VLAN and apply it to the virtual machine port group on the vSphere
Standard Switch

C. Enable Port Security on the vSphere Standard Switch

D. Enable the Fenced setting on the virtual machine port group

Answer: A

Question No : 60 - (Topic 2)

A vSphere administrator needs to add redundancy to an ESXi 5.x management network on
a vSphere Standard Switch.

Which method should the administrator use to create redundant management networks?

A. Configure the management network vSwitch with two active uplinks

B. Configure an additional management portgroup on the same vSwitch

C. Create a second management network on a second vSwitch in the same subnet
D. Create a second management network on the same vSwitch in the same subnet

Answer: A

Question No : 61 - (Topic 2)

An administrator is building a new vSphere Standard Switch with two active uplinks. The
physical switch ports for these uplinks are placed in an etherchannel.

Which load balancing policy should the administrator use to support the etherchannel
configuration?

A. Route based on IP hash

B. Route based on the originating virtual port
C. Route based on source MAC hash

D. Route based on physical NIC load

Answer: A

Question No : 62 - (Topic 2)
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Which two traffic types can be enabled on the VMkernel adapters of an ESXi 5.5 host using
the vSphere Web Client? (Choose two.)

A. Fault Tolerance Traffic
B. Virtual SAN Traffic

C. ISCSI Traffic

D. Virtual Machine Traffic

Answer: A,B

Question No : 63 - (Topic 2)

An organization is designing a new vSphere cluster to support a new product
implementation.

The following challenges have been identified by the vSphere administration team:
» The organization has the vSphere Enterprise License.

» The network team needs to gather virtual machine network statistics over a long period of
time.

» The network team needs the ability to quickly assess virtual machine traffic in the event of
an attack.

» The network team has previously had problems implementing manual etherchannel
configurations on their physical switches, resulting in production outages.

* The new cluster's initial size is 15 hosts.

The organization is willing to upgrade to vSphere Enterprise Plus licensing if it addresses
these challenges.

Which three features of a version 5.5 vSphere Distributed Switch would address these
challenges? (Choose three.)

A. LACP in Dynamic Mode
B. Port Mirroring

C. Network vMotion

D. Private VLANs

E. Network 1/0 Control

Answer: AB,C
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Question No : 64 - (Topic 2)

-- Exhibit --

= VCP_DCV_Example | Actions ~

Getting Started  Summary  Monitor | Manage | Related Objects

[ Settings Alarm Definitions | Tags | Permissions | Network Protocol Profiles | Ports ResourceAllocation |

i el X206 (default filter) R N e
Topology
Properties & Production E Q % | ¥ VCP_DCV_Example-DVUplin.. @)
Private VLAN VLAN ID: — | v & Uplink 1 (1 NIC Adapter)
¥ Virtual Machines (1) | vmnicl esx-01a.corp.local 6
WinXpP i o S Uplink 2 (0 NIC Adapters)

-- Exhibit --

Users accessing the WinXP virtual machine shown in the exhibit report intermittent
connectivity to the corporate network.

The configuration is as follows:
* This virtual machine runs in a DRS/HA cluster of two ESXi hosts.
» The VCP_DCV_Example vSphere Distributed Switch was recently created.

» The WinXP virtual machine was recently migrated from another vSphere Distributed
Switch.

» The WinXP virtual machine was able to connect prior to migration to this switch.

* No changes to the VCP_DCV_Example switch have been made since creation.

Which step should the administrator take to resolve the WinXP virtual machine's
intermittent connectivity to the corporate network?

A. Add the ESXi host to the switch where the virtual machine is currently running
B. Disable Port Blocking on the VCP_DCV_Example switch

C. Disable Port Blocking on the Production port group

D. Enable Network I/O Control on the switch to better balance 1/0

Answer: A
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Question No : 65 - (Topic 2)

An administrator needs to deploy a vSphere solution containing a number of hosts and a
vSphere Distributed Switch.

Which steps should the administrator take to accomplish this?

A. Create the vSphere Distributed Switch, deploy the ESXi hosts, and then add each host
to the switch.

B. Deploy the ESXi hosts, create an HA/DRS cluster containing the hosts, create the
vSphere Distributed Switch, and then add the cluster to the switch.

C. Create the vSphere Distributed Switch and as each ESXi host is deployed it will be
automatically added to the switch.

D. Deploy the ESXi hosts and then create the vSphere Distributed Switch on the hosts.

Answer: A

Question No : 66 - (Topic 2)
An administrator is migrating 135 virtual machines from a vSphere Standard Switch to a

vSphere Distributed switch. The migration reports an error and only some of the virtual
machines are transferred.

What is causing the error to occur?

A. The vSphere Distributed Switch was created with a single, default port group.

B. The switch has become disconnected from an ESXi host.

C. The port group on the vSphere Distributed Switch was not configured with an Elastic
port binding.

D. The virtual machine that failed to transfer did not have a network adapter.

Answer: A

Topic 3, Plan and Configure vSphere Storage

Question No : 67 - (Topic 3)
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An administrator needs to deploy several virtual machines. Storage contention between the
virtual machines should be managed by the VMkernel. Some of the virtual machines will
use MSCS and should be highly available across the ESXi 5.5 hosts.

Which two storage options meet these requirements? (Choose two.)

A.iSCSI

B. NFS

C. Fibre Channel
D. vSAN

Answer: A,C

Question No : 68 - (Topic 3)

Which two precautions should a vSphere administrator take before increasing the size of a
VMFS datastore? (Choose two.)

A. Unmount the datastore

B. Perform a rescan to ensure that all hosts see the most current storage
C. Quiesce /O on all disks involved

D. Shut down all virtual machines stored in the datastore

Answer: B,C

Question No : 69 - (Topic 3)

-- Exhibit --

B e ve-l-01a Cluster Site A

=]
w

Add Host...

Mew Virtual Machine. .. Ctrl+M

[Mew Resource FPool... Cirl+0

Mew wApp... Ctrl+A - Wh

8 bec

-- Exhibit --
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What action should the vSphere administrator take to allow for a new vApp to be created in
the cluster?

A. Enable Distributed Resource Scheduling on the cluster

B. Create a Resource Pool in the cluster, and create the vApp in the Resource Pool
C. Enable High Availability on the cluster

D. Create a new Datacenter, and create the vApp in the new Datacenter

Answer: A

Question No : 70 - (Topic 3)

An administrator is installing ESXi on several hosts attached to iSCSI storage.

Why would the administrator detach the host from the IP storage network prior to
installation?

A. It decreases the time the installer needs to search for available disk drives.

B. It allows the installation of a generic VAAI component for IP storage.

C. It prevents ESXi from installing vSphere Flash Cache to the IP storage.

D. Itis required when installing ESXi onto a physical server that utilizes IP storage.

Answer: A

Question No : 71 - (Topic 3)

Which two statements are true regarding a new vSphere deployment that is using software
FCoE boot from SAN? (Choose two.)

A. Multi-pathing options must be configured by the vmkernel after boot.
B. The adapter must support iBFT or UEFI.

C. The adapter must support FBFT or FBPT.

D. Multi-pathing options must be configured in the Boot ROM.

Answer: A,C

Question No : 72 - (Topic 3)
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What should an administrator do to configure multi-pathing using software iISCSI?

A. Bind the VMkernel ports to the software iISCSI initiator
B. Configure Zoning between the hosts and SAN switches
C. Configure NIC teaming on the associated uplinks

D. Ensure jumbo frames are enabled end-to-end

Answer: A

Question No : 73 - (Topic 3)

The current block size of a datastore in VMFS3 is 4MB. An administrator needs to upgrade
the datastore to VMFS5 and wants to change it to 1MB block size.

Which action should the administrator take?

A. Upgrade the datastore to VMFS 5. Select the 1MB block size option during the upgrade.
B. Create a new VMFS5 datastore with a 1MB block size. Migrate all virtual machines from
the existing datastore to the new datastore, then delete the VMFS3 datastore.

C. Upgrade the datastore to VMFS5. Use vmkfstools to change the block size on the
upgraded datastore.

D. Create a new VMFS5 datastore with a 1MB block size. Migrate all virtual machines from
the existing datastore to the new datastore. Upgrade the virtual machine hardware on the
migrated VMs, then delete the VMFS3 datastore.

Answer: B

Question No : 74 - (Topic 3)

An administrator is creating a new VMFS volume and needs to make it available to all
hosts within a datacenter using the Web Client.

What should the administrator scan for in order to meet this requirement?
A. New Storage Devices and LUNs
B. New Storage Devices and VMFS Volumes

C. New VMFS Volumes and Datastores
D. New VMFS Volumes and LUNs
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Answer: B

Question No : 75 - (Topic 3)

An administrator attempts to delete a Storage Policy and receives an error.
Which two object types, if assigned a Storage Policy, would prevent the Storage Policy

from being deleted? (Choose two.)

A. A virtual machine.
B. A virtual disk.

C. A datastore.

D. A datastore cluster.

Answer: AB

Question No : 76 - (Topic 3)

An administrator has configured hardware acceleration for a Fibre Channel storage array.
After a recent maintenance event, the administrator finds that cloning and migration
operations are taking excessively long to complete.

Which two settings could cause hardware acceleration to become disabled? (Choose two.)

A. VAAI Plugin Name = VMW _VAAIP_SYM

B. VAAI Plugin Name = VMW _VAAIP_NETAPP
C. VMFS3.HardwareAcceleratedLocking = 0

D. Datamover.HardwareAcceleratedlnit = 0

Answer: C,D

Question No : 77 - (Topic 3)

A VMFS5 datastore shows several errors, which suggests file system corruption.

Which tool could a vSphere administrator use to check the VMFS file system?

A. vSphere On-disk Metadata Analyzer (VOMA)
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B. VMware Infrastructure Management Assistant (VIMA)
C. vSphere Storage APIs for Storage Awareness (VASA)
D. VMware vSphere Health Check Analyzer (VHCA)

Answer: A

Question No : 78 - (Topic 3)

A Windows Server 2008 virtual machine with the following configuration receives an Out of
Space condition indicator:

* The virtual machine uses thin provisioned virtual disks.

» The VMFS5 datastore on which the virtual machine's files reside is on a thin provisioned
LUN.

* 30% of the VMFS datastore content is no longer needed.
» The storage array supports VASA and VAAI.

Which action should the vSphere administrator take to resolve the Out of Space problem
without requesting additional space on the storage array?

A. Delete unneeded files on the VMFS datastore and then use vmkfstools to reclaim
deleted blocks.

B. Delete unneeded files on the VMFS datastore, right-click the datastore in vSphere Web
Client, and then select the Reclaim Deleted Blocks option.

C. Delete some files from the guest OS and defrag its file system.

D. Delete some files from the guest OS and use vmkfstools to reclaim the deleted blocks.

Answer: A

Question No : 79 - (Topic 3)

What are two features provided by VMFS5? (Choose two.)
A. Support for greater than 2TB storage devices for only VMFS and Physical RDMs
B. Support for up to 32 extents

C. Support for greater than 2TB storage devices for VMFS, Physical and Virtual RDMs
D. Support for up to 64 extents
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Answer: B,C

Question No : 80 - (Topic 3)

During the installation of ESXi, a vmkernel interface can be configured with what
capabilities?

A. Management traffic

B. Management traffic and vMotion

C. Management traffic, vMotion and Fault Tolerance logging

D. Management traffic, vMotion, Fault Tolerance logging and IP storage

Answer: A

Question No : 81 - (Topic 3)

A server administrator reports that a virtual machine has displayed the following message
twice in the past 12 months:

No boot device found

Which virtual machine boot option should the administrator configure to resolve this issue?

A. Failed Boot Recovery
B. Force BIOS Setup

C. Boot Delay

D. Network Boot Retry

Answer: A

Question No : 82 - (Topic 3)

An administrator is using vSphere Replication to replicate a number of virtual machines to a
recovery site. The administrator plans on enabling Storage DRS on the production site,
which is running vSphere 5.5. What changes must be made in order to support this
configuration?
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A. Storage DRS can be added to the existing configuration without any configuration
changes

B. Disable Storage DRS on the virtual machines utilizing vSphere Replication

C. Change the Recovery Point Objective for the replicated virtual machines to support the
additional synchronization time

D. Storage DRS cannot be used in conjunction with vSphere Replication

Answer: A

Question No : 83 - (Topic 3)

Which condition would prevent an administrator from unmounting a VMFS datastore?

A. The datastore is being managed by Storage DRS.
B. The datastore contains vCenter Server templates.
C. The datastore is mounted by multiple hosts.

D. The storage backing the datastore is detached.

Answer: A

Question No : 84 - (Topic 3)
A system administrator needs to control the allocation of memory and CPU resources to an

organization's Finance team. The vSphere environment is built on a single cluster of ESXi
hosts.

Which feature can be used to accomplish this task?

A. Resource Pool Reservations
B. DRS set to Fully Automated
C. Virtual Machine Shares

D. DRS Virtual Machine Groups

Answer: A

Question No : 85 - (Topic 3)
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An administrator is planning a new vSphere deployment using shared storage. The solution
must support:

* vMotion

 Storage vMotion

* Fault Tolerant virtual machines
* VAAI primitives

* RDM disks

Which storage type will meet these requirements?

A. CIFS
B. iSCSI
C. NFS

D. vSAN

Answer: B

Question No : 86 - (Topic 3)

Which information can the administrator use to identify iISCSI nodes?

A. MAC address
B. IQN

C. WWN

D. LUN ID

Answer: B

Question No : 87 - (Topic 3)

Which action should an administrator take to increase the size of a VMFS5 datastore from
2TB to 32TB?

A. Dynamically expand the original LUN and add a second share for the NFS datastore
B. Dynamically expand the original LUN and increase the size of the VMFS datastore
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