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Question No : 1

Your company has a policy regarding the use of distributed virtual port groups for
application deployments that requires all port configurations to maintain a finite maximum.

What two configuration options will assure that only a finite, specific number of ports can be
configured on a distributed virtual port group? (Choose two.)

A. Configure the Port binding option value for Ephemeral.

B. Configure the Port allocation option value for Elastic.

C. Configure the Port binding option value for Static Binding.
D. Configure the Port allocation option value for Fixed.

Answer: C,D

Question No : 2

Which scenario can be configured to use 3DES encryption for virtual machine traffic?

A. Two virtual machines communicating across a point-to-point IPSec VPN connection.
B. Two virtual machines running on different ESXi hosts communicating across the same
logical switch.

C. Two virtual machines communicating across a layer 2 bridge.

D. Two virtual machines configured to use NSX Data Security.

Answer: A

Question No : 3

Your data center is made up of two VMware vCenter Server instances. Each vCenter
Server manages three clusters with 16 hosts per cluster.

In preparing for your VMware NSX deployment, how many vShield Endpoint instances will
you have?

A.
B.

2
6
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C. 48
D. 96

Answer: D

Question No : 4

Which components are required to enable layer 2 bridging? (Choose two.)

A. Distributed firewall rule to allow layer 2 traffic in the bridge.
B. Deployed Logical Switch.

C. Deployed Logical Router.

D. VLAN trunk configured on logical switch.

Answer: A,C

Question No : 5

Which two web browsers are supported for programming the NSX REST API? (Choose
two.)

A. Internet Explorer
B. Chrome

C. Firefox

D. Safari

Answer: B,C

Question No : 6

Which statement is true regarding multicast traffic when implementing NSX?

A. A multicast address range is required when using vCenter Server 5.5
B. A multicast address range is required when using ESXi 5.1 hosts
C. A multicast address range is required when using ESXi 5.0 hosts
D. A multicast address range is required when using vCenter Server 5.1
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Answer: B

Question No : 7

When compared to the Software Defined Data Center architecture, what are two network
limitations of a physical network architecture? (Choose two.)

A. Configuring firewall policies

B. Multi-Tenancy

C. Configuring layer 3 switch networks
D. Traffic hair-pinning

Answer: B,D

Question No : 8

On a vSS, how does teaming two or more physical network adapters provide load
balancing when using the Load Balancing feature Route based on the originating virtual
port ID?

A. They physical network adapter is chosen by use of a round robin based algorithm for
each additional virtual port in the port group that becomes active.

B. The physical network adapter is chosen by using the source IP address of the virtual
machine and the destination IP address as variables in an algorithm.

C. The physical network adapter is chosen by using the source MAC address as a variable
in an algorithm.

D. The physical network adapter is chosen based on the workloads from each port and the
number of physical adapters.

Answer: A

Question No : 9

Which two actions take place when an active NSX Edge instance fails? (Choose two.)

A. Once the original NSX Edge instance is recovered, it preempts the other NSX Edge
instance and takes over the active role.
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B. The standby NSX Edge instance becomes the active instance and requests routing
updates from the routing neighbors.

C. Once the original NSX Edge instance is recovered, the NSX Manager attempts to place
it on a different host from the other NSX Edge instance.

D. The standby NSX Edge instance becomes the active instance and retains any routing
neighbor adjacencies.

Answer: C,D

Question No : 10

An administrator consults with the network team and decides that Transport Zones will be
configured with Hybrid Replication Mode for a new NSX for vSphere deployment.

Which statement is true?

A. The Ethernet segments where the VTEPSs are connected have some level of multicast
support.

B. The physical network is configured to support multicast.

C. The ESXi hosts in the Transport Zone are running on different server hardware.

D. A multicast range has been configured in the NSX Manager as part of the Logical
Network Preparation.

Answer: A

Question No : 11

An administrator has deployed and powered on a new virtual machine configured to get its
networking information via DHCP. The virtual machine is connected to an NSX network
and connectivity has been verified. After reconfiguring the virtual machine with a static IP
address, network connectivity is lost.

Which statement explains what happened?

A. SpoofGuard is disabled
B. SpoofGuard is enabled and the operation mode is set to automatic
C. SpoofGuard is enabled and the operation mode is set to manual
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D. SpoofGuard is enabled but not configured

Answer: B

Question No : 12

An NSX Edge Service Gateway has two interfaces:
* Internal interface named Internal Access
-- |P address = 10.10.10.1

-- Network mask = 255.255.255.0

Uplink interface named Physical Uplink
-- IP address = 20.20.20.1

-- Network mask = 255.255.255.0

A vSphere administrator wants to add a SNAT rule to allow traffic from the internal network
segment to access external resources via the uplink interface.

Which three steps should the vSphere administrator do to add the SNAT rule? (Choose
three)

A. Apply the SNAT rule to the Internal Access interface.
B. Select 10.10.10.1 as the translated source IP.

C. Apply the SNAT rule on the Physical Uplink interface.
D. Select 10.10.10.0/24 as the original subnet.

E. Choose 20.20.20.2 as the translated source IP.

Answer: C,D,E

Question No : 13
A company has augmented its Data Center infrastructure by using vCloud Hybrid Service

during peak hours. The company wants to extend their existing subnets into the cloud while
workloads retain their existing IP addresses. The virtual machines in these subnets use an
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NSX Edge Gateway as their default gateway.

Which solution should this company use?

A. Layer 2 VPN
B. MPLS VPN
C. IPSec VPN
D. SSL VPN

Answer: A

Question No : 14

An administrator wishes to control traffic flow between two virtual machines. The virtual
machines are in the same subnet, but are located on separate ESXi hosts.

The administrator deploys an Edge Firewall to one of the hosts and verifies the default
firewall rule is set to deny, but the two virtual machines can still communicate with each
other.

What task will correct this issue?

A. Configure both ESXi host firewalls to deny traffic from the virtual machine on the other
host.

B. Deploy another Edge Firewall on the host running the second virtual machine.

C. Remove any other firewall appliances that may exist on either of the ESXi hosts.

D. Deploy a Distributed Firewall with firewall rules to prevent traffic between the virtual
machines.

Answer: D

Question No : 15

Which option shows an advantage of implementing logical firewalls in NSX?

A. NSX allows segmentation of virtual machines based upon VM names or user identity.
B. NSX provides traffic forwarding between layer 2 broadcast domains.
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C. NSX allows virtual machine traffic to follow multiple paths to a specific destination.
D. NSX provides the ability to provide IPv4 and IPv6 dual stack configuration.

Answer: A

Question No : 16

An administrator has deployed NSX within the vSphere environment, but is unable to
deploy an NSX Controller. What step must be taken to resolve the issue?

A. Register the third-party security service device or virtual appliance with NSX Manager
B. Deploy a distributed router and enable the High Availability option.

C. On the NSX Manager, select Enable multicast addressing and complete the
configuration.

D. Define a data security group for all deployed virtual machine groups.

Answer: C

Question No : 17

A user needs to be given the ability to make configuration changes on a specific NSX Edge
device. What role and scope could be used to meet this requirement?

A. NSX Administrator role and Limit Access scope
B. Security Administrator role and Limit Access scope
C. NSX Administrator role and No restriction scope
D. Security Administrator role and No restriction scope

Answer: B

Question No : 18

Which tool is used to detect rogue services?

A. NSX Logical Firewall
B. NSX Logical Router
C. Activity Monitoring
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D. Flow Monitoring

Answer: D

Question No : 19

You are tasked with designing a data center architecture that should maximize the use of
vMotion within your environment. You must use these VMware best practices:

0 The network must utilize widely offered layer 2 switching and layer 3 switching
services
[0 Purchase of new equipment should be minimized

Which two network design architectures will provide the requirements for vMotion in your
data center? (Choose two.)

A. Utilize layer 3 switching from the access layer through the core.

B. Employ layer 2 multipathing using a standardized protocol.

C. Deploy a flat, traditional layer 2 switched network.

D. Deploy an overlay technology for the deployment of your virtual network.

Answer: A,D

Question No : 20

How does NSX simplify physical network design?

A. VLANSs are moved into the virtual network for virtual machine traffic, eliminating the need
to use PVLANS on the physical network.

B. Network administrators only need to configure routing on the physical network for virtual
machine traffic since all other network functions are moved to the virtual network.

C. Transport zones are created in the virtual network for virtual machine traffic, removing
the need to make changes to the physical network.

D. Virtual network integration can make changes to the physical network programmatically
using REST API calls which automates network changes and increases agility.

Answer: C
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Question No : 21

An administrator manages a TFTP server virtual machine that is connected to a Logical
Switch with a VNI of 7321. The TFTP server has been configured to use port 1069. An
NSX Edge Service Gateway is connected to VNI 7321 and has an uplink interface with
access to the physical network. Assume external users can reach the Service Gateway.

What should the administrator configure to ensure external connections to the TFTP server

are successful?

A. Create a DNAT rule with the original port of 69 and translated port of 1069.
B. Create a SNAT rule with the original port of 1069 and translated port of 69.
C. Create a SNAT rule with the original port of 69 and translated port of 1069.
D. Create a DNAT rule with the original port of 1069 and translated port of 69.

Answer: A

Question No : 22

-- Exhibit —
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An NSX administrator is examining an error in the Event Console as shown:
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Which condition would result in this error?

A. The configured MTU size on the physical network is too small.

B. The VTEP IP pool addresses are on the ESXi management network subnet.
C. VLANSs are configured on the logical network.

D. A VXLAN segment ID pool is not configured.

Answer: B

Question No : 23

Which Layer 2 bridge is supported by the Distributed Router?

A. VCD-NI to VLAN bridge
B. VXLAN to PVLAN bridge
C. VCD-NI to PVLAN bridge
D. VXLAN to VLAN bridge

Answer: D

Question No : 24

What is the appropriate source from which to deploy the VMware NSX Manager
component?

A. Open Virtualization Appliance (OVA) file

B. VMware Infrastructure Bundle (VIB) file

C. VMware vSphere Update Manager update baseline
D. MSl install package

Answer: A

Question No : 25

-- Exhibit —
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-- Exhibit --

An NSX administrator creates the NSX network in the exhibit:

What destination IP address will Host-A use when sending a VXLAN frame to Host-B?

A. The IP address of one of Host-B's new vmkernel ports created during host configuration.
B. The IP address of Host-B's management vmkernel port, which is also the VTEP IP
address.

C. The IP address of Host-B's NSX Controller. The NSX Controller forwards the VXLAN
frame to Host-B.

D. The IP address Host-B provided to Host-A during VXLAN tunnel setup negotiations.

http://www.ensurepass.com/



Dumps with PDF and VCE +Free VCE Software

Answer: A

Question No : 26

An administrator configures the IPSec VPN service on an NSX Edge instance, but the
negotiation fails. Examining the log file, the administrator notices the following message:

INVALID_ID_INFORMATION

Which misconfiguration caused the error?

A. Pre-shared key (PSK) does not match

B. Diffie-Hellman (DH) Group does not match

C. Perfect Forward Secrecy (PFS) does not match
D. VPN tunnel address incorrect

Answer: A

Question No : 27

-- Exhibit —

vSphere Distributed Switch
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-- Exhibit --

The diagram displays various points where QoS configuration may be used.

Based on the diagram, which two statements correctly identify the appropriate QoS usage?
(Choose two.)

A. Location A should provide Trust DSCP.

B. Location A should provide either Trust DHCP or Set DSCP.
C. Location B should provide Trust DSCP and Trust COS.

D. Location B should provide Set DSCP and Set COS.

Answer: B,C

Question No : 28

A company hosts an internal website on multiple virtual machines attached to a Logical
Switch with VNI 7321. A Distributed Router serves as the virtual machines' default
gateway.

When an user resolves the URL for the website, the internal DNS server responds with the
IP address of one of the virtual machine's IP addresses in a round robin fashion. This
approach results in some virtual machines having a much higher number of user sessions
than others.

The company wants to deploy a NSX Edge Service Load Balancer to improve on this
situation. Which distribution method can be configured on the NSX Edge Load Balancer to
meet the company's needs?

A.LEAST_CONN
B. IP_HASH
C.LEAST _LOAD
D. URI

Answer: A
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Question No : 29

-- Exhibit —
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-- Exhibit --

An administrator is deploying a distributed router and is adding an interface for a logical
switch, as shown in the following exhibit:

The administrator clicks on the Change link to specify the network to connect to. Selecting
the distributed portgroup, the administrator finds that no portgroups are listed. The
administrator verifies the desired portgroup exists in vCenter Server.
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What condition would result in this behavior?

A. The MTU size is set to 1500

B. A subnet has not been configured

C. The interface name has an invalid character
D. The interface type is incorrect

Answer: D

Question No : 30

Which two Virtual Private Networks are supported by the NSX Edge Service Gateway?
(Choose two.)

A. Layer 2 VPN
B. GRE VPN
C. IPSec VPN
D. Layer 3 VPN

Answer: A,C

Question No : 31

Which NSX service or feature provides optimized management of virtual machine
broadcast (ARP) traffic?

A. NSX Controller

B. NSX Manager

C. Edge Services Gateway
D. VTEP

Answer: A

Question No : 32
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Which Virtual Machine cannot be protected by the Distributed Firewall?

A. A Virtual Machine connected to a vDS Portgroup running on an ESXi 5.1 host.
B. A Virtual Machine connected to a vSS Portgroup running on an ESXi 5.5 host.
C. A Virtual Machine connected to a vDS Portgroup running on an ESXi 5.5 host.
D. A Virtual Machine connected to a logical switch running on an ESXi 5.1 host.

Answer: D

Question No : 33

-- Exhibit —

vSphere Distributed Switch

-- Exhibit --

You are designing a network for NSX and your customer has stated that virtual machine tra
ffic needs to span the virtual and physical space.

Based on the diagram, where should this requirement be configured?

A. Location A
B. Location B
C. Location C
D. Locations B and C
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Answer: B

Question No : 34

Where is the layer 2 bridge instance deployed when configuring a bridge connection
between a logical switch and a VLAN?

A. On the ESXi host running the logical router

B. On the ESXi host running the logical switch

C. On both ESXi hosts that make up the layer 2 bridge

D. On each virtual machine that will utilize the layer 2 bridge

Answer: A

Question No : 35

A NSX administrator attempts to create a Logical Switch, but assigns it a name of an
existing Logical Switch. What will be the result?

A. The Logical Switch is created with the name assigned by the NSX Administrator.

B. NSX Manager will append a two digit number to the Logical Switch name, starting with
01.

C. The Logical Switch can't be attached to a Redistributed Router until it's name is
changed.

D. An error message is displayeD. Unable to allocate an available resource.

Answer: A

Question No : 36

What are two advantages for using NSX for vSphere's Logical Switching? (Choose two.)

A. Expands the number of available VLANSs.

B. Allows for Layer 2 switching over Layer 3 infrastructure.
C. Distributes Layer 3 data across multiple hypervisors.

D. Provides for 10,000 logical segments.
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Answer: B,D

Question No : 37

Which two IPv6 connections are supported by the NSX Edge Load Balancer in Transparent
mode? (Choose two.)

A. IPv4 to IPv6
B. IPv6 to IPv6
C.IPv6to IPv4
D. IPv4d to IPv4

Answer: A,D

Question No : 38

Which action is not an option for adding Virtual Machines to a Security Group?

A. Adding Virtual Machines to a Security Group and nesting it within another Security
Group.

B. Defining Dynamic Membership in the Security Group.

C. Adding Virtual Machines to a Security Policy and associating it with a Security Group.
D. Selecting objects to include within a Security Group.

Answer: C

Question No : 39

Which two statements are true regarding Layer 2 VPNs? (Choose two.)

A. Layer 2 VPNs are used to securely extend Ethernet segments over an untrusted
medium.

B. The NSX Edge Service Gateway can form a Layer 2 VPN with a standards-compliant
physical appliance.

C. The Distributed Router can form a Layer 2 VPN to another Distributed Router or NSX
Edge Service Gateway.

D. Layer 2 VPNs require the two VPN endpoints be in the same Layer 2 segment.
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Answer: A,B

Question No : 40

Which two are pieces of information required to perform an NSX backup? (Choose two.)

A. Transfer protocol

B. Default Port

C. Number of backups retained
D. Filename prefix

Answer: A,D

Question No : 41

A vSphere administrator deployed an NSX Edge Load Balancer in HA mode. What
happens in the event the Load Balancer has a failure?

A. The secondary NSX Edge Load Balancer assumes the role of primary. Existing Flows
will need to have their connections reestablished.

B. HA will start the NSX Edge Load Balancer on another ESXi host in the cluster. All
existing flows will need to have their connections reestablished.

C. HA will start the NSX Edge Load Balancer on another ESXi host in the cluster. The NSX
Controller caches existing flows and hands them to the Load Balancer when it is back up.
D. The secondary NSX Edge Load Balancer assumes the role of primary. The NSX
Controller caches existing flows and hands them to the Load Balancer when it is back up.

Answer: A

Question No : 42

Which two are valid types of authentication for an OSPF area? (Choose two.)

A. Password authentication
B. MD5 authentication

C. SHA1 authentication

D. LDAP authentication
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Answer: A,B

Question No : 43

Which option is VMware's best practice for the deployment of NSX Manager and NSX
Controller components?

A. Deploy the NSX Manager and NSX Controller components to a management cluster.

B. Deploy the NSX Manager component to a management cluster and the NSX Controller
components to a resource cluster.

C. Deploy the NSX Controller components to a management cluster and the NSX Manager
component to a resource cluster.

D. Deploy the NSX Manager and NSX Controller components to a resource cluster.

Answer: A

Question No : 44

Which statement is correct when upgrading vShield Data Security to NSX Data Security?

A. NSX Data Security does not support a direct upgrade.

B. NSX Controller must be deployed before the upgrade.

C. The vCloud Network and Security Virtual Wires must have been upgraded.

D. vCould Network and Security must be at least version 5.1 before starting the upgrade.

Answer: A

Question No : 45

-- Exhibit —
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-- Exhibit --

This diagram details the network connectivity from an NSX network and the supporting phy
sical network. Locations C and D may be required to process packets with QoS tags.

Based on the diagram, which statement details proper processing of packets if they are
QoS tagged?

A. Locations C and D will trust the QoS tags of the encapsulated frame when passing
packets.

B. Location B should trust the QoS tags of the encapsulated frames that are switched.
C. Location A will mark the inner header of the encapsulated frame.

D. Location B should trust the QoS tags of the external header.

Answer: D

Question No : 46

Which NSX component provides the ability to provide East-West distributed routing for
virtual machines in different subnets without having to traverse the physical network?

A. NSX vSwitch

B. NSX Edge

C. NSX Controller

D. NSX Distributed Firewall
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Answer: B

Question No : 47

Which is the transport protocol and port number used in VMware's implementation of
VXLAN in NSX for vSphere?

A. UDP, port number 8472
B. UDP, port number 4789
C. TCP, port number 4789
D. TCP, port number 8472

Answer: A

Question No : 48

After consulting with the network team, it is decided that Transport Zones will be configured
with Unicast Replication Mode for a new NSX for vSphere deployment.

Which statement is true regarding the function of the VXLAN Tunnel End Points (VTEPS)?

A. The VTEPs will send unicast frames to the NSX Controllers when the VTEPs do not
have a MAC address in the MAC table.

B. The VTEPs will switch to Multicast Replication Mode for those VTEPSs to which multicast
path discovery is successful.

C. The VTEPs will send multicast frames to all other VTEPSs in the Transport Zone when
the VTEPs do not have a MAC address in the MAC table.

D. The VTEPs will send unicast frames to all local VTEPs and remote proxies in the
Transport Zone when the VTEPs do not have a MAC address in the MAC table.

Answer: D

Question No : 49

A vSphere administrator added a new interface to a Distributed Router with a subnet of
172.16.10.0/24 and wants to make this subnet reachable to the rest of the network. How
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can the vSphere administrator achieve this?

A. Enable OSPF on the Distributed Router. Configure the uplink interface in the Backbone
area and redistribute into OSPF the 172.16.10.0/24 subnet.

B. Enable OSPF in the Distributed Router. Configure the uplink interface in the normal area
and the new interface with the subnet 172.16.10.0/24 in a Backbone area.

C. Enable OSPF on the Distributed Router. Configure the uplink interface in the Backbone
area and redistribute from OSPF the 172.16.10.0/24 subnet.

D. Enable OSPF on the Distributed Router. Configure the uplink interface in the Backbone
area and the new interface with the subnet 172.16.10.0/24 in a normal area.

Answer: D

Question No : 50

An organization requires a high performance firewall as part of an NSX deployment. What
is the minimum NSX Edge Services Gateway configuration that would be suitable for the
organization's requirements?

A. X-Large

B. Quad-Large
C. Large

D. Compact

Answer: B

Question No : 51

A network security administrator wants to monitor traffic on several VLANs configured on a
vSphere Distributed Switch. The traffic will be sent to another distributed port.

What type of port mirroring session must be configured to meet these requirements?

A. Select the session type Distributed Port Mirroring when configuring the Port Mirroring
session.

B. Select the session type Remote Mirroring Source when configuring the Port Mirroring
session.

C. Select the session type Remote Mirroring Destination when configuring the Port
Mirroring session.
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D. Select the session type Distributed Port Mirroring (legacy) when configuring the Port
Mirroring session.

Answer: C

Question No : 52

How many syslog servers can be configured for an NSX Edge device?

OO w>»
Aw N e

Answer: B

Question No : 53

An administrator has created a logical switch, but when attempting to select a transport
zone, the dropdown box is empty. Which option is causing this issue?

A. The transport zone has not been enabled on the NSX Controller
B. A VXLAN has not been created

C. A VLAN has not been created

D. The transport zone has not been assigned an IP address pool

Answer: B

Question No : 54

In a data center using a leaf and spine architecture, which two statements define the
connectivity between the leaf and spine tiers required to provide optimal network
connectivity for NSX? (Choose two.)

A. Links are required between leaf and spine switches, and from each spine switch to other
spine switches in the architecture.
B. Links are required between leaf and spine switches in the architecture to form a point-to-
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point connection between the two tiers.

C. High availalability and scalability should be achieved using NSX High Availability.
D. High availability and scalability should be achieved using Equal Cost Multipathing
(ECMP).

Answer: B,D

Question No : 55

An administrator enables the NSX Ticket Logger to track infrastructure changes. The
administrator logs out for lunch, returns and logs back in to complete the task. What is the
status of ticket logger when the administrator logs back in?

A. The ticket logger still tracks changes until it is turned off by the administrator.

B. The ticket logger is turned off.

C. The ticket logger will prompt the user if they still want to continue tracking changes.
D. The ticket logger will display an error.

Answer: B

Question No : 56

Which component provides for installation of NSX hypervisor kernel components and user
world agents?

A. NSX Controller

B. NSX Edge Virtual Appliance
C. NSX Manager

D. vCloud Automation Center

Answer: C

Question No : 57

What is the minimum number of vSphere Distributed Switches (vDS) that must be
configured before deploying VMware NSX for vSphere?
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