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QUESTION1
A customer wants to integrate their on-premise FortiGate with their Azure infrastructure.
Which two components must be in place to configure the Azure Fabric connector? (Choose two.)

A. FortiGate-VM virtual appliance deployed on-premise.

B. An inbound policy from the Azure FortiGate-VM virtual appliance.
C. An outbound policy from the Azure FortiGate-VM virtual appliance.
D. A FortiGate-VM virtual appliance deployed in Azure.

Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 2

You cannot the FortiGales default gateway 10.10.10 .1 from the FortiGate CLI. The FortiGate interface facing the default gateway is wan 1 and its IP address 10.10 .10 K74 During the troubleshooting, tests, you confirmed that you can plug
other IP addresses in the 10.10.10. 0/24 subnet from the FortiGAte CLI without packets lost.

Which two CLI commands will help you to troubleshoot this problem? (Choose two.)

A. diagnose debug flow filter saddr 10.10.10.1 diagnose debug flow trace start 10
B. diagnose hardware deviceinfo nic wanl

C. diagnose ip arp list

D. diag sniffer packet wanl 'arp and host 10.10.10.1'

Correct Answer: AC
Section: (none)
Explanation

Explanation/Reference:

QUESTION 3
An organization has one central site and three remote sites. A FortiSIEM has been installed on the central site and now all devices across the remote sites must be centrally monitored by the FortiSIEM at the central site.
Which action will reduce the WAN usage by the monitoring system?

A. Enable SD-WAN FEC (Forward Error Correction) on the FortiGate at the remote site.
B. Install both Supervisor and Collector on each remote site.

C. Install local Collectors on each remote site.

D. Disable real-time log upload on the remote sites.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 4

A customer is looking for a way to remove javascripts, macros and hyperlinks from documents traversing the network without affecting the integrity of the content. You propose to use the Content disarm and reconstruction (CDR) feature of
the FortiGate.
Which two considerations are valid to implement CDR in this scenario? (Choose two.)

A. The inspection mode of the FortiGate is not relevant for CDR to operate.

B. CDR is supported on HTTPS, SMTPS, and IMAPS if deep inspection is enabled.
C. CDR can only be performed on Microsoft Office Document and PDF files.

D. Files processed by CDR can have the original copy quarantined on the FortiGate.
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Correct Answer: CD
Section: (none)
Explanation

Explanation/Reference:

QUESTION 5
You want to manage a FortiCloud service. The FortiGate shows up in your list devices on the FortiCloud Web site, but all management functions are either missing or grayed out.
Which statement a correct in this scenario?

A. The managed FcrtGate a running a version of ForflOS that is either too new or too for FortCloud.

B. The managed FortiGate requires that a FortiCloud management license be purchased and applied.

C. You must manually configure system control-management on the FortiGate CLI and set the management type to fortiguard.
D. The management tunnel mode on the managed FortiGate must be changed to normal.

Correct Answer: C
Section: (none)
Explanation

Explanation/Reference:

QUESTION 6
You are asked to add a FortiDDoS to the network to combat detected slow connection attacks such as Slowloris.
Which prevention mode on FortiDDoS will protect you against this specific type of attack?

A. aggressive aging mode
B. rate limiting mode

C. blocking mode

D. asymmetric mode

Correct Answer: A

Section: (none)
Explanation

Explanation/Reference:
Explanation:
https://help.fortinet.com/fddos/4-3-0/FortiDDoS/Understanding_FortiDDoS_Prevention_Mode.htm

QUESTION 7

You are building a FortiGala cluster which is stretched over two locations. The HA connections for the cluster are terminated on the data centers. Once the FortiGates have booted, they do form a cluster.
The network operators inform you that CRC eoors are present on the switches where the FortiGAtes are connected.

What would you do to solve this problem?

A. Replace the caables where the CRC errors occur.
B. Change the ethertype for the HA packets.

C. Set the speedduplex setting to 1 Gbps /Full Duplex.
D. Place the HA interfaces in dedicated VLANS.
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Correct Answer: B
Section: (none)
Explanation

Explanation/Reference:
Explanation:
https://help.fortinet.com/fos60hlp/60/Content/FortiOS/fortigate-highavailability/HA_failoverHeartbeat.htm#Heartbea

QUESTION 8
You want to access the JSON API on FortiManager to retrieve information on an object.
In this scenario, which two methods will satisfy the requirement? (Choose two.)

A. Make a call with the Web browser on your workstation.

B. Make a call with the SoapUl API tool on your workstation.

C. Download the WSDL file from FortiManager administration GUI.
D. Make a call with the curl utility on your workstation

Correct Answer: AD
Section: (none)
Explanation

Explanation/Reference:
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