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QUESTION 1 
Which statement is correct regarding the inspection of some of the services available by web 
applications embedded in third-party websites? 
 
A. The security actions applied on the web applications will also be explicitly applied on the third-

party websites. 
B. The application signature database inspects traffic only from the original web application server. 
C. FortiGuard maintains only one signature of each web application that is unique. 
D. FortiGate can inspect sub-application traffic regardless where it was originated. 
 
Correct Answer: D 
 
 
QUESTION 2 
Which type of logs on FortiGate record information about traffic directly to and from the FortiGate 
management IP addresses? 
 
A. System event logs 
B. Forward traffic logs 
C. Local traffic logs 
D. Security logs 
 
Correct Answer: C 
 
 
QUESTION 3 
Why does FortiGate Keep TCP sessions in the session table for several seconds, even after both 
sides (client and server) have terminated the session? 
 
A. To allow for out-of-order packets that could arrive after the FIN/ACK packets 
B. To finish any inspection operations 
C. To remove the NAT operation 
D. To generate logs 
 
Correct Answer: A 
 
 
QUESTION 4 
When configuring a firewall virtual wire pair policy, which following statement is true? 
 
A. Any number of virtual wire pairs can be included, as long as the policy traffic direction is the same. 
B. Only a single virtual wire pair can be included in each policy. 
C. Any number of virtual wire pairs can be included in each policy, regardless of the policy traffic 

direction settings. 
D. Exactly two virtual wire pairs need to be included in each policy. 
 
Correct Answer: A 
 
 
 
 
 
QUESTION 5 
By default, FortiGate is configured to use HTTPS when performing live web filtering with 
FortiGuard servers. Which CLI command will cause FortiGate to use an unreliable protocol to 
communicate with FortiGuard servers for live web filtering? 
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A. set fortiguard-anycast disable 
B. set webfilter-force-off disable 
C. set webfilter-cache disable 
D. set protocol tcp 
 
Correct Answer: A 
 
 
QUESTION 6 
Which two protocols are used to enable administrator access of a FortiGate device? (Choose 
two.) 
 
A. SSH 
B. HTTPS 
C. FTM 
D. FortiTelemetry 
 
Correct Answer: AB 
 
 
QUESTION 7 
Which statement about the policy ID number of a firewall policy is true? 
 
A. It is required to modify a firewall policy using the CLI. 
B. It represents the number of objects used in the firewall policy. 
C. It changes when firewall policies are reordered. 
D. It defines the order in which rules are processed. 
 
Correct Answer: A 
 
 
QUESTION 8 
Which two statements about SSL VPN between two FortiGate devices are true? (Choose two.) 
 
A. The client FortiGate requires a client certificate signed by the CA on the server FortiGate. 
B. The client FortiGate requires a manually added route to remote subnets. 
C. The client FortiGate uses the SSL VPN tunnel interface type to connect SSL VPN. 
D. Server FortiGate requires a CA certificate to verify the client FortiGate certificate. 
 
Correct Answer: CD 
 
 
QUESTION 9 
Which two statements are correct about SLA targets? (Choose two.) 
 
A. You can configure only two SLA targets per one Performance SLA. 
B. SLA targets are optional. 
C. SLA targets are required for SD-WAN rules with a Best Quality strategy. 
D. SLA targets are used only when referenced by an SD-WAN rule. 
 
Correct Answer: BD 
 
 
QUESTION 10 
How does FortiGate act when using SSL VPN in web mode? 

http://www.ensurepass.com/NSE4-FGT-7-0.html


The Latest NSE4_FGT-7.0 Exam ☆ Instant Download ☆ Free Update for 365 Days

Guaranteed Success with EnsurePass VCE Software & PDF File

 
A. FortiGate acts as an FDS server. 
B. FortiGate acts as an HTTP reverse proxy. 
C. FortiGate acts as DNS server. 
D. FortiGate acts as router. 
 
Correct Answer: B 
 
 
QUESTION 11 
An administrator is configuring an IPsec VPN between site A and site B. The Remote Gateway 
setting in both sites has been configured as Static IP Address . For site A, the local quick mode 
selector is 192.168.1.0/24 and the remote quick mode selector is 192.168.2.0/24. Which subnet 
must the administrator configure for the local quick mode selector for site B? 
 
A. 192.168.1.0/24 
B. 192.168.0.0/24 
C. 192.168.2.0/24 
D. 192.168.3.0/24 
 
Correct Answer: C 
 
 
QUESTION 12 
Which two attributes are required on a certificate so it can be used as a CA certificate on SSL 
Inspection? (Choose two.) 
 
A. The keyUsage extension must be set to keyCertSign. 
B. The common name on the subject field must use a wildcard name. 
C. The issuer must be a public CA. 
D. The CA extension must be set to TRUE. 
 
Correct Answer: AD 
 
 
QUESTION 13 
Which engine handles application control traffic on the next-generation firewall (NGFW) 
FortiGate? 
 
A. Antivirus engine 
B. Intrusion prevention system engine 
C. Flow engine 
D. Detection engine 
 
Correct Answer: B 
 
QUESTION 14 
Which statement correctly describes NetAPI polling mode for the FSSO collector agent? 
 
A. The collector agent uses a Windows API to query DCs for user logins. 
B. NetAPI polling can increase bandwidth usage in large networks. 
C. The collector agent must search security event logs. 
D. The NetSession Enum function is used to track user logouts. 
 
Correct Answer: D 
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QUESTION 15 
Which two statements are correct about NGFW Policy-based mode? (Choose two.) 
 
A. NGFW policy-based mode does not require the use of central source NAT policy 
B. NGFW policy-based mode can only be applied globally and not on individual VDOMs 
C. NGFW policy-based mode supports creating applications and web filtering categories directly in a 

firewall policy 
D. NGFW policy-based mode policies support only flow inspection 
 
Correct Answer: CD 
 
 
QUESTION 16 
Which three statements about a flow-based antivirus profile are correct? (Choose three.) 
 
A. IPS engine handles the process as a standalone. 
B. FortiGate buffers the whole file but transmits to the client simultaneously. 
C. If the virus is detected, the last packet is delivered to the client. 
D. Optimized performance compared to proxy-based inspection. 
E. Flow-based inspection uses a hybrid of scanning modes available in proxy-based inspection. 
 
Correct Answer: BDE 
 
 
QUESTION 17 
Which two settings can be separately configured per VDOM on a FortiGate device? (Choose 
two.) 
 
A. System time 
B. FortiGuaid update servers 
C. Operating mode 
D. NGFW mode 
 
Correct Answer: CD 
 
 
QUESTION 18 
Which two statements about antivirus scanning mode are true? (Choose two.) 
 
A. In proxy-based inspection mode, files bigger than the buffer size are scanned. 
B. In flow-based inspection mode, FortiGate buffers the file, but also simultaneously transmits it to 

the client. 
C. In proxy-based inspection mode, antivirus scanning buffers the whole file for scanning, before 

sending it to the client. 
D. In flow-based inspection mode, files bigger than the buffer size are scanned. 
 
Correct Answer: BC 
 
 
QUESTION 19 
Which three options are the remote log storage options you can configure on FortiGate? (Choose 
three.) 
 
A. FortiCache 
B. FortiSIEM 
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