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Question No : 1

Where does an administrator configure logging for the NSX Manager?

A. In the vSphere Web Client

B. In the NSX Manager GUI

C. In the NSX Manager command line interface (CLI)
D. In the vSphere Syslog Collector

Answer: B

Question No : 2

On which device Command Line Interface can an administrator list the ARP entries for a
given VXLAN network?

A. ESXi Host
B. NSX Controller
C. NSX Manager
D. NSX Edge

Answer: A

Question No : 3

Which VMware NSX for vSphere component can be created on-demand using
vRealize Automation?

A. The logical switch

B. The logical distributed router

C. The distributed firewall

D. The NSX Edge Services Gateway

Answer: A

Question No : 4
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Which NSX service or feature provides optimized management of virtual machine
broadcast (ARP) traffic?

A. NSX Controller

B. NSX Manager

C. Edge Services Gateway
D. VTEP

Answer: A

Question No : 5

An administrator has created a logical switch, but when attempting to select a transport
zone, the dropdown box is empty. Which option is causing this issue?

A. The transport zone has not been enabled on the NSX Controller.
B. A VXLAN has not been created.

C. AVLAN has not been created.

D. The transport zone has not been assigned an IP address pool.

Answer: B

Question No : 6

Which tool is used to detect rogue services?

A. NSX Logical Firewall
B. NSX Logical Router
C. Activity Monitoring
D. Flow Monitoring

Answer: D

Question No : 7

Which two statements are true regarding NSX High Availability (HA)? (Choose two.)
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A. NSX HA is configured as Active-Active.

B. NSX HA is configured as Active-Standby.

C. If an Active node fails, there is no service interruption during failover.

D. If an Active node fails, there is a 15 second service interruption during failover.

Answer: B,C

Question No : 8

If a Security Group is the Source for a General Logical Firewall Rule, which Virtual
Machines will be affected by the rule?

A. Each Virtual Machine defined in the Security Group.

B. Each Virtual Machine defined in the Source and Destination fields of the Logical Firewall
Rule.

C. Each Virtual Machine identified in the Applied To field of the Logical Firewall Rule.

D. Each Virtual Machine identified in the Destination field of the Logical Firewall Rule.

Answer: C

Question No : 9

Which statement is correct when upgrading vShield Data Security to NSX Data Security?

A. NSX Data Security does not support a direct upgrade.

B. NSX Controller must be deployed before the upgrade.

C. The vCloud Network and Security Virtual Wires must have been upgraded.

D. vCould Network and Security must be at least version 5.1 before starting the upgrade.

Answer: A

Question No : 10

If unicast mode is configured for the overlay transport in an NSX deployment, which two
statements correctly define the network support that is required? (Choose two.)

A. Configure NSX High Availability.

http://www.ensurepass.com/



Dumps with PDF and VCE +Free VCE Software

B. Layer 2 switching support in theaccess and distribution layers
C. Layer 3 switching support in theaccess and distribution layers
D. Configure Jumbo Frame support

Answer: C,D

Question No : 11

What is the minimum number of vSphere Distributed Switches (vDS) that must be
configured before deploying VMware NSX for vSphere?

Cow2>»
AN RO

Answer: B

Question No : 12

An administrator manages a TFTP server virtual machine that is connected to a Logical
Switch with a VNI of 7321. The TFTP server has been configured to use port 1069. An
NSX Edge Service Gateway is connected to VNI 7321 and has an uplink interface with
access to the physical network. Assume external users can reach the Service Gateway.

What should the administrator configure to ensure external connections to the TFTP server
are successful?

A. Create a DNAT rule with the original port of 69 and translated port of 1069.
B. Create a SNAT rule with the original port of 1069 and translated port of 69.
C. Create a SNAT rule with the original port of 69 and translated port of 1069.
D. Create a DNAT rule with the original port of 1069 and translated port of 69.

Answer: A

Question No : 13
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Which two NSX Data Security roles could be assigned to view configured policies and
violation reports? (Choose two.)

A. Security Administrator
B. NSX Administrator

C. Auditor

D. Enterprise Administrator

Answer: A,C

Question No : 14

-- Exhibit --

vSphere Distributed Switch A

-- Exhibit --

Refer to the Exhibit. You are designing a network for NSX and your customer has stated
that virtual machine traffic needs to span the virtual and physical space.

Based on the exhibit, where should this requirement be configured?

A. Location A.
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B. Location B
C. Location C
D. Locations B and C.

Answer: B

Question No : 15

You are tasked with designing a data center architecture that should maximize the use of
vMotion within your environment. The design has these requirements:

» The network must utilize widely offered layer 2 switching and layer 3 switching services

» Purchase of new equipment should be minimized

Which two network design architectures will provide the requirements for vMotion in your
data center? (Choose two.)

A. Utilize layer 3 switching from the access layer through the core.

B. Employ layer 2 multipathing using a standardized protocol.

C. Deploy a flat, traditional layer 2 switched network.

D. Deploy an overlay technology for the deployment of your virtual network.

Answer: A,D

Question No : 16

-- Exhibit --
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-- Exhibit --

An NSX administrator creates the NSX network in the exhibit.

What destination IP address will Host-A use when sending a VXLAN frame to Host-B?

A. The IP address of one of Host-B's new vmkernel ports created during host configuration.
B. The IP address of Host-B's management vmkernel port, which is also the VTEP IP
address.

C. The IP address of Host-B's NSX Controller. The NSX Controller forwards the VXLAN
frame to Host-B.

D. The IP address Host-B provided to Host-A during VXLAN tunnel setup negotiations.

Answer: A
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Question No : 17

-- Exhibit --
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-- Exhibit --

An administrator has configured an NSX network as shown in the Exhibit.

Both VM-A and VM-B use the same Distributed Router for their default gateway.

Based on the exhibit, if VM-A sends a packet to VM-B,what happens to the packet before it
reaches VM-B?

A. Distributed Router in Host-A receives the packet from VM-A and forwards it to Logical
Switch 7775 in Host-B, via a VXLAN frame, which delivers it to VM-B.

B. Logical Switch 7321 in Host-A receives the packet inside a frame from VM-A and
forwards it to Logical Switch 7775 in Host-B, via a VXLAN frame, which delivers it to VM-B.
C. Distributed Router in Host-A receives the packet from VM-A and forwards it to Logical
Switch 7321 in Host-B, via a VXLAN frame, which delivers it to Logical Switch 7775 before
it is delivered to VM-B.

D. Logical Switch 7321 in Host-A receives the packet from VM-A and forwards it to the
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Distributed Router in Host-B, which passes it along to Logical Switch 7775 in Host-B before
it is delivered to VM-B.

Answer: A

Question No : 18

-- Exhibit --

-- Exhibit --

The Exhibit shows two possible physical network architectures. Each architecture provides
a means in dealing with the pictured failure.

Based on the exhibit, which architecture provides the highest degree of connectivity in the
event of the pictured failure?
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A. Both designs will provide the same percentage of connectivty in times of failure.

B. Neither design is properly architected to work around the displayed failure.

C. Diagram A's architecture will provide the highest percentage of connectivity in times of
failure.

D. Diagram B's architecture will provide the highest percentage of connectivity in times of
failure.

Answer: D

Question No : 19

Which two options are valid SpoofGuard operational modes? (Choose two.)

A. Allow Local Address as Valid Address in This Namespace

B. Allow and Approve DHCP Requests Regardless of Enabled Mode
C. Automatically Trust IP Assignments on Their First Use

D. Manually Inspect and Approve All IP Assignments Before Use

Answer: C,D

Question No : 20

Which option is VMware's best practice for the deployment of NSX Manager and NSX
Controller components?

A. Deploy the NSX Manager and NSX Controller components to a management cluster.

B. Deploy the NSX Manager component to a management cluster and the NSX Controller
components to a resource cluster.

C. Deploy the NSX Controller components to a management cluster and the NSX Manager
component to a resource cluster.

D. Deploy the NSX Manager and NSX Controller components to a resource cluster.

Answer: A

Question No : 21

Which two actions take place when an active NSX Edge instance fails? (Choose two.)
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A. Once the original NSX Edge instance is recovered, it preempts the other NSX Edge
instance and takes over the active role.

B. The standby NSX Edge instance becomes the active instance and requests routing
updates from the routing neighbors.

C. Once the original NSX Edge instance is recovered, the NSX Manager attempts to place
it on a different host from the other NSX Edge instance.

D. The standby NSX Edge instance becomes the active instance and retains any routing
neighbor adjacencies.

Answer: C,D

Question No : 22

What is the packet size of the VXLAN standard test packet when using the Ping test on the
logical switches?

A. 1500
B. 1550
C. 1575
D. 1600

Answer: B

Question No : 23

A vSphere administrator deploys the NSX Edge Load Balancer in Inline mode. Which is not
a requirement for the Load Balancer to operate correctly?

A. Perform Source NAT on the traffic from the clients.

B. Connect the Load Balancer directly to the same subnet as the VMs that are part of the
Server Pool.

C. Perform Destination NAT on the traffic from the clients.

D. Point the virtual machines in the Server Pool to the Load Balancer as their default
gateway.

Answer: A

Question No : 24
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An administrator has deployed NSX in an environment containing a mix of vSphere 5
hosts. The implementation includes the Distributed Firewall Service, but the administrator
finds that rules are not being applied to all affected virtual machines.

What two conditions would cause this behavior? (Choose two.)

A. Some hosts have not been prepared for NSX.

B. Only ESXi 5.5 and later hosts can push the rules to the virtual machines.
C. Only ESXi 5.1 and later hosts can push the rules to the virtual machines.
D. Some hosts are blocking the port used for rule distribution.

Answer: A,C

Question No : 25

An administrator needs to perform a configuration backup of NSX. From which two
locations can this task be performed? (Choose two.)

A. Directly on the NSX Manager
B. From the vSphere Web Client
C. Using the NSX API

D. Directly on each NSX Controller

Answer: A,C

Question No : 26

A user needs to be given the ability to make configuration changes on a specific NSX Edge
device. What role and scope could be used to meet this requirement?

A. NSX Administrator role and Limit Access scope
B. Security Administrator role and Limit Access scope
C. NSX Administrator role and No restriction scope
D. Security Administrator role and No restriction scope

Answer: B
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Question No : 27

-- Exhibit --
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-- Exhibit --

An administrator configures an NSX network as shown in the Exhibit.

Both VM-A and VM-B use the same Distributed Router for their default gateway. VM-B
receives an IP message from VM-A.

Based on the exhibit, what is the source MAC address of the IP message received by VM-
B?

A. VM-B's default gateway's MAC address.
B. VM-A's MAC address.

C. VM-A's default gateway's MAC address.
D. Logical Switch 7321's MAC address

Answer: A
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Question No : 28

Which two statements are true regarding Layer 2 VPNs? (Choose two.)

A. Layer 2 VPNSs are used to securely extend Ethernet segments over an untrusted
medium.

B. The NSX Edge Service Gateway can form a Layer 2 VPN with a standards-compliant
physical appliance.

C. The Distributed Router can form a Layer 2 VPN to another Distributed Router or NSX
Edge Service Gateway.

D. Layer 2 VPNs require the two VPN endpoints be in the same Layer 2 segment.

Answer: A,B

Question No : 29

Which is not a prerequisite to upgrade vCloud Network and Security Virtual Wires to
Logical Switches?

A. vCloud Network and Security Manager has been upgraded to NSX Manager.

B. vShield Data Security has been uninstalled.

C. NSX Controllers have been deployed.

D. The NSX Manager has been configured with the same IP as the vCloud Network and
Security Manager.

Answer: C

Question No : 30

Which component provides for installation of NSX hypervisor kernel components and user
world agents?

A. NSX Controller

B. NSX Edge Virtual Appliance
C. NSX Manager

D. vRealize Automation

Answer: C
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Question No : 31

You have deployed a two-tiered application using four virtual machines:

» Two virtual machines are web application servers

» Two virtual machines providing a clustered database service

What feature can you configure to provide the most accurate account for only the traffic
between the web servers and the clustered database?

A. On the vSphere Distributed Switch, configure the use of a port mirroring session using
the Encapsulated Remote Mirroring (L3) Source session type.

B. On the vSphere Distributed Switch, configure the use of a port mirroring session using
the Remote Mirroring Destination session type.

C. On the vSphere Distributed Switch, configure the use of an Isolated Private VLAN for
the ports of the four virtual machines.

D. On the vSphere Distributed Switch, configure Netflow for the distributed virtual port
group and enable Process internal flows only for the distributed switch.

Answer: D

Question No : 32

Which statement is true regarding an NSX Edge gateway device configured with a DNS
Server?

A. The NSX Edge will forward all DNS requests from virtual machines sent to it to the DNS
Server.

B. The NSX Edge configuration will override the DNS Server configured by the NSX
Manager.

C. The NSX Edge registers the DNS Server with the NSX Controller.

D. The NSX Edge periodically synchronizes its DNS tables with the primary DNS Server.

Answer: A

Question No : 33
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An NSX Edge Service Gateway has two interfaces:

* Internal interface named Internal Access
-- IP address = 10.10.10.1
-- Network mask = 255.255.255.0

 Uplink interface named Physical Uplink
-- IP address = 20.20.20.1

-- Network mask = 255.255.255.0

A vSphere administrator wants to add a SNAT rule to allow traffic from the internal network
segment to access external resources via the uplink interface.

Which three steps should the vSphere administrator do to add the SNAT rule? (Choose
three.)

A. Apply the SNAT rule to the Internal Access interface.

B. Select 10.10.10.1 as the translated source IP.

C. Apply the SNAT rule on the Physical Uplink interface.
D. Select 10.10.10.0/24 as the original subnet.

E. Choose 20.20.20.2 as the translated source IP address.

Answer: C,D,E

Question No : 34

Which is not a valid Destination option for a General Logical Firewall rule?

A. Datacenter
B. Virtual App
C. MAC Set
D. Network

Answer: C
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