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QUESTION 452
Who should measure the effectiveness of Information System security related controls in an
organization?

A. The local security specialist
B. The business manager

C. The systems auditor

D. The central security manager

Correct Answer: C

Explanation:

It is the systems auditor that should lead the effort to ensure that the security controls are in place
and effective. The audit would verify that the controls comply with polices, procedures, laws, and
regulations where applicable. The findings would provide these to senior management.

The following answers are incorrect:

the local security specialist. Is incorrect because an independent review should take place by a
third party. The security specialist might offer mitigation strategies but it is the auditor that would
ensure the effectiveness of the controls

the business manager. Is incorrect because the business manager would be responsible that the
controls are in place, but it is the auditor that would ensure the effectiveness of the controls.

the central security manager. Is incorrect because the central security manager would be
responsible for implementing the controls, but it is the auditor that is responsibe for ensuring their
effectiveness.

QUESTION 453
Which of the following is the BEST way to detect software license violations?

A. Implementing a corporate policy on copyright infringements and software use.

B. Requiring that all PCs be diskless workstations.

C. Installing metering software on the LAN so applications can be accessed through the metered
software.

D. Regularly scanning PCs in use to ensure that unauthorized copies of software have not been
loaded on the PC.

Correct Answer: D

Explanation:

The best way to prevent and detect software license violations is to regularly scan used PCs,
either from the LAN or directly, to ensure that unauthorized copies of software have not been
loaded on the PC.

Other options are not detective.

A corporate policy is not necessarily enforced and followed by all employees.

Software can be installed from other means than floppies or CD-ROMs (from a LAN or even
downloaded from the Internet) and software metering only concerns applications that are
registered.

Source: Information Systems Audit and Control Association, Certified Information Systems
Auditor 2002 review manual, Chapter 3: Technical Infrastructure and Operational Practices (page
108).
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QUESTION 454
Which one of the following statements about the advantages and disadvantages of network-
based Intrusion detection systems is true

A. Network-based IDSs are not vulnerable to attacks.

B. Network-based IDSs are well suited for modern switch-based networks.

C. Most network-based IDSs can automatically indicate whether or not an attack was successful.
D. The deployment of network-based IDSs has little impact upon an existing network.

Correct Answer: D

Explanation:

Network-based IDSs are usually passive devices that listen on a network wire without interfering
with the normal operation of a network. Thus, it is usually easy to retrofit a network to include
network-based IDSs with minimal effort.

Network-based IDSs are not vulnerable to attacks is not true, even thou network-based IDSs can
be made very secure against attack and even made invisible to many attackers they still have to
read the packets and sometimes a well crafted packet might exploit or kill your capture engine.

Network-based IDSs are well suited for modern switch-based networks is not true as most
switches do not provide universal monitoring ports and this limits the monitoring range of a
network-based IDS sensor to a single host. Even when switches provide such monitoring ports,
often the single port cannot mirror all traffic traversing the switch.

Most network-based IDSs can automatically indicate whether or not an attack was successful is
not true as most network-based IDSs cannot tell whether or not an attack was successful; they
can only discern that an attack was initiated. This means that after a network-based IDS detects
an attack, administrators must manually investigate each attacked host to determine whether it
was indeed penetrated.

Reference:
NIST special publication 800-31 Intrusion Detection System pages 15-16
Official guide to the CISSP CBK. Pages 196 to 197

QUESTION 455

As a result of a risk assessment, your security manager has determined that your organization
needs to implement an intrusion detection system that can detect unknown attacks and can
watch for unusual traffic behavior, such as a new service appearing on the network. What type of
intrusion detection system would you select?

A. Protocol anomaly based
B. Pattern matching

C. Stateful matching

D. Traffic anomaly-based

Correct Answer: D

Explanation:

Traffic anomaly-based is the correct choice. An anomaly based IDS can detect unknown attacks.
A traffic anomaly based IDS identifies any unacceptable deviation from expected behavior based
on network traffic.

Protocol anomaly based is not the best choice as while a protocol anomaly based IDS can

identify unknown attacks, this type of system is more suited to identifying deviations from

established protocol standards such as HTTP. This type of IDS faces problems in analyzing
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complex or custom protocols.

Pattern matching is not the best choice as a pattern matching IDS cannot identify unknown
attacks. This type of system can only compare packets against signatures of known attacks.

Stateful matching is not the best choice as a statful matching IDS cannot identify unknown
attacks. This type of system works by scanning traffic streams for patterns or signatures of
attacks.

Reference:
Official guide to the CISSP CBK. pages 198 to 201

QUESTION 456
Which of the following is needed for System Accountability?

A. Audit mechanisms.

B. Documented design as laid out in the Common Criteria.
C. Authorization.

D. Formal verification of system design.

Correct Answer: A

Explanation:

Is a means of being able to track user actions. Through the use of audit logs and other tools the
user actions are recorded and can be used at a later date to verify what actions were performed.

Accountability is the ability to identify users and to be able to track user actions.
The following answers are incorrect:

Documented design as laid out in the Common Criteria. Is incorrect because the Common
Criteria is an international standard to evaluate trust and would not be a factor in System
Accountability.

Authorization. Is incorrect because Authorization is granting access to subjects, just because you
have authorization does not hold the subject accountable for their actions.

Formal verification of system design. Is incorrect because all you have done is to verify the
system design and have not taken any steps toward system accountability.

References:
OIG CBK Glossary (page 778)

QUESTION 457
Which of the following are additional terms used to describe knowledge-based IDS and behavior-
based IDS?

A. signature-based IDS and statistical anomaly-based IDS, respectively
B. signature-based IDS and dynamic anomaly-based IDS, respectively
C. anomaly-based IDS and statistical-based IDS, respectively

D. signature-based IDS and motion anomaly-based IDS, respectively.

Correct Answer: A
Explanation:
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The two current conceptual approaches to Intrusion Detection methodology are knowledge-based
ID systems and behavior-based ID systems, sometimes referred to as signature-based ID and
statistical anomaly-based ID, respectively.

Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
Domains of Computer Security, 2001, John Wiley & Sons, Page 63.

QUESTION 458
In an online transaction processing system (OLTP), which of the following actions should be
taken when erroneous or invalid transactions are detected?

A. The transactions should be dropped from processing.

B. The transactions should be processed after the program makes adjustments.
C. The transactions should be written to a report and reviewed.

D. The transactions should be corrected and reprocessed.

Correct Answer: C

Explanation:

In an online transaction processing system (OLTP) all transactions are recorded as they occur.
When erroneous or invalid transactions are detected the transaction can be recovered by
reviewing the logs.

As explained in the ISC2 OIG:

OLTP is designed to record all of the business transactions of an organization as they occur. It is
a data processing system facilitating and managing transaction-oriented applications. These are
characterized as a system used by many concurrent users who are actively adding and modifying
data to effectively change real-time data.

OLTP environments are frequently found in the finance, telecommunications, insurance, retail,
transportation, and travel industries. For example, airline ticket agents enter data in the database
in real-time by creating and modifying travel reservations, and these are increasingly joined by
users directly making their own reservations and purchasing tickets through airline company Web
sites as well as discount travel Web site portals. Therefore, millions of people may be accessing
the same flight database every day, and dozens of people may be looking at a specific flight at
the same time.

The security concerns for OLTP systems are concurrency and atomicity.

Concurrency controls ensure that two users cannot simultaneously change the same data, or that
one user cannot make changes before another user is finished with it. In an airline ticket system,
it is critical for an agent processing a reservation to complete the transaction, especially if it is the
last seat available on the plane.

Atomicity ensures that all of the steps involved in the transaction complete successfully. If one
step should fail, then the other steps should not be able to complete. Again, in an airline ticketing
system, if the agent does not enter a name into the name data field correctly, the transaction
should not be able to complete.

OLTP systems should act as a monitoring system and detect when individual processes abort,
automatically restart an aborted process, back out of a transaction if necessary, allow distribution
of multiple copies of application servers across machines, and perform dynamic load balancing.

A security feature uses transaction logs to record information on a transaction before it is
processed, and then mark it as processed after it is done. If the system fails during the
transaction, the transaction can be recovered by reviewing the transaction logs.
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Checkpoint restart is the process of using the transaction logs to restart the machine by running
through the log to the last checkpoint or good transaction. All transactions following the last
checkpoint are applied before allowing users to access the data again.

Wikipedia has nice coverage on what is OLTP:

Online transaction processing, or OLTP, refers to a class of systems that facilitate and manage
transaction-oriented applications, typically for data entry and retrieval transaction processing. The
term is somewhat ambiguous; some understand a "transaction" in the context of computer or
database transactions, while others (such as the Transaction Processing Performance Council)
define it in terms of business or commercial transactions.

OLTP has also been used to refer to processing in which the system responds immediately to
user requests. An automatic teller machine (ATM) for a bank is an example of a commercial
transaction processing application.

The technology is used in a number of industries, including banking, airlines, mailorder,
supermarkets, and manufacturing. Applications include electronic banking, order processing,
employee time clock systems, e-commerce, and eTrading.

There are two security concerns for OLTP system: Concurrency and Atomicity

ATOMICITY

In database systems, atomicity (or atomicness) is one of the ACID transaction properties. In an
atomic transaction, a series of database operations either all occur, or nothing occurs. A
guarantee of atomicity prevents updates to the database occurring only partially, which can cause
greater problems than rejecting the whole series outright.

The etymology of the phrase originates in the Classical Greek concept of a fundamental and
indivisible component; see atom.

An example of atomicity is ordering an airline ticket where two actions are required:
payment, and a seat reservation. The potential passenger must either:

both pay for and reserve a seat; OR
neither pay for nor reserve a seat.

The booking system does not consider it acceptable for a customer to pay for a ticket without
securing the seat, nor to reserve the seat without payment succeeding.

CONCURRENCY
Database concurrency controls ensure that transactions occur in an ordered fashion.

The main job of these controls is to protect transactions issued by different users/applications
from the effects of each other. They must preserve the four characteristics of database
transactions ACID test: Atomicity, Consistency, Isolation, and Durability. Read
http://en.wikipedia.org/wiki/ACID for more details on the ACID test.

Thus concurrency control is an essential element for correctness in any system where two
database transactions or more, executed with time overlap, can access the same data, e.g.,
virtually in any general-purpose database system. A well established concurrency control theory
exists for database systems: serializability theory, which allows to effectively design and analyze
concurrency control methods and mechanisms.

Concurrency is not an issue in itself, it is the lack of proper concurrency controls that makes it a
serious issue.

SSCP Exam Dumps SSCP PDF Dumps SSCP VCE Dumps SSCP Q&As
https://www.ensurepass.com/SSCP.html



http://www.ensurepass.com/SSCP.html
http://www.ensurepass.com/SSCP.html
http://www.ensurepass.com/SSCP.html

