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C. The project will be incompatible with existing systems.
D. The project will fail to meet business and user needs.

Correct Answer: D
Explanation:
This is the most serious risk of inadequate systems development life cycle methodolgy.

The following answers are incorrect because :
The project will be completed late is incorrect as it is not most devastating as the above answer.

The project will exceed the cost estimates is also incorrect when compared to the above correct
answer.

The project will be incompatible with existing systems is also incorrect when compared to the
above correct answer.

Reference:

Information Systems Audit and Control Association, Certified Information Systems Auditor 2002
review manual, chapter 6: Business Application System Development, Acquisition,
Implementation and Maintenance (page 290).

QUESTION 333
Which of the following is the MOST important aspect relating to employee termination?

A. The details of employee have been removed from active payroll files.
B. Company property provided to the employee has been returned.

C. User ID and passwords of the employee have been deleted.

D. The appropriate company staff are notified about the termination.

Correct Answer: D

Explanation:

Even though Logical access to information by a terminated employee is possible if the ID and
password of the terminated employee has not been deleted this is only one part of the termination
procedures. If user ID is not disabled or deleted, it could be possible for the employee without
physical access to visit the companies networks remotely and gain access to the information.

Please note that this can also be seen in a different way: the most important thing to do could
also be to inform others of the person's termination, because even if user ID's and passwords are
deleted, a terminated individual could simply socially engineer their way back in by calling an
individual he/she used to work with and ask them for access. He could intrude on the facility or
use other weaknesses to gain access to information after he has been terminated.

By notifying the appropriate company staff about the termination, they would in turn intitiate
account termination, ask the employee to return company property, and all credentials would be
withdrawn for the individual concerned. This answer is more complete than simply disabling
account.

It seems harsh and cold when this actually takes place , but too many companies have been hurt
by vengeful employees who have lashed out at the company when their positions were revoked
for one reason or another. If an employee is disgruntled in any way, or the termination is
unfriendly, that employee's accounts should be disabled right away, and all passwords on all
systems changed.
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For your exam you should know the information below:

Employee Termination Processes

Employees join and leave organizations every day. The reasons vary widely, due to
retirement,reduction in force, layoffs, termination with or without cause, relocation to another city,
careeropportunities with other employers, or involuntary transfers. Terminations may be friendly
or unfriendly and will need different levels of care as a result.

Friendly Terminations

Regular termination is when there is little or no evidence or reason to believe that the termination
is not agreeable to both the company and the employee. A standard set of procedures, typically
maintained by the human resources department, governs the dismissal of the terminated
employee to ensure that company property is returned, and all access is removed. These
procedures may include exit interviews and return of keys, identification cards, badges, tokens,
and cryptographic keys. Other property, such as laptops, cable locks, credit cards, and phone
cards, are also collected. The user manager notifies the security department of the termination to
ensure that access is revoked for all platforms and facilities. Some facilities choose to
immediately delete the accounts, while others choose to disable the accounts for a policy defined
period, for example, 30 days, to account for changes or extensions in the final termination date.
The termination process should include a conversation with the departing associate about their
continued responsibility for confidentiality of information.

Unfriendly Terminations

Unfriendly terminations may occur when the individual is fired, involuntarily transferred, laid off,or
when the organization has reason to believe that the individual has the means and intention to
potentially cause harm to the system. Individuals with technical skills and higher levels of access,
such as the systems administrators, computer programmers, database administrators, or any
individual with elevated privileges, may present higher risk to the environment. These individuals
could alter files, plant logic bombs to create system file damage at a future date, or remove
sensitive information. Other disgruntled users could enter erroneous data into the system that
may not be discovered for several months. In these situations, immediate termination of systems
access is warranted at the time of termination or prior to notifying the employee of the
termination. Managing the people aspect of security, from pre-employment to postemployment, is
critical to ensure that trustworthy, competent resources are employed to further the business
objectives that will protect company information. Each of these actions contributes to preventive,
detective, or corrective personnel controls.

The following answers are incorrect:
The other options are less important.

Following reference(s) were/was used to create this question:

CISA review manual 2014 Page number 99

Harris, Shon (2012-10-18). CISSP All-in-One Exam Guide, 6th Edition (p. 129). McGraw- Hill.
Kindle Edition.

QUESTION 334
Who of the following is responsible for ensuring that proper controls are in place to address
integrity, confidentiality, and availability of IT systems and data?

A. Business and functional managers
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B. IT Security practitioners
C. System and information owners
D. Chief information officer

Correct Answer: C

Explanation:

The system and information owners are responsible for ensuring that proper controls are in place
to address integrity, confidentiality, and availability of the IT systems and data they own. IT
security practitioners are responsible for proper implementation of security requirements in their
IT systems.

Source: STONEBURNER, Gary et al., NIST Special publication 800-30, Risk management Guide
for Information Technology Systems, 2001 (page 6).

QUESTION 335
What is the difference between Advisory and Regulatory security policies?

A. there is no difference between them

B. regulatory policies are high level policy, while advisory policies are very detailed
C. Advisory policies are not mandated. Regulatory policies must be implemented.
D. Advisory policies are mandated while Regulatory policies are not

Correct Answer: C

Explanation:

Advisory policies are security polices that are not mandated to be followed but are strongly
suggested, perhaps with serious consequences defined for failure to follow them (such as
termination, a job action warning, and so forth). A company with such policies wants most
employees to consider these policies mandatory.

Most policies fall under this broad category.

Advisory policies can have many exclusions or application levels. Thus, these policies can control
some employees more than others, according to their roles and responsibilities within that
organization. For example, a policy that requires a certain procedure for transaction processing
might allow for an alternative procedure under certain, specified conditions.

Regulatory

Regulatory policies are security policies that an organization must implement due to compliance,
regulation, or other legal requirements. These companies might be financial institutions, public
utilities, or some other type of organization that operates in the public interest. These policies are
usually very detailed and are specific to the industry in which the organization operates.
Regulatory polices commonly have two main purposes:

1. To ensure that an organization is following the standard procedures or base practices of
operation in its specific industry

2. To give an organization the confidence that it is following the standard and accepted industry
policy

Informative

Informative policies are policies that exist simply to inform the reader. There are no implied or
specified requirements, and the audience for this information could be certain internal (within the
organization) or external parties. This does not mean that the policies are authorized for public
consumption but that they are general enough to be distributed to external parties (vendors
accessing an extranet, for example) without a loss of confidentiality.
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References:

KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, John Wiley & Sons, 2001, Page 12, Chapter 1: Security Management
Practices.

also see:
The CISSP Prep Guide:Mastering the Ten Domains of Computer Security by Ronald L.Krutz,
Russell Dean Vines, Edward M.Stroz

also see:
http://i-data-recovery.com/information-security/information-security-policies-standards-guidelines-
and-procedures

QUESTION 336

If an operating system permits shared resources such as memory to be used sequentially by
multiple users/application or subjects without a refresh of the objects/memory area, what security
problem is MOST likely to exist?

A. Disclosure of residual data.

B. Unauthorized obtaining of a privileged execution state.
C. Data leakage through covert channels.

D. Denial of service through a deadly embrace.

Correct Answer: A

Explanation:

Allowing objects to be used sequentially by multiple users without a refresh of the objects can
lead to disclosure of residual data. It is important that steps be taken to eliminate the chance for
the disclosure of residual data.

Object reuse refers to the allocation or reallocation of system resources to a user or, more
appropriately, to an application or process. Applications and services on a computer system may
create or use objects in memory and in storage to perform programmatic functions. In some
cases, it is necessary to share these resources between various system applications. However,
some objects may be employed by an application to perform privileged tasks on behalf of an
authorized user or upstream application. If object usage is not controlled or the data in those
objects is not erased after use, they may become available to unauthorized users or processes.

Disclosure of residual data and Unauthorized obtaining of a privileged execution state are both a
problem with shared memory and resources. Not clearing the heap/stack can result in residual
data and may also allow the user to step on somebody's session if the security token/identify was
maintained in that space. This is generally more malicious and intentional than accidental though.
The MOST common issue would be Disclosure of residual data.

The following answers are incorrect:

Unauthorized obtaining of a privileged execution state. Is incorrect because this is not a problem
with Object Reuse.

Data leakage through covert channels. Is incorrect because it is not the best answer. A covert
channel is a communication path. Data leakage would not be a problem created by Object
Reuse. In computer security, a covert channel is a type of computer security attack that creates a
capability to transfer information objects between processes that are not supposed to be allowed
to communicate by the computer security policy. The term, originated in 1973 by Lampson is
defined as "(channels) not intended for information transfer at all, such as the service program's
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effect on system load." to distinguish it from Legitimate channels that are subjected to access
controls by COMPUSEC.

Denial of service through a deadly embrace. Is incorrect because it is only a detractor.

References:

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition
((1ISC)2 Press) (Kindle Locations 4174-4179). Auerbach Publications. Kindle Edition.
https://www.fas.org/irp/nsa/rainbow/tg018.htm

http://en.wikipedia.org/wiki/Covert_channel

QUESTION 337
What can best be described as an abstract machine which must mediate all access to subjects to
objects?

A. A security domain

B. The reference monitor
C. The security kernel

D. The security perimeter

Correct Answer: B

Explanation:

The reference monitor is an abstract machine which must mediate all access to subjects to
objects, be protected from modification, be verifiable as correct, and is always invoked. The
security kernel is the hardware, firmware and software elements of a trusted computing base that
implement the reference monitor concept. The security perimeter includes the security kernel as
well as other security-related system functions that are within the boundary of the trusted
computing base. System elements that are outside of the security perimeter need not be trusted.
A security domain is a domain of trust that shares a single security policy and single
management.

Source: TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation.

QUESTION 338
Who is ultimately responsible for the security of computer based information systems within an
organization?

A. The tech support team
B. The Operation Team.
C. The management team.
D. The training team.

Correct Answer: C

Explanation:

If there is no support by management to implement, execute, and enforce security policies and
procedure, then they won't work. Senior management must be involved in this because they have
an obligation to the organization to protect the assests . The requirement here is for management
to show "due diligence" in establishing an effective compliance, or security program.

The following answers are incorrect:

The tech support team. Is incorrect because the ultimate responsibility is with management for

the security of computer-based information systems.

The Operation Team. Is incorrect because the ultimate responsibility is with management for the
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