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A. Covert channel
B. Overt channel

C. Opened channel
D. Closed channel

Correct Answer: B

Explanation:

An overt channel is a path within a computer system or network that is designed for the
authorized transfer of data. The opposite would be a covert channel which is an unauthorized
path.

A covert channel is a way for an entity to receive information in an unauthorized manner. It is an
information flow that is not controlled by a security mechanism. This type of information path was
not developed for communication; thus, the system does not properly protect this path, because
the developers never envisioned information being passed in this way. Receiving information in
this manner clearly violates the system's security policy.

All of the other choices are bogus detractors.
Reference(s) used for this question:

KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, 2001, John Wiley & Sons, Page 219.

Shon Harris, CISSP All In One (AlO), 6th Edition , page 380

Harris, Shon (2012-10-25). CISSP All-in-One Exam Guide, 6th Edition (p. 378). McGraw- Hill.
Kindle Edition.

QUESTION 274
Which must bear the primary responsibility for determining the level of protection needed for
information systems resources?

A. IS security specialists
B. Senior Management

C. Senior security analysts
D. systems Auditors

Correct Answer: B

Explanation:

If there is no support by senior management to implement, execute, and enforce security policies
and procedure, then they won't work. Senior management must be involved in this because they
have an obligation to the organization to protect the assests . The requirement here is for
management to show "due diligence" in establishing an effective compliance, or security
program. It is senior management that could face legal repercussions if they do not have
sufficient controls in place.

The following answers are incorrect:

IS security specialists. Is incorrect because it is not the best answer. Senior management bears
the primary responsibility for determining the level of protection needed.

Senior security analysts. Is incorrect because it is not the best answer. Senior management bears
the primary responsibility for determining the level of protection needed.

systems auditors. Is incorrect because it is not the best answer, system auditors are responsible
that the controls in place are effective. Senior management bears the primary responsibility for
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determining the level of protection needed.

QUESTION 275
What is used to protect programs from all unauthorized modification or executional interference?

A. A protection domain
B. A security perimeter
C. Security labels

D. Abstraction

Correct Answer: A

Explanation:

A protection domain consists of the execution and memory space assigned to each process. The
purpose of establishing a protection domain is to protect programs from all unauthorized
modification or executional interference. The security perimeter is the boundary that separates
the Trusted Computing Base (TCB) from the remainder of the system. Security labels are
assigned to resources to denote a type of classification. Abstraction is a way to protect resources
in the fact that it involves viewing system components at a high level and ignoring its specific
details, thus performing information hiding.

Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
Domains of Computer Security, John Wiley & Sons, 2001, Chapter 5: Security Architecture and
Models (page 193).

QUESTION 276
In an organization, an Information Technology security function should:

A. Be a function within the information systems function of an organization.

B. Report directly to a specialized business unit such as legal, corporate security or insurance.
C. Be lead by a Chief Security Officer and report directly to the CEO.

D. Be independent but report to the Information Systems function.

Correct Answer: C

Explanation:

In order to offer more independence and get more attention from management, an IT security
function should be independent from IT and report directly to the CEO. Having it report to a
specialized business unit (e.g. legal) is not recommended as it promotes a low technology view of
the function and leads people to believe that it is someone else's problem.

Source: HARE, Chris, Security management Practices CISSP Open Study Guide, version 1.0,
april 1999.

QUESTION 277
In what way could Java applets pose a security threat?

A. Their transport can interrupt the secure distribution of World Wide Web pages over the Internet by

removing SSL and S-HTTP
B. Java interpreters do not provide the ability to limit system access that an applet could have on a
client system.

C. Executables from the Internet may attempt an intentional attack when they are downloaded on a

client system.
D. Java does not check the bytecode at runtime or provide other safety mechanisms for program
isolation from the client system.
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Correct Answer: C
Explanation:
Source: TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation.

QUESTION 278
Which of the following is NOT a basic component of security architecture?

A. Motherboard

B. Central Processing Unit (CPU

C. Storage Devices

D. Peripherals (input/output devices)

Correct Answer: A

Explanation:

The CPU, storage devices and peripherals each have specialized roles in the security archecture.
The CPU, or microprocessor, is the brains behind a computer system and performs calculations
as it solves problemes and performs system tasks. Storage devices provide both long- and short-
term stoarge of information that the CPU has either processed or may process. Peripherals
(scanners, printers, modems, etc) are devices that either input datra or receive the data output by
the CPU.

The motherboard is the main circuit board of a microcomputer and contains the connectors for
attaching additional boards. Typically, the motherboard contains the CPU, BIOS, memory, mass
storage interfaces, serial and parallel ports, expansion slots, and all the controllers required to
control standard peripheral devices.

Reference(s) used for this question:
TIPTON, Harold F., The Official (ISC)2 Guide to the CISSP CBK (2007), page 308.

QUESTION 279
Who is responsible for initiating corrective measures and capabilities used when there are
security violations?

A. Information systems auditor
B. Security administrator

C. Management

D. Data owners

Correct Answer: C

Explanation:

Management is responsible for protecting all assets that are directly or indirectly under their
control.

They must ensure that employees understand their obligations to protect the company's assets,
and implement security in accordance with the company policy. Finally, management is
responsible for initiating corrective actions when there are security violations.

Source: HARE, Chris, Security management Practices CISSP Open Study Guide, version 1.0,
april 1999.

QUESTION 280
A 'Pseudo flaw' is which of the following?

A. An apparent loophole deliberately implanted in an operating system program as a trap for
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intruders.
B. An omission when generating Psuedo-code.
C. Used for testing for bounds violations in application programming.
D. A normally generated page fault causing the system to halt.

Correct Answer: A

Explanation:

A Pseudo flaw is something that looks like it is vulnerable to attack, but really acts as an alarm or
triggers automatic actions when an intruder attempts to exploit the flaw.

The following answers are incorrect:

An omission when generating Psuedo-code. Is incorrect because it is a distractor. Used for
testing for bounds violations in application programming. Is incorrect, this is a testing
methodology.

A normally generated page fault causing the system to halt. This is incorrect because it is
distractor.

QUESTION 281
Risk analysis is MOST useful when applied during which phase of the system development
process?

A. Project initiation and Planning

B. Functional Requirements definition
C. System Design Specification

D. Development and Implementation

Correct Answer: A

Explanation:

In most projects the conditions for failure are established at the beginning of the project. Thus risk
management should be established at the commencement of the project with a risk assessment
during project initiation.

As it is clearly stated in the ISC2 book: Security should be included at the first phase of
development and throughout all of the phases of the system development life cycle. This is a key
concept to understand for the purpose for the exam.

The most useful time is to undertake it at project initiation, although it is often valuable to update
the current risk analysis at later stages.

Attempting to retrofit security after the SDLC is completed would cost a lot more money and might
be impossible in some cases. Look at the family of browsers we use today, for the past 8 years
they always claim that it is the most secure version that has been released and within days
vulnerabilities will be found.

Risks should be monitored throughout the SDLC of the project and reassessed when appropriate.

The phases of the SDLC can very from one source to another one. It could be as simple as
Concept, Design, and Implementation. It could also be expanded to include more phases such as
this list proposed within the ISC2 Official Study book:

Project Initiation and Planning
Functional Requirements Definition
System Design Specification
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Development and Implementation

Documentations and Common Program Controls

Testing and Evaluation Control, certification and accreditation (C&A) Transition to production
(Implementation)

And there are two phases that will extend beyond the SDLC, they are:

Operation and Maintenance Support (O&M)
Revisions and System Replacement (Disposal)

Source: Information Systems Audit and Control Association, Certified Information Systems
Auditor 2002 review manual, chapter 6: Business Application System Development, Acquisition,
Implementation and Maintenance (page 291).

The Official ISC2 Guide to the CISSP CBK , Second Edition, Page 182-185

QUESTION 282
Which of the following statements pertaining to software testing approaches is correct?

A. A bottom-up approach allows interface errors to be detected earlier.

B. A top-down approach allows errors in critical modules to be detected earlier.

C. The test plan and results should be retained as part of the system's permanent documentation.
D. Black box testing is predicated on a close examination of procedural detail.

Correct Answer: C

Explanation:

A bottom-up approach to testing begins testing of atomic units, such as programs or modules,
and works upwards until a complete system testing has taken place.

It allows errors in critical modules to be found early. A top-down approach allows for early
detection of interface errors and raises confidence in the system, as programmers and users
actually see a working system. White box testing is predicated on a close examination of
procedural detail. Black box testing examines some aspect of the system with little regard for the
internal logical structure of the software. Source: Information Systems Audit and Control
Association, Certified Information Systems Auditor 2002 review manual, Chapter 6: Business
Application System Development, Acquisition, Implementation and Maintenance (page 300).

Top Down Testing: An approach to integration testing where the component at the top of the
component hierarchy is tested first, with lower level components being simulated by stubs. Tested
components are then used to test lower level components. The process is repeated until the
lowest level components have been tested.

Bottom Up Testing: An approach to integration testing where the lowest level components are
tested first, then used to facilitate the testing of higher level components. The process is repeated
until the component at the top of the hierarchy is tested.

Black Box Testing: Testing based on an analysis of the specification of a piece of software
without reference to its internal workings. The goal is to test how well the component conforms to
the published requirements for the component.

QUESTION 283
Step-by-step instructions used to satisfy control requirements is called a:

A. policy
B. standard
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