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What is called a password that is the same for each log-on session? 
 
A. "one-time password" 
B. "two-time password" 
C. static password 
D. dynamic password 
 
Correct Answer: C 
Explanation: 
Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten 
Domains of Computer Security, 2001, John Wiley & Sons, Page 36. 
 
 
QUESTION 54 
An attack initiated by an entity that is authorized to access system resources but uses them in a 
way not approved by those who granted the authorization is known as a(n): 
 
A. active attack 
B. outside attack 
C. inside attack 
D. passive attack 
 
Correct Answer: C 
Explanation: 
An inside attack is an attack initiated by an entity inside the security perimeter, an entity that is 
authorized to access system resources but uses them in a way not approved by those who 
granted the authorization whereas an outside attack is initiated from outside the perimeter, by an 
unauthorized or illegitimate user of the system. An active attack attempts to alter system 
resources to affect their operation and a passive attack attempts to learn or make use of the 
information from the system but does not affect system resources. 
Source: SHIREY, Robert W., RFC2828: Internet Security Glossary, may 2000. 
 
 
QUESTION 55 
What security model is dependent on security labels? 
 
A. Discretionary access control 
B. Label-based access control 
C. Mandatory access control 
D. Non-discretionary access control 
 
Correct Answer: C 
Explanation: 
With mandatory access control (MAC), the authorization of a subject's access to an object is 
dependant upon labels, which indicate the subject's clearance, and the classification or sensitivity 
of the object. Label-based access control is not defined. 
Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten 
Domains of Computer Security, John Wiley & Sons, 2001, Chapter 2: Access control systems 
(page 33). 
 
 
 
 
QUESTION 56 
Which of the following forms of authentication would most likely apply a digital signature algorithm 
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to every bit of data that is sent from the claimant to the verifier? 
 
A. Dynamic authentication 
B. Continuous authentication 
C. Encrypted authentication 
D. Robust authentication 
 
Correct Answer: B 
Explanation: 
Continuous authentication is a type of authentication that provides protection against impostors 
who can see, alter, and insert information passed between the claimant and verifier even after the 
claimant/verifier authentication is complete. These are typically referred to as active attacks, since 
they assume that the imposter can actively influence the connection between claimant and 
verifier. One way to provide this form of authentication is to apply a digital signature algorithm to 
every bit of data that is sent from the claimant to the verifier. There are other combinations of 
cryptography that can provide this form of authentication but current strategies rely on applying 
some type of cryptography to every bit of data sent. Otherwise, any unprotected bit would be 
suspect. Robust authentication relies on dynamic authentication data that changes with each 
authenticated session between a claimant and a verifier, but does not provide protection against 
active attacks. Encrypted authentication is a distracter. 
Source: GUTTMAN, Barbara & BAGWILL, Robert, NIST Special Publication 800-xx, Internet 
Security Policy: A Technical Guide, Draft Version, May 25, 2000 (page 34). 
 
 
QUESTION 57 
Which of the following biometric devices has the lowest user acceptance level? 
 
A. Retina Scan 
B. Fingerprint scan 
C. Hand geometry 
D. Signature recognition 
 
Correct Answer: A 
Explanation: 
According to the cited reference, of the given options, the Retina scan has the lowest user 
acceptance level as it is needed for the user to get his eye close to a device and it is not user 
friendly and very intrusive. 
 
However, retina scan is the most precise with about one error per 10 millions usage. 
 
Look at the 2 tables below. If necessary right click on the image and save it on your desktop for a 
larger view or visit the web site directly at 
https://sites.google.com/site/biometricsecuritysolutions/crossover-accuracy. 
 
Biometric Comparison Chart 
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Biometric Aspect Descriptions 
 
Reference(s) used for this question: 
RHODES, Keith A., Chief Technologist, United States General Accounting Office, National 
Preparedness, Technologies to Secure Federal Buildings, April 2002 (page 10). 
https://sites.google.com/site/biometricsecuritysolutions/crossover-accuracy 
 
 
QUESTION 58 
Which of the following is most relevant to determining the maximum effective cost of access 
control? 
 
A. the value of information that is protected 
B. management's perceptions regarding data importance 
C. budget planning related to base versus incremental spending. 
D. the cost to replace lost data 
 
Correct Answer: A 
Explanation: 
The cost of access control must be commensurate with the value of the information that is being 
protected. 
Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten 
Domains of Computer Security, 2001, John Wiley & Sons, Page 49. 
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QUESTION 59 
An access system that grants users only those rights necessary for them to perform their work is 
operating on which security principle? 
 
A. Discretionary Access 
B. Least Privilege 
C. Mandatory Access 
D. Separation of Duties 
 
Correct Answer: B 
Explanation: 
Source: TIPTON, Hal, (ISC)2, Introduction to the CISSP Exam presentation. 
 
 
QUESTION 60 
Which type of password provides maximum security because a new password is required for 
each new log-on? 
 
A. One-time or dynamic password 
B. Congnitive password 
C. Static password 
D. Passphrase 
 
Correct Answer: A 
Explanation: 
"one-time password" provides maximum security because a new password is required for each 
new log-on. 
Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten 
Domains of Computer Security, 2001, John Wiley & Sons, Page 36. 
 
 
QUESTION 61 
Which of the following protects a password from eavesdroppers and supports the encryption of 
communication? 
 
A. Challenge Handshake Authentication Protocol (CHAP) 
B. Challenge Handshake Identification Protocol (CHIP) 
C. Challenge Handshake Encryption Protocol (CHEP) 
D. Challenge Handshake Substitution Protocol (CHSP) 
 
Correct Answer: A 
Explanation: 
CHAP: A protocol that uses a three way hanbdshake The server sends the client a challenge 
which includes a random value(a nonce) to thwart replay attacks. The client responds with the 
MD5 hash of the nonce and the password. 
 
The authentication is successful if the client's response is the one that the server expected. 
 
Reference: Page 450, OIG 2007. 
 
CHAP protects the password from eavesdroppers and supports the encryption of communication. 
 
Reference: 
KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of 
Computer Security, 2001, John Wiley & Sons, Page 44. 
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QUESTION 62 
Which security model introduces access to objects only through programs? 
 
A. The Biba model 
B. The Bell-LaPadula model 
C. The Clark-Wilson model 
D. The information flow model 
 
Correct Answer: C 
Explanation: 
In the Clark-Wilson model, the subject no longer has direct access to objects but instead must 
access them through programs (well -formed transactions). The Clark璚ilson integrity model 
provides a foundation for specifying and analyzing an integrity policy for a computing system. 
 
The model is primarily concerned with formalizing the notion of information integrity. Information 
integrity is maintained by preventing corruption of data items in a system due to either error or 
malicious intent. An integrity policy describes how the data items in the system should be kept 
valid from one state of the system to the next and specifies the capabilities of various principals in 
the system. The model defines enforcement rules and certification rules. 
 
Clark-Wilson is more clearly applicable to business and industry processes in which the integrity 
of the information content is paramount at any level of classification. 
 
Integrity goals of Clark-Wilson model: 
 
Prevent unauthorized users from making modification (Only this one is addressed by the Biba 
model). 
 
Separation of duties prevents authorized users from making improper modifications. Well formed 
transactions: maintain internal and external consistency i.e. it is a series of operations that are 
carried out to transfer the data from one consistent state to the other. 
 
The following are incorrect answers: 
 
The Biba model is incorrect. The Biba model is concerned with integrity and controls access to 
objects based on a comparison of the security level of the subject to that of the object. 
 
The Bell-LaPdaula model is incorrect. The Bell-LaPaula model is concerned with confidentiality 
and controls access to objects based on a comparison of the clearence level of the subject to the 
classification level of the object. 
 
The information flow model is incorrect. The information flow model uses a lattice where objects 
are labelled with security classes and information can flow either upward or at the same level. It is 
similar in framework to the Bell-LaPadula model. 
 
References: 
ISC2 Official Study Guide, Pages 325 - 327 
AIO3, pp. 284 - 287 
AIOv4 Security Architecture and Design (pages 338 - 342) AIOv5 Security Architecture and 
Design (pages 341 - 344) Wikipedia at: https://en.wikipedia.org/wiki/Clark-Wilson_model 
 
 
QUESTION 63 
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