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to perform each part?

A. Bell-LaPadula model

B. Biba model

C. Clark-Wilson model

D. Non-interference model

Correct Answer: C

Explanation:

The Clark-Wilson model uses separation of duties, which divides an operation into different parts
and requires different users to perform each part. This prevents authorized users from making
unauthorized modifications to data, thereby protecting its integrity.

The Clark-Wilson integrity model provides a foundation for specifying and analyzing an integrity
policy for a computing system.

The model is primarily concerned with formalizing the notion of information integrity. Information
integrity is maintained by preventing corruption of data items in a system due to either error or
malicious intent. An integrity policy describes how the data items in the system should be kept
valid from one state of the system to the next and specifies the capabilities of various principals in
the system. The model defines enforcement rules and certification rules.

The model's enforcement and certification rules define data items and processes that provide the
basis for an integrity policy. The core of the model is based on the notion of a transaction.

A well-formed transaction is a series of operations that transition a system from one consistent
state to another consistent state.

In this model the integrity policy addresses the integrity of the transactions. The principle of
separation of duty requires that the certifier of a transaction and the implementer be different
entities.

The model contains a number of basic constructs that represent both data items and processes
that operate on those data items. The key data type in the Clark-Wilson model is a Constrained
Data Item (CDI). An Integrity Verification Procedure (IVP) ensures that all CDIs in the system are
valid at a certain state. Transactions that enforce the integrity policy are represented by
Transformation Procedures (TPs). A TP takes as input a CDI or Unconstrained Data Item (UDI)
and produces a CDI. A TP must transition the system from one valid state to another valid state.
UDIs represent system input (such as that provided by a user or adversary). A TP must
guarantee (via certification) that it transforms all possible values of a UDI to a "safe" CDI.

In general, preservation of data integrity has three goals:

Prevent data modification by unauthorized parties
Prevent unauthorized data modification by authorized parties Maintain internal and external
consistency (i.e. data reflects the real world)

Clark-Wilson addresses all three rules but BIBA addresses only the first rule of intergrity.

References:

HARRIS, Shon, All-In-One CISSP Certification Fifth Edition, McGraw-Hill/Osborne, Chapter 5:
Security Architecture and Design (Page 341-344).
http://en.wikipedia.org/wiki/Clark-Wilson_model

QUESTION 48
Which of the following classes is the first level (lower) defined in the TCSEC (Orange Book) as
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mandatory protection?

A
B.
C.
D.

oO>rw

Correct Answer: A
Explanation:
B level is the first Mandatory Access Control Level.

First published in 1983 and updated in 1985, the TCSEC, frequently referred to as the Orange
Book, was a United States Government Department of Defense (DoD) standard that sets basic
standards for the implementation of security protections in computing systems. Primarily intended
to help the DoD find products that met those basic standards, TCSEC was used to evaluate,
classify, and select computer systems being considered for the processing, storage, and retrieval
of sensitive or classified information on military and government systems. As such, it was strongly
focused on enforcing confidentiality with no focus on other aspects of security such as integrity or
availability. Although it has since been superseded by the common criteria, it influenced the
development of other product evaluation criteria, and some of its basic approach and terminology
continues to be used.

Reference used for this question:

Hernandez CISSP, Steven (2012-12-21). Official (ISC)2 Guide to the CISSP CBK, Third Edition
((1SC)2 Press) (Kindle Locations 17920-17926). Auerbach Publications. Kindle Edition.

THE source for all TCSEC "level" questions:
http://csrc.nist.gov/publications/secpubs/rainbow/std001.ixt (paragraph 3 for this one)

QUESTION 49
How would nonrepudiation be best classified as?

A. A preventive control

B. A logical control

C. A corrective control

D. A compensating control

Correct Answer: A

Explanation:

Systems accountability depends on the ability to ensure that senders cannot deny sending
information and that receivers cannot deny receiving it. Because the mechanisms implemented in
nonrepudiation prevent the ability to successfully repudiate an action, it can be considered as a
preventive control.

Source: STONEBURNER, Gary, NIST Special Publication 800-33: Underlying Technical Models
for Information Technology Security, National Institute of Standards and Technology, December
2001, page 7.

QUESTION 50
Which of the following questions is less likely to help in assessing identification and authentication
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controls?

A. s a current list maintained and approved of authorized users and their access?
B. Are passwords changed at least every ninety days or earlier if needed?

C. Are inactive user identifications disabled after a specified period of time?

D. Is there a process for reporting incidents?

Correct Answer: D

Explanation:

Identification and authentication is a technical measure that prevents unauthorized people (or
unauthorized processes) from entering an IT system. Access control usually requires that the
system be able to identify and differentiate among users. Reporting incidents is more related to
incident response capability (operational control) than to identification and authentication
(technical control). Source: SWANSON, Marianne, NIST Special Publication 800-26, Security
Self- Assessment Guide for Information Technology Systems, November 2001 (Pages A-30 to A-
32).

QUESTION 51
Which is the last line of defense in a physical security sense?

A. people

B. interior barriers
C. exterior barriers
D. perimeter barriers

Correct Answer: A

Explanation:

"Ultimately, people are the last line of defense for your company's assets" (Pastore & Dulaney,
2006, p. 529).

Pastore, M.and Dulaney, E.(2006). CompTIA Security+ study guide: Exam SY0-101.
Indianapolis, IN: Sybex.

QUESTION 52
Rule-Based Access Control (RUBAC) access is determined by rules. Such rules would fit within
what category of access control ?

A. Discretionary Access Control (DAC)

B. Mandatory Access control (MAC)

C. Non-Discretionary Access Control (NDAC)
D. Lattice-based Access control

Correct Answer: C

Explanation:

Rule-based access control is a type of non-discretionary access control because this access is
determined by rules and the subject does not decide what those rules will be, the rules are
uniformly applied to ALL of the users or subjects.

In general, all access control policies other than DAC are grouped in the category of non-
discretionary access control (NDAC). As the name implies, policies in this category have rules
that are not established at the discretion of the user. Non-discretionary policies establish controls
that cannot be changed by users, but only through administrative action.

Both Role Based Access Control (RBAC) and Rule Based Access Control (RuBAC) fall within
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Non Discretionary Access Control (NDAC). If it is not DAC or MAC then it is most likely NDAC.

IT IS NOT ALWAYS BLACK OR WHITE

The different access control models are not totally exclusive of each others. MAC is making use
of Rules to be implemented. However with MAC you have requirements above and beyond
having simple access rules. The subject would get formal approval from management, the subject
must have the proper security clearance, objects must have labels/sensitivity levels attached to
them, subjects must have the proper security clearance.

If all of this is in place then you have MAC.

BELOW YOU HAVE A DESCRIPTION OF THE DIFFERENT CATEGORIES:

MAC = Mandatory Access Control

Under a mandatory access control environment, the system or security administrator will define
what permissions subjects have on objects. The administrator does not dictate user's access but
simply configure the proper level of access as dictated by the Data Owner.

The MAC system will look at the Security Clearance of the subject and compare it with the object
sensitivity level or classification level. This is what is called the dominance relationship.

The subject must DOMINATE the object sensitivity level. Which means that the subject must
have a security clearance equal or higher than the object he is attempting to access.

MAC also introduce the concept of labels. Every objects will have a label attached to them
indicating the classification of the object as well as categories that are used to impose the need to
know (NTK) principle. Even thou a user has a security clearance of Secret it does not mean he
would be able to access any Secret documents within the system. He would be allowed to access
only Secret document for which he has a Need To Know, formal approval, and object where the
user belong to one of the categories attached to the object.

If there is no clearance and no labels then IT IS NOT Mandatory Access Control.

Many of the other models can mimic MAC but none of them have labels and a dominance
relationship so they are NOT in the MAC category.

NISTR-7316 Says:

Usually a labeling mechanism and a set of interfaces are used to determine access based on the
MAC policy; for example, a user who is running a process at the Secret classification should not
be allowed to read a file with a label of Top Secret. This is known as the "simple security rule," or
"no read up." Conversely, a user who is running a process with a label of Secret should not be
allowed to write to a file with a label of Confidential. This rule is called the "*-property"”
(pronounced "star property") or "no write down." The *- property is required to maintain system
security in an automated environment. A variation on this rule called the "strict *-property”
requires that information can be written at, but not above, the subject's clearance level. Multilevel
security models such as the Bell-La Padula Confidentiality and Biba Integrity models are used to
formally specify this kind of MAC policy.

DAC = Discretionary Access Control

DAC is also known as: Identity Based access control system. The owner of an object is define as
the person who created the object. As such the owner has the discretion to grant access to other
users on the network. Access will be granted based solely on the identity of those users.

Such system is good for low level of security. One of the major problem is the fact that a user who
has access to someone's else file can further share the file with other users without the
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knowledge or permission of the owner of the file. Very quickly this could become the wild wild
west as there is no control on the dissimination of the information.

RBAC = Role Based Access Control

RBAC is a form of Non-Discretionary access control. Role Based access control usually maps
directly with the different types of jobs performed by employees within a company.

For example there might be 5 security administrator within your company. Instead of creating
each of their profile one by one, you would simply create a role and assign the administrators to
the role. Once an administrator has been assigned to a role, he will IMPLICITLY inherit the
permissions of that role.

RBAC is great tool for environment where there is a a large rotation of employees on a daily basis
such as a very large help desk for example.

RBAC or RuBAC = Rule Based Access Control
RuBAC is a form of Non-Discretionary access control.

A good example of a Rule Based access control device would be a Firewall. A single set of rules
is imposed to all users attempting to connect through the firewall.

NOTE FROM CLEMENT:
Lot of people tend to confuse MAC and Rule Based Access Control.

Mandatory Access Control must make use of LABELS. If there is only rules and no label, it
cannot be Mandatory Access Control. This is why they call it Non Discretionary Access control
(NDAC).

There are even books out there that are WRONG on this subject. Books are sometimes opiniated
and not strictly based on facts.

In MAC subjects must have clearance to access sensitive objects. Objects have labels that
contain the classification to indicate the sensitivity of the object and the label also has categories
to enforce the need to know.

Today the best example of rule based access control would be a firewall. All rules are imposed
globally to any user attempting to connect through the device. This is NOT the case with MAC.

| strongly recommend you read carefully the following document:
NISTIR-7316 at http://csrc.nist.gov/publications/nistir/7316/NISTIR-7316.pdf

It is one of the best Access Control Study document to prepare for the exam. Usually | tell people
not to worry about the hundreds of NIST documents and other reference. This document is an
exception. Take some time to read it.

Reference(s) used for this question:

KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, 2001, John Wiley & Sons, Page 33.

NISTIR-7316 at http://csrc.nist.gov/publications/nistir/7316/NISTIR-7316.pdf and

Conrad, Eric; Misenar, Seth; Feldman, Joshua (2012-09-01). CISSP Study Guide (Kindle
Locations 651-652). Elsevier Science (reference). Kindle Edition.

QUESTION 53
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