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QUESTION 4
In addition to the accuracy of the biometric systems, there are other factors that must also be
considered:

A. These factors include the enrollment time and the throughput rate, but not acceptability.

B. These factors do not include the enroliment time, the throughput rate, and acceptability.

C. These factors include the enroliment time, the throughput rate, and acceptability.

D. These factors include the enroliment time, but not the throughput rate, neither the acceptability.

Correct Answer: C

Explanation:

In addition to the accuracy of the biometric systems, there are other factors that must also be
considered.

These factors include the enroliment time, the throughput rate, and acceptability.

Enrollment time is the time it takes to initially "register" with a system by providing samples of the
biometric characteristic to be evaluated. An acceptable enrollment time is around two minutes.

For example, in fingerprint systems, the actual fingerprint is stored and requires approximately
250kb per finger for a high quality image. This level of information is required for one-to-many
searches in forensics applications on very large databases.

In finger-scan technology, a full fingerprint is not stored-the features extracted from this fingerprint
are stored using a small template that requires approximately 500 to 1000 bytes of storage. The
original fingerprint cannot be reconstructed from this template.

Updates of the enrollment information may be required because some biometric characteristics,
such as voice and signature, may change with time.

Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
Domains of Computer Security, 2001, John Wiley & Sons, Page 37 & 38.

QUESTION 5
Why should batch files and scripts be stored in a protected area?

A. Because of the least privilege concept.
B. Because they cannot be accessed by operators.
C. Because they may contain credentials.
D. Because of the need-to-know concept.

Correct Answer: C

Explanation:

Because scripts contain credentials, they must be stored in a protected area and the transmission
of the scripts must be dealt with carefully. Operators might need access to batch files and scripts.
The least privilege concept requires that each subject in a system be granted the most restrictive
set of privileges needed for the performance of authorized tasks. The need-to-know principle
requires a user having necessity for access to, knowledge of, or possession of specific
information required to perform official tasks or services.

Source: WALLHOFF, John, CISSP Summary 2002, April 2002, CBK#1 Access Control System &
Methodology (page 3)
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QUESTION 6
Which of the following questions is less likely to help in assessing physical access controls?

A.
B.

C.
D.

Does management regularly review the list of persons with physical access to sensitive facilities?
Is the operating system configured to prevent circumvention of the security software and
application controls?

Are keys or other access devices needed to enter the computer room and media library?

Are visitors to sensitive areas signed in and escorted?

Correct Answer: B

Explanation:

Physical security and environmental security are part of operational controls, and are measures
taken to protect systems, buildings, and related supporting infrastructures against threats
associated with their physical environment. All the questions above are useful in assessing
physical access controls except for the one regarding operating system configuration, which is a
logical access control.

Source: SWANSON, Marianne, NIST Special Publication 800-26, Security Self- Assessment
Guide for Information Technology Systems, November 2001 (Pages A-21 to A-24).

QUESTION 7

Which of the following is NOT a compensating measure for access violations?
A. Backups

B. Business continuity planning

C. Insurance

D. Security awareness

Correct Answer: D

Explanation:

Security awareness is a preventive measure, not a compensating measure for access violations.
Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
Domains of Computer Security, John Wiley & Sons, 2001, Chapter 2: Access control systems
(page 50).

QUESTION 8
Considerations of privacy, invasiveness, and psychological and physical comfort when using the
system are important elements for which of the following?

A.
B.
C.
D.

Accountability of biometrics systems
Acceptability of biometrics systems
Availability of biometrics systems
Adaptability of biometrics systems

Correct Answer: B

Explanation:

Acceptability refers to considerations of privacy, invasiveness, and psychological and physical
comfort when using the system.

Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
Domains of Computer Security, 2001, John Wiley & Sons, Page 39.
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QUESTION 9
Which type of control is concerned with restoring controls?

A. Compensating controls
B. Corrective controls

C. Detective controls

D. Preventive controls

Correct Answer: B
Explanation:
Corrective controls are concerned with remedying circumstances and restoring controls.

Detective controls are concerned with investigating what happen after the fact such as logs and
video surveillance tapes for example.

Compensating controls are alternative controls, used to compensate weaknesses in other
controls.

Preventive controls are concerned with avoiding occurrences of risks. Source: TIPTON, Hal,
(ISC)2, Introduction to the CISSP Exam presentation.

QUESTION 10
What is called the type of access control where there are pairs of elements that have the least
upper bound of values and greatest lower bound of values?

A. Mandatory model
B. Discretionary model
C. Lattice model

D. Rule model

Correct Answer: C

Explanation:

In a lattice model, there are pairs of elements that have the least upper bound of values and
greatest lower bound of values.

Reference(s) used for this question:
KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten Domains of
Computer Security, 2001, John Wiley & Sons, Page 34.

QUESTION 11
The number of violations that will be accepted or forgiven before a violation record is produced is
called which of the following?

A. clipping level
B. acceptance level
C. forgiveness level
D. logging level

Correct Answer: A

Explanation:

The correct answer is "clipping level". This is the point at which a system decides to take some
sort of action when an action repeats a preset number of times. That action may be to log the
activity, lock a user account, temporarily close a port, etc.

Example:
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The most classic example of a clipping level is failed login attempts. If you have a system
configured to lock a user's account after three failed login attemts, that is the "clipping level".

The other answers are not correct because:

Acceptance level, forgiveness level, and logging level are nonsensical terms that do not exist (to
my knowledge) within network security.

Reference:

Official ISC2 Guide - The term "clipping level" is not in the glossary or index of that book. | cannot
find it in the text either. However, I'm quite certain that it would be considered part of the CBK,
despite its exclusion from the Official Guide.

All in One Third Edition page: 136 - 137
QUESTION 12
Which one of the following factors is NOT one on which Authentication is based?

A. Type 1. Something you know, such as a PIN or password
B. Type 2. Something you have, such as an ATM card or smart card

C. Type 3. Something you are (based upon one or more intrinsic physical or behavioral traits), such

as a fingerprint or retina scan
D. Type 4. Something you are, such as a system administrator or security administrator

Correct Answer: D
Explanation:
Authentication is based on the following three factor types:

Type 1. Something you know, such as a PIN or password Type 2. Something you have, such as
an ATM card or smart card Type 3. Something you are (Unique physical characteristic), such as a
fingerprint or retina scan

Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
Domains of Computer Security, 2001, John Wiley & Sons, Page 36. Also: HARRIS, Shon, All-In-
One CISSP Certification Exam Guide, McGraw-Hill/Osborne, 2002, chapter 4: Access Control
(pages 132-133).

QUESTION 13
Which access control model was proposed for enforcing access control in government and
military applications?

A. Bell-LaPadula model
B. Biba model

C. Sutherland model

D. Brewer-Nash model

Correct Answer: A

Explanation:

The Bell-LaPadula model, mostly concerned with confidentiality, was proposed for enforcing
access control in government and military applications. It supports mandatory access control by
determining the access rights from the security levels associated with subjects and objects. It also
supports discretionary access control by checking access rights from an access matrix. The Biba
model, introduced in 1977, the Sutherland model, published in 1986, and the Brewer-Nash
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model, published in 1989, are concerned with integrity.
Source: ANDRESS, Mandy, Exam Cram CISSP, Coriolis, 2001, Chapter 2: Access Control
Systems and Methodology (page 11).

QUESTION 14
Single Sign-on (SSO) is characterized by which of the following advantages?

A. Convenience

B. Convenience and centralized administration

C. Convenience and centralized data administration

D. Convenience and centralized network administration

Correct Answer: B

Explanation:

Convenience -Using single sign-on users have to type their passwords only once when they first
log in to access all the network resources; and Centralized Administration as some single sign-on
systems are built around a unified server administration system. This allows a single
administrator to add and delete accounts across the entire network from one user interface.

The following answers are incorrect:
Convenience - alone this is not the correct answer.

Centralized Data or Network Administration - these are thrown in to mislead the student. Neither
are a benefit to SSO, as these specifically should not be allowed with just an SSO.

References:

TIPTON, Harold F.& KRAUSE, MICKI, Information Security Management Handbook, 4th Edition,
Volume 1, page 35.

TIPTON, Harold F.& HENRY, Kevin, Official (ISC)2 Guide to the CISSP CBK, 2007, page 180.

QUESTION 15
Which of the following choices describe a Challenge-response tokens generation?

A. A workstation or system that generates a random challenge string that the user enters into the
token when prompted along with the proper PIN.

B. A workstation or system that generates a random login id that the user enters when prompted
along with the proper PIN.

C. A special hardware device that is used to generate ramdom text in a cryptography system.

D. The authentication mechanism in the workstation or system does not determine if the owner
should be authenticated.

Correct Answer: A
Explanation:
Challenge-response tokens are:

= A workstation or system generates a random challenge string and the owner enters the string
into the token along with the proper PIN.

= The token generates a response that is then entered into the workstation or system.

* The authentication mechanism in the workstation or system then determines if the owner should
be authenticated.

Source: KRUTZ, Ronald L.& VINES, Russel D., The CISSP Prep Guide: Mastering the Ten
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