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solution to investigate this failure?

A. Remote desktop

B. Access via a crash cart

C. Out-of-band management
D. A Secure Shell connection

Correct Answer: C

QUESTION 60
Which of the following BEST describes the concept of right to downgrade?

A. It allows for the return of a new OS license if the newer OS is not compatible with the currently
installed software and is returning to the previously used OS

B. It allows a server to run on fewer resources than what is outlined in the minimum requirements
document without purchasing a license

C. It allows for a previous version of an OS to be deployed in a test environment for each current
license that is purchased

D. It allows a previous version of an OS to be installed and covered by the same license as the
newer version

Correct Answer: B

QUESTION 61

A security analyst suspects a remote server is running vulnerable network applications. The
analyst does not have administrative credentials for the server. Which of the following would
MOST likely help the analyst determine if the applications are running?

A. User account control
B. Anti-malware

C. A sniffer

D. A port scanner

Correct Answer: A

QUESTION 62

A server administrator needs to configure a server on a network that will have no more than 30
available IP addresses. Which of the following subnet addresses will be the MOST efficient for
this network?

A. 255.255.255.0

B. 255.255.255.128
C. 255.255.255.224
D. 255.255.255.252

Correct Answer: C

QUESTION 63
Which of the following will correctly map a script to a home directory for a user based on
username?
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A. \\server\users$\username

B. \\server\%username%

C. \\server\FirstlnitialLastName
D. \\server\$username$

Correct Answer: B

QUESTION 64

A systems administrator is investigating a server with a RAID array that will not boot into the OS.
The administrator notices all the hard drives are reporting to be offline. The administrator checks
the RAID controller and verifies the configuration is correct. The administrator then replaces one
of the drives with a known-good drive, but it appears to be unavailable as well. Next, the
administrator takes a drive out of the server and places it in a spare server, and the drive is
available and functional. Which of the following is MOST likely causing the issue?

A. The kernel is corrupt.

B. Resources are misallocated.

C. The backplane has failed.

D. The drives need to be reseated.

Correct Answer: D

QUESTION 65

Due to a recent application migration, a company's current storage solution does not meet the
necessary requirements tor hosting data without impacting performance when the data is
accessed in real time by multiple users. Which of the following is the BEST solution for this
Issue?

A. Install local external hard drives for affected users.

B. Add extra memory to the server where data is stored.
C. Compress the data to increase available space.

D. Deploy a new Fibre Channel SAN solution.

Correct Answer: D
QUESTION 66

Which of me following BEST describes a disaster recovery site with a target storage array that
receives replication traffic and servers that are only powered on In the event of a disaster?

A. Cloud
B. Cold
C. Hot
D. Warm

Correct Answer: C

QUESTION 67

A company's IDS has identified outbound traffic from one of the web servers coming over port
389 to an outside address. This server only hosts websites. The company's SOC administrator
has asked a technician to harden this server. Which of the following would be the BEST way to
complete this request?
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Disable port 389 on the server
Move traffic from port 389 to port 443
Move traffic from port 389 to port 637
Enable port 389 for web traffic

ooOw»

Correct Answer: C

QUESTION 68
Which of the following is the MOST appropriate scripting language to use for a logon script for a
Linux box?

A. VBS

B. Shell

C. Java

D. PowerShell
E. Batch

Correct Answer: A

QUESTION 69

A server administrator is configuring a new server that will hold large amounts of information. The
server will need to be accessed by multiple users at the same time. Which of the following server
roles will the administrator MOST likely need to install?

A. Messaging
B. Application
C. Print

D. Database

Correct Answer: D

QUESTION 70

A system administrator has been alerted to a zero-day vulnerability that is impacting a service
enabled on a server OS. Which of the following would work BEST to limit an attacker from
exploiting this vulnerability?

A. Installing the latest patches
B. Closing open ports

C. Enabling antivirus protection
D. Enabling a NIDS

Correct Answer: B

QUESTION 71

A server administrator is completing an OS installation for a new server. The administrator
patches the server with the latest vendor-suggested software, configures DHCP, and verifies all
network cables are properly connected in the IDF, but there is no network connectivity. Which of
the following is the MOST likely reason for the lack of connectivity?

A. The VLAN Is improperly configured.
B. The DNS configuration Is invalid.
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C. The OS version is not compatible with the network switch vendor.
D. The HIDS is preventing the connection.

Correct Answer: A

QUESTION 72

Which of the following is typical of software licensing in the cloud?
A. Per socket

B. Perpetual

C. Subscription-based

D. Site-based

Correct Answer: C

QUESTION 73
Which of the following steps in the troubleshooting theory should be performed after a solution
has been implemented? (Choose two.)

Perform a root cause analysis
Develop a plan of action
Document the findings
Escalate the issue

Scope the issue

Notify the users

Tmoowr

Correct Answer: CF

QUESTION 74

A server technician has been asked to upload a few files from the internal web server to the
internal FTP server. The technician logs in to the web server using PuTTY, but the connection to
the FTP server fails. However, the FTP connection from the technician's workstation is sucessful.
To troubleshoot the issue, the technician executes the following command on both the web server
and the workstation:

ping ftp.acme.local

The IP address in the command output is different on each machine. Which of the following is the
MOST likely reason for the connection failure?

A. A misconfigured firewall

B. A misconfigured hosts.deny file
C. A misconfigured hosts file

D. A misconfigured hosts.allow file

Correct Answer: D

QUESTION 75
Users ate experiencing issues when trying to access resources on multiple servers. The servers
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are virtual and run on an ESX server. A systems administrator is investigating but is unable to
connect to any of the virtual servers. When the administrator connects to the host, a purple
screen with while letters appears. Which of the following troubleshooting steps should the
administrator perform FIRST?

A. Check the power supplies
B. Review the log files.

C. Reinstall the ESX server.
D. Reseat the processors.

Correct Answer: B

QUESTION 76
Which of the following allows for a connection of devices to both sides inside of a blade
enclosure?

A. Midplane

B. Active backplane

C. Passive backplane
D. Management module

Correct Answer: A

QUESTION 77

A server administrator has noticed that the storage utilization on a file server is growing faster
than planned. The administrator wants to ensure that, in the future, there is a more direct
relationship between the number of users using the server and the amount of space that might be
used. Which of the following would BEST enable this correlation?

A. Partitioning
B. Deduplication
C. Disk quotas
D. Compression

Correct Answer: C

QUESTION 78
Which of the following would be BEST to help protect an organization against social engineering?

A. More complex passwords

B. Recurring training and support

C. Single sign-on

D. An updated code of conduct to enforce social media

Correct Answer: D

QUESTION 79

A technician is checking a server rack. Upon entering the room, the technician notices the tans on
a particular server in the rack are running at high speeds. This is the only server in the rack that is
experiencing this behavior. The ambient temperature in the room appears to be normal. Which of
the following is the MOST likely reason why the fans in that server are operating at full speed?
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