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You need to ensure that when a user account is disabled in Active Directory, the user account is
immediately prevented from authenticating to Azure AD.

Solution: You configure pass-through authentication.
Does this meet the goal?

A. Yes
B. No

Correct Answer: A

QUESTION 25
You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin
center.

You need to review access to the Exchange admin center at the end of each month and block
sign-ins if required.

What should you create?

A. an access package that targets users outside your directory
B. an access package that targets users in your directory
C. agroup-based access review that targets guest users
D. an application-based access review that targets guest users

Correct Answer: C

QUESTION 26
You have an Azure Active Directory (Azure AD) tenant that contains a user named SecAdmin1.
SecAdmin1 is assigned the Security administrator role.

SecAdmin1 reports that she cannot reset passwords from the Azure AD Identity Protection portal.

You need to ensure that SecAdmin1 can manage passwords and invalidate sessions on behalf of
nonadministrative users. The solution must use the principle of least privilege.

Which role should you assign to SecAdmin1?

A. Authentication administrator

B. Helpdesk administrator

C. Privileged authentication administrator
D. Security operator

Correct Answer: C

QUESTION 27
You have a Microsoft 365 tenant.

All users have computers that run Windows 10. Most computers are company-owned and joined
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to Azure Active Directory (Azure AD). Some computers are user-owned and are only registered in
Azure AD.

You need to prevent users who connect to Microsoft SharePoint Online on their user-owned
computer from downloading or syncing files. Other users must NOT be restricted.

Which policy type should you create?

A. a Microsoft Cloud App Security activity policy that has Microsoft Office 365 governance actions
configured

B. an Azure AD conditional access policy that has session controls configured

C. an Azure AD conditional access policy that has client apps conditions configured

D. a Microsoft Cloud App Security app discovery policy that has governance actions configured

Correct Answer: B

QUESTION 28

You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone

connectivity. While working from the remote locations, the users connect their laptop to a wired

network that has internet access.

You plan to implement multi-factor authentication (MFA).

Which MFA authentication method can the users use from the remote location?

A. a notification through the Microsoft Authenticator app

B. an app password

C. Windows Hello for Business

D. SMS

Correct Answer: C

QUESTION 29

You have an Azure Active Directory Premium P2 tenant.

You create a Log Analytics workspace.

You need to ensure that you can view Azure Active Directory (Azure AD) audit log information by
using Azure Monitor.

What should you do first?

A. Run the Set-AzureADTenantDetail cmdlet.

B. Create an Azure AD workbook.

C. Modify the Diagnostics settings for Azure AD.

D. Run the Get-AzureADAuditDirectoryLogs cmdlet.

Correct Answer: C
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QUESTION 30
You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure monitor, you create a data collection rule.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 31
You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when
accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without
initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not
Initiate.

Solution: From the Azure portal, you configure the Block/unblock users settings for multi-factor
authentication (MFA).

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 32
You have a Microsoft 365 tenant.

You need to ensure that you tan view Azure Active Directory (Azure AD) audit log information by
using Azure Monitor.

What should you do first?

A. Run the Get-AzureADAuditDirectoryLogs cmdlet.
B. Create an Azure AD workbook.

C. Run the Set-AzureADTenantDetail cmdlet.

D. Modify the Diagnostics settings for Azure AD.

Correct Answer: A
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QUESTION 33
You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure monitor, you modify the action group.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 34
You have an Azure Active Directory (Azure AD) tenant that contains a user named User1.

You need to ensure that User1 can create new catalogs and add resources to the catalogs they
own.

What should you do?

A. From the Roles and administrators blade, modify the Service support administrator role.

B. From the identity Governance blade, modify the Entitlement management settings.

C. From the Identity Governance blade, modify the roles and administrators for the General catalog
D. From the Roles and administrators blade, modify the Groups administrator role.

Correct Answer: B
QUESTION 35
You have an Azure Active Directory (Azure AD) tenant that uses conditional access policies.

You plan to use third-party security information and event management (SIEM) to analyze
conditional access usage.

You need to download the Azure AD log that contains conditional access policy data.
What should you export from Azure AD?

A. sign-ins in JSON format
B. sign-insin CSV format

C. audit logs in JSON format
D. auditlogs in CSV format

Correct Answer: C

QUESTION 36
You have an Azure Active Directory (Azure AD) tenant named contoso.com.
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You implement entittement management to provide resource access to users at a company
named Fabrikam, Inc. Fabrikam uses a domain named fabrikam.com.

Fabrikam users must be removed automatically from the tenant when access is no longer
required.

You need to configure the following settings:

= Block external user from signing in to this directory: No

* Remove external user: Yes

* Number of days before removing external user from this directory: 90
What should you configure on the Identity Governance blade?

A. Access packages

B. Settings

C. Terms of use

D. Access reviews

Correct Answer: B

QUESTION 37

You have an Azure Active Directory (Azure AD) tenant that contains cloud-based enterprise apps.
You need to group related apps into categories in the My Apps portal.
What should you create?

A. tags

B. collections

C. naming policies

D. dynamic groups

Correct Answer: B

QUESTION 38

You have an Azure Active Directory (Azure AD) tenant.

For the tenant. Users can register applications Is set to No.

A user named Admin1 must deploy a new cloud app named App1.

You need to ensure that Admin1 can register App1 in Azure AD. The solution must use the
principle of least privilege.

Which role should you assign to Admin1?

Application developer in Azure AD

App Configuration Data Owner for Subscription1
Managed Application Contributor for Subscription1
Cloud application administrator in Azure AD
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