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You need to review the Azure AD sign-ins log to investigate sign ins that occurred in the past.

For how long does Azure AD store events in the sign-in log?

A. 14 days
B. 30days
C. 90 days
D. 365 days

Correct Answer: B

QUESTION 12
You have 2,500 users who are assigned Microsoft Office 365 Enterprise E3 licenses. The
licenses are assigned to individual users.

From the Groups blade in the Azure Active Directory admin center, you assign Microsoft 365
Enterprise ES5 licenses to the users.

You need to remove the Office 365 Enterprise E3 licenses from the users by using the least
amount of administrative effort.

What should you use?

A. the Identity Governance blade in the Azure Active Directory admin center
B. the Set-AzureAdUser cmdlet

C. the Licenses blade in the Azure Active Directory admin center

D. the Set-WindowsProductKey cmdlet

Correct Answer: C

QUESTION 13
You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when
accessing Microsoft 365 services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without
initiating a sign-in request.

You need to block the users automatically when they report an MFA request that they did not
Initiate.

Solution: From the Azure portal, you configure the Account lockout settings for multi-factor
authentication (MFA).

Does this meet the goal?

A. Yes
B. No
Correct Answer: B

QUESTION 14
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Your company recently implemented Azure Active Directory (Azure AD) Privileged Identity
Management (PIM).

While you review the roles in PIM, you discover that all 15 users in the IT department at the
company have permanent security administrator rights.

You need to ensure that the IT department users only have access to the Security administrator
role when required.

What should you configure for the Security administrator role assignment?

A. Expire eligible assignments after from the Role settings details
B. Expire active assignments after from the Role settings details
C. Assignment type to Active

D. Assignment type to Eligible

Correct Answer: D

QUESTION 15
You have a Microsoft 365 tenant.

All users have mobile phones and laptops.

The users frequently work from remote locations that do not have Wi-Fi access or mobile phone
connectivity.

While working from the remote locations, the users connect their laptop to a wired network that
has internet access.

You plan to implement multi-factor authentication (MFA).
Which MFA authentication method can the users use from the remote location?

A. a verification code from the Microsoft Authenticator app
B. security questions

C. voice

D. SMS

Correct Answer: A

QUESTION 16

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.
You discover that when a user account is disabled in Active Directory, the disabled user can still
authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is
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immediately prevented from authenticating to Azure AD.
Solution: You configure conditional access policies.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 17

You have a Microsoft 365 E5 subscription.

You need to create a Microsoft Defender for Cloud Apps session policy.

What should you do first?

A. From the Microsoft Defender for Cloud Apps portal, select User monitoring.

B. From the Microsoft Defender for Cloud Apps portal, select App onboarding/maintenance
C. From the Azure Active Directory admin center, create a Conditional Access policy.
D. From the Microsoft Defender for Cloud Apps portal, create a continuous report.
Correct Answer: A

QUESTION 18

You have a Microsoft 365 tenant.

In Azure Active Directory (Azure AD), you configure the terms of use.

You need to ensure that only users who accept the terms of use can access the resources in the
tenant. Other

users must be denied access.

What should you configure?

A. an access policy in Microsoft Cloud App Security.

B. Terms and conditions in Microsoft Endpoint Manager.
C. aconditional access policy in Azure AD

D. a compliance policy in Microsoft Endpoint Manager

Correct Answer: C

QUESTION 19
You have an Azure Active Directory (Azure AD) tenant.

You need to review the Azure AD sign-in logs to investigate sign-ins that occurred in the past.
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For how long does Azure AD store events in the sign-in logs?

A. 14 days
B. 30days
C. 90 days
D. 365 days

Correct Answer: B

QUESTION 20

You have an Azure Active Directory (Azure AD) tenant named contoso.com that contains an
Azure AD enterprise application named App1.

A contractor uses the credentials of user1@outlook.com.

You need to ensure that you can provide the contractor with access to App1. The contractor must
be able to authenticate as user1@outlook.com.

What should you do?

A. Run the New-AzureADMSInvitation cmdlet.

B. Configure the External collaboration settings.

C. Add a WS-Fed identity provider.

D. Implement Azure AD Connect.

Correct Answer: A

QUESTION 21

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

Yon receive more than 100 email alerts each day for tailed Azure Al) user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure AD, you create an assignment for the Insights at administrator role.

Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 22

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
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questions will not appear in the review screen.
You have an Active Directory forest that syncs to an Azure Active Directory (Azure AD) tenant.

You discover that when a user account is disabled in Active Directory, the disabled user can still
authenticate to Azure AD for up to 30 minutes.

You need to ensure that when a user account is disabled in Active Directory, the user account is
immediately prevented from authenticating to Azure AD.

Solution: You configure Azure AD Password Protection.
Does this meet the goal?

A. Yes
B. No

Correct Answer: B

QUESTION 23

You have a Microsoft 365 tenant.

The Azure Active Directory (Azure AD) tenant syncs to an on-premises Active Directory domain.

Users connect to the internet by using a hardware firewall at your company. The users
authenticate to the firewall by using their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the
users who access them.

What should you use to gather the information?

A. Application Insights in Azure Monitor

B. access reviews in Azure AD

C. Cloud App Discovery in Microsoft Cloud App Security
D. enterprise applications in Azure AD

Correct Answer: C

QUESTION 24

Note: This question is part of a series of questions that present the same scenario. Each question
in the series contains a unique solution that might meet the stated goals. Some question sets
might have more than one correct solution, while others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these
questions will not appear in the review screen.

You have an Azure Active Directory (Azure AD) tenant that syncs to an Active Directory forest.

You discover that when a user account is disabled in Active Directory, the disabled user can still
authenticate to Azure AD for up to 30 minutes.
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