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A. Microsoft Defender for Endpoint reports the endpoints as compliant. 
B. Microsoft Intune reports the endpoints as compliant. 
C. A new Azure Active Directory (Azure AD) Conditional Access policy is enforced. 
D. The client access tokens are refreshed. 
 
Correct Answer: CD 
 
 
QUESTION 14 
You are designing the encryption standards for data at rest for an Azure resource 
 
You need to provide recommendations to ensure that the data at rest is encrypted by using AES-
256 keys. The solution must support rotating the encryption keys monthly. 
 
Solution: For blob containers in Azure Storage, you recommend encryption that uses Microsoft-
managed keys within an encryption scope. 
 
Does this meet the goal? 
 
A. Yes 
B. No 
 
Correct Answer: B 
 
 
QUESTION 15 
You are creating an application lifecycle management process based on the Microsoft Security 
Development Lifecycle (SDL). 
 
You need to recommend a security standard for onboarding applications to Azure. The standard 
will include recommendations for application design, development, and deployment 
 
What should you include during the application design phase? 
 
A. static application security testing (SAST) by using SonarQube 
B. dynamic application security testing (DAST) by using Veracode 
C. threat modeling by using the Microsoft Threat Modeling Tool 
D. software decomposition by using Microsoft Visual Studio Enterprise 
 
Correct Answer: C 
 
 
QUESTION 16 
You have an Azure subscription that contains several storage accounts. The storage accounts 
are accessed by legacy applications that are authenticated by using access keys. 
 
You need to recommend a solution to prevent new applications from obtaining the access keys of 
the storage accounts. The solution must minimize the impact on the legacy applications. 
 
What should you include in the recommendation? 
 
A. Apply read-only locks on the storage accounts. 
B. Set the AllowSharcdKeyAccess property to false. 
C. Set the AllowBlobPublicAcccss property to false. 
D. Configure automated key rotation. 
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Correct Answer: A 
 
 
QUESTION 17 
Your company has an on-premises network and an Azure subscription. 
 
The company does NOT have a Site-to-Site VPN or an ExpressRoute connection to Azure. 
 
You are designing the security standards for Azure App Service web apps. The web apps will 
access Microsoft SQL Server databases on the network. 
 
You need to recommend security standards that will allow the web apps to access the databases. 
The solution must minimize the number of open internet-accessible endpoints to the on-premises 
network. 
 
What should you include in the recommendation? 
 
A. a private endpoint 
B. hybrid connections 
C. virtual network NAT gateway integration 
D. virtual network integration 
 
Correct Answer: B 
 
 
QUESTION 18 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. You are 
evaluating the Azure Security Benchmark V3 report. 
 
In the Secure management ports controls, you discover that you have 0 out of a potential 8 
points. You need to recommend configurations to increase the score of the Secure management 
ports controls. 
 
Solution: You recommend onboarding all virtual machines to Microsoft Defender for Endpoint. 
 
Does this meet the goal? 
 
A. Yes 
B. No 
 
Correct Answer: B 
 
 
 
 
 
 
QUESTION 19 
You are designing a security strategy for providing access to Azure App Service web apps 
through an Azure Front Door instance. You need to recommend a solution to ensure that the web 
apps only allow access through the Front Door instance. 
 
Solution: You recommend access restrictions based on HTTP headers that have the Front Door 
ID. 
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Does this meet the goal? 
 
A. Yes 
B. No 
 
Correct Answer: A 
 
 
QUESTION 20 
You need to recommend a strategy for routing internet-bound traffic from the landing zones. The 
solution must meet the landing zone requirements. What should you recommend as part of the 
landing zone deployment? 
 
A. service chaining 
B. local network gateways 
C. forced tunneling 
D. a VNet-to-VNet connection 
 
Correct Answer: A 
 
 
QUESTION 21 
You need to design a solution to provide administrators with secure remote access to the virtual 
machines. The solution must meet the following requirements: 
 

Prevent the need to enable ports 3389 and 22 from the internet. 
Only provide permission to connect the virtual machines when required. 
Ensure that administrators use the Azure portal to connect to the virtual machines. 

 
Which two actions should you include in the solution? Each correct answer presents part of the 
solution. 
 
NOTE: Each correct selection is worth one point. 
 
A. Enable Azure Active Directory (Azure AD) Privileged Identity Management (PIM) roles as virtual 

machine contributors. 
B. Configure Azure VPN Gateway. 
C. Enable Just Enough Administration (JEA). 
D. Enable just-in-time (JIT) VM access. 
E. Configure Azure Bastion. 
 
Correct Answer: DE 
 
 
 
 
QUESTION 22 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. You have an 
Amazon Web Services (AWS) implementation. 
 
You plan to extend the Azure security strategy to the AWS implementation. The solution will NOT 
use Azure Arc. Which three services can you use to provide security for the AWS resources? 
Each correct answer presents a complete solution. NOTE: Each correct selection is worth one 
point. 
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A. Azure Active Directory (Azure AD) Privileged Identity Management (PIM) 
B. Azure Active Directory (Azure AD) Conditional Access 
C. Microsoft Defender for servers 
D. Azure Policy 
E. Microsoft Defender for Containers 
 
Correct Answer: BDE 
 
 
QUESTION 23 
Your company has an on-premises network, an Azure subscription, and a Microsoft 365 E5 
subscription. The company uses the following devices: 
 

Computers that run either Windows 10 or Windows 11 
Tablets and phones that run either Android or iOS 

 
You need to recommend a solution to classify and encrypt sensitive Microsoft Office 365 data 
regardless of where the data is stored. What should you include in the recommendation? 
 
A. eDiscovery 
B. retention policies 
C. Compliance Manager 
D. Microsoft Information Protection 
 
Correct Answer: D 
 
 
QUESTION 24 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. 
 
You are evaluating the Azure Security Benchmark V3 report. 
 
In the Secure management ports controls, you discover that you have 0 out of a potential 8 
points. 
 
You need to recommend configurations to increase the score of the Secure management ports 
controls. 
 
Solution: You recommend enabling just-in-time (JIT) VM access on all virtual machines. 
 
Does this meet the goal? 
 
A. Yes 
B. No 
 
Correct Answer: A 
 
 
QUESTION 25 
Your company has devices that run either Windows 10, Windows 11, or Windows Server. 
 
You are in the process of improving the security posture of the devices. 
 
You plan to use security baselines from the Microsoft Security Compliance Toolkit. 
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What should you recommend using to compare the baselines to the current device 
configurations? 
 
A. Microsoft Intune 
B. Policy Analyzer 
C. Local Group Policy Object (LGPO) 
D. Windows Autopilot 
 
Correct Answer: B 
 
 
QUESTION 26 
Note: This question is part of a series of questions that present the same scenario. Each question 
in the series contains a unique solution that might meet the stated goals. Some question sets 
might have more than one correct solution, while others might not have a correct solution. 
 
After you answer a question in this section, you will NOT be able to return to it. As a result, these 
questions will not appear in the review screen. 
 
You have an Azure subscription that has Microsoft Defender for Cloud enabled. 
 
You are evaluating the Azure Security Benchmark V3 report. 
 
In the Secure management ports controls, you discover that you have 0 out of a potential 8 
points. 
 
You need to recommend configurations to increase the score of the Secure management ports 
controls. 
 
Solution: You recommend enabling the VMAccess extension on all virtual machines. 
 
Does this meet the goal? 
 
A. Yes 
B. No 
 
Correct Answer: B 
 
 
QUESTION 27 
You have a Microsoft 365 E5 subscription. You need to recommend a solution to add a 
watermark to email attachments that contain sensitive data. What should you include in the 
recommendation? 
 
A. Microsoft Defender for Cloud Apps 
B. insider risk management 
C. Microsoft Information Protection 
D. Azure Purview 
 
Correct Answer: C 
 
 
QUESTION 28 
You have Windows 11 devices and Microsoft 365 E5 licenses. You need to recommend a 
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