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A. Configure Amazon CloudWatch Application Insights to create AWS Systems Manager Opsltems 

when RDP or SSH access is detected. 
B. Configure the EC2 instances with an IAM instance profile that has an IAM role with the 

AmazonSSMManagedlnstanceCore policy attached. 
C. Publish VPC flow logs to Amazon CloudWatch Logs. Create required metric filters. Create an 

Amazon CloudWatch metric alarm with a notification action for when the alarm is in the ALARM 
state. 

D. Configure an Amazon EventBridge (Amazon CloudWatch Events) rule to listen for events of type 
EC2 Instance State-change Notification. Configure an Amazon Simple Notification Service 
(Amazon SNS) topic as a target. Subscribe the operations team to the topic. 

 
Correct Answer: D 
 
 
QUESTION 321 
A company wants to migrate its 1 PB on-premises image repository to AWS. The images will be 
used by a serverless web application. Images stored in the repository are rarely accessed, but 
they must be immediately available Additionally, the images must be encrypted at rest and 
protected from accidental deletion. Which solution meets these requirements? 
 
A. Implement client-side encryption and store the images in an Amazon S3 Glacier vault. Set a vault 

lock to prevent accidental deletion. 
B. Store the images in an Amazon S3 bucket in the S3 Standard-Infrequent Access (S3 Standard-IA) 

storage class. Enable versioning default encryption and MFA Delete on the S3 bucket. 
C. Store the images in an Amazon FSx for Windows File Server file share. Configure the Amazon 

FSx file share to use an AWS Key Management Service (AWS KMS) customer master key (CMK) 
to encrypt the images in the file share. Use NTFS permission sets on the images to prevent 
accidental deletion. 

D. Store the images in an Amazon Elastic File System (Amazon EFS) file share in the Infrequent 
Access storage class. Configure the EFS file share to use an AWS Key Management Service 
(AWS KMS) customer master key (CMK) to encrypt the images in the file share. Use NFS 
permission sets on the images to prevent accidental deletion. 

 
Correct Answer: B 
 
 
 
 
QUESTION 322 
A company is running a database on Amazon Aurora. The database is idle every evening. An 
application that performs extensive reads on the database experiences performance issues 
during morning hours when user traffic spikes. During these peak penods, the application 
receives timeout errors when reading from the database. The company does not have a 
dedicated operations team and needs an automated solution to address the performance issues. 
Which actions should a solutions architect take to automatically adjust to the increased read load 
on the database? (Select TWO ) 
 
A. Migrate the database to Aurora Serverless. 
B. Increase the instance size of the Aurora database. 
C. Configure Aurora Auto Scaling with Aurora Replicas. 
D. Migrate the database to an Aurora multi-master cluster. 
E. Migrate the database to an Amazon RDS for MySQL Multi-AZ deployment. 
 
Correct Answer: AC 
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QUESTION 323 
A trucking company is deploying an application that will track the GPS coordinates of all the 
company's trucks. The company needs a solution that will generate real-time statistics based on 
metadata lookups with high read throughput and microsecond latency. The database must be 
fault tolerant and must minimize operational overhead and development effort. Which 
combination of steps should a solutions architect take to meet these requirements? (Select 
TWO.) 
 
A. Use Amazon DynamoDB as the database. 
B. Use Amazon Aurora MySQL as the database. 
C. Use Amazon RDS for MySQL as the database. 
D. Use Amazon ElastiCache as the caching layer. 
E. Use Amazon DynamoDB Accelerator (DAX) as the caching layer. 
 
Correct Answer: AE 
 
 
QUESTION 324 
A company runs an infrastructure monitoring service. The company is building a new feature that 
will enable the service to monitor data in customer AWS accounts. The new feature will call AWS 
APIs m customer accounts to describe Amazon EC2 instances and read Amazon CloudWatch 
metrics. What should the company do to obtain access to customer accounts in the MOST secure 
way? 
 
A. Ensure that the customers create an IAM role in their account with read-only EC2 and 

CloudWatch permissions and a trust policy to the company's account. 
B. Create a serverless API that implements a token vending machine to provide temporary AWS 

credentials for a role with read-only EC2 and CloudWatch permissions. 
C. Ensure that the customers create an IAM user m their account with read-only EC2 and 

CloudWatch permissions. Encrypt and store customer access and secret keys in a secrets 
management system. 

D. Ensure that the customers create an Amazon Cognito user in their account to use an IAM role 
with read-only EC2 and CloudWatch permissions. Encrypt and store the Amazon Cognito user 
and password in a secrets management system. 

 
Correct Answer: A 
QUESTION 325 
A company has a dynamic web application hosted on two Amazon EC2 instances The company 
has its own SSL certificate which is on each instance to perform SSL termination. There has been 
an increase in traffic recently, and the operations team determined that SSL encryption and 
decryption is causing the compute capacity of the web servers to reach their maximum limit. What 
should a solutions architect do to increase the application's performance^ 
 
A. Create a new SSL certificate using AWS Certificate Manager (ACM) install the ACM certificate on 

each instance. 
B. Create an Amazon S3 bucket Migrate the SSL certificate to the S3 bucket. Configure the EC2 

instances to reference the bucket for SSL termination. 
C. Create another EC2 instance as a proxy server. Migrate the SSL certificate to the new instance 

and configure it to direct connections to the existing EC2 instances. 
D. Import the SSL certificate into AWS Certificate Manager (ACM). Create an Application Load 

Balancer with an HTTPS listener that uses the SSL certificate from ACM. 
 
Correct Answer: D 
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QUESTION 326 
A company runs a shopping application lhat uses Amazon DynamoDB to store customer 
information. In case of data corruption, a solutions architect needs to design a solution that meets 
a recovery point objective (RPO) of 15 minutes and a recovery time objective (RTO> of 1 hour. 
What should the solutions architect recommend to meet these requirements? 
 
A. Configure DynamoDB global tables. For RPO recovery, point the application to a different AWS 

Region. 
B. Configure DynamoDB point-in-time recovery. For RPO recovery, restore to the desired point in 

time. 
C. Export the DynamoDB data to Amazon S3 Glacier on a daily basis. For RPO recovery, import the 

data from S3 Glacier to DynamoDB. 
D. Schedule Amazon Elastic Block Store (Amazon EBS) snapshots for the DynamoDB table every 

15 minutes. For RPO recovery, restore the DynamoDB table by using the EBS snapshot. 
 
Correct Answer: D 
 
 
QUESTION 327 
A company built an application with Docker containers and needs to run the application in the 
AWS Cloud. The company wants to use a managed service to host the application. The solution 
must scale in and out appropriately according to demand on the individual container services. 
The solution also must not result in additional operational overhead or infrastructure to manage. 
Which solutions will meet these requirements? (Select TWO.) 
 
A. Use Amazon Elastic Container Service (Amazon ECS) with AWS Fargate. 
B. Use Amazon Elastic Kubernetes Service (Amazon EKS) with AWS Fargate. 
C. Provision an Amazon API Gateway API. Connect the API to AWS Lambda to run the containers. 
D. Use Amazon Elastic Container Service (Amazon ECS) with Amazon EC2 worker nodes. 
E. Use Amazon Elastic Kubernetes Service (Amazon EKS) with Amazon EC2 worker nodes. 
 
Correct Answer: AB 
 
 
 
QUESTION 328 
A company runs a public three-Tier web application in a VPC. The application runs on Amazon 
EC2 instances across multiple Availability Zones. The EC2 instances that run in private subnets 
need to communicate with a license server over the internet. The company needs a managed 
solution that minimizes operational maintenance. Which solution meets these requirements? 
 
A. Provision a NAT instance in a public subnet Modify each private subnet's route table with a default 

route that points to the NAT instance. 
B. Provision a NAT instance in a private subnet Modify each private subnet's route table with a 

default route that points to the NAT instance. 
C. Provision a NAT gateway in a public subnet Modify each private subnet's route table with a default 

route that points to the NAT gateway. 
D. Provision a NAT gateway in a private subnet Modify each private subnet's route table with a 

default route that points to the NAT gateway. 
 
Correct Answer: C 
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QUESTION 329 
A company has a serverless website with millions of objects in an Amazon S3 bucket. The 
company uses tie S3 bucket as the origin tor an Amazon CloudFront distribution. The company 
did not set encryption on the S3 bucket before the objects were loaded. A solutions architect 
needs to enable encryption for all existing objects and for all objects that are added to the S3 
bucket in the future. Which solution will meet these requirements with the LEAST amount of 
effort? 
 
A. Create a new S3 bucket Turn on the default encryption settings for the new S3 bucket. Download 

all existing objects to temporary local storage. Upload the objects to the new S3 bucket. 
B. Turn on the default encryption settings for the S3 bucket. Use the S3 Inventory feature to create a 

csv file that lists the unencrypted objects. Run an S3 Batch Operations job that uses the copy 
command to encrypt those objects. 

C. Create a new encryption key by using AWS Key Management Service (AWS KMS). Change the 
settings on the S3 bucket to use server-side encryption with AWS KMS managed encryption keys 
(SSE-KMS). Turn on versioning for the S3 bucket. 

D. Navigate to Amazon S3 in the AWS Management Console Browse the S3 bucket's objects Sort by 
the encryption field. Select each unencrypted object. Use the Modify button to apply default 
encryption settings to every unencrypted object in the S3 bucket. 

 
Correct Answer: C 
 
 
QUESTION 330 
A company is planning to use Amazon S3 to store images uploaded by its users. The images 
must be encrypted at rest in Amazon S3. The company does not want to spend time managing 
and rotating the keys, but it does want to control who can access those keys. What should a 
solutions architect use to accomplish this? 
 
A. Server-Side Encryption with keys stored in an S3 bucket 
B. Server-Side Encryption with Customer-Provided Keys (SSE-C) 
C. Server-Side Encryption with Amazon S3-Managed Keys (SSE-S3) 
D. Server-Side Encryption with AWS KMS-Managed Keys (SSE-KMS) 
 
Correct Answer: D 
 
QUESTION 331 
A company hosts a web application on multiple Amazon EC2 instances. The EC2 instances are 
in an Auto Scaling group that scales in response to user demand. The company wants to 
optimize cost savings without making a long-term commitment. Which EC2 instance purchasing 
option should a solutions architect recommend to meet these requirements? 
 
A. Dedicated Instances only 
B. On-Demand Instances only 
C. A mix of On-Demand instances and Spot Instances 
D. A mix of On-Demand instances and Reserved instances 
 
Correct Answer: A 
 
 
QUESTION 332 
A company is planning to host its compute-intensive applications on Amazon EC2 instances. The 
majority of the network traffic will be between these applications. The company needs a solution 
that minimizes latency and maximizes network throughput. The underlying hardware for the EC2 
instances must not be shared with any other company. Which solution will meet these 
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requirements? 
 
A. Launch EC2 instances as Dedicated Hosts in a cluster placement group 
B. Launch EC2 instances as Dedicated Hosts in a partition placement group 
C. Launch EC2 instances as Dedicated Instances in a cluster placement group 
D. Launch EC2 instances as Dedicated Instances in a partition placement group 
 
Correct Answer: A 
 
 
QUESTION 333 
A company has a financial application that produces reports. The reports average 50 KB in size 
and are stored in Amazon S3. The reports are frequently accessed during the first week after 
production and must be stored for several years. The reports must be retrievable within 6 hours. 
Which solution meets these requirements MOST cost-effectively1? 
 
A. Use S3 Standard. Use an S3 Lifecycle rule to transition the reports to S3 Glacier after 7 days. 
B. Use S3 Standard. Use an S3 Lifecycle rule to transition the reports to S3 Standard-Infrequent 

Access (S3 Standard-IA) after 7 days. 
C. Use S3 Intelligent-Tiering. Configure S3 Intelligent-Tiering to transition the reports to S3 Standard-

Infrequent Access (S3 Standard-IA) and S3 Glacier. 
D. Use S3 Standard. Use an S3 Lifecycle rule to transition the reports to S3 Glacier Deep Archive 

after 7 days. 
 
Correct Answer: D 
 
 
QUESTION 334 
A company needs to build a reporting solution on AWS. The solution must support SQL queries 
that data analysts run on the data. The data analysts will run lower than 10 total queries each 
day. The company generates 3 GB of new data daily in an on-premises relational database. This 
data needs to be transferred to AWS to perform reporting tasks. What should a solutions architect 
recommend to meet these requirements at the LOWEST cost? 
 
A. Use AWS Database Migration Service (AWS DMS) to replicate the data from the on-premises 

database into Amazon S3. Use Amazon Athena to query the data. 
B. Use an Amazon Kinesis Data Firehose delivery stream to deliver the data into an Amazon 

Elasticsearch Service (Amazon ES) cluster Run the queries in Amazon ES. 
C. Export a daily copy of the data from the on-premises database. Use an AWS Storage Gateway file 

gateway to store and copy the export into Amazon S3. Use an Amazon EMR cluster to query the 
data. 

D. Use AWS Database Migration Service (AWS DMS) to replicate the data from the on-premises 
database and load it into an Amazon Redshift cluster. Use the Amazon Redshift cluster to query 
the data. 

 
Correct Answer: A 
 
 
QUESTION 335 
A company has several web servers that need to frequently access a common Amazon RDS 
MySQL Multi-AZ DB instance. The company wants a secure method for the web servers to 
connect to the database while meeting a security requirement to rotate user credentials 
frequently. Which solution meets these requirements? 
 
A. Store the database user credentials in AWS Secrets Manager. Grant the necessary IAM 

http://www.ensurepass.com/SAA-C02.html
http://www.ensurepass.com/SAA-C02.html
http://www.ensurepass.com/SAA-C02.html

