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incorrectly. 
 
Correct Answer: BE 
 
 
 
 
QUESTION 264 
A company uses a combination of Amazon EC2 instances and AWS Fargate tasks to process 
daily transactions. The company faces unpredictable and sudden increases in transaction 
volume. The company needs a solution that will process the transactions immediately. Which 
solution meets these requirement MOST cost-effectively? 
 
A. Purchase a Compute Savings Plan 
B. Purchase an EC2 Instance Savings Plan. 
C. Purchase Reserved Instances tor existing EC2 workloads. 
D. Use Spot Instances for existing EC2 workloads. 
E. Use Far gale Spot capacity for the tasks. 
 
Correct Answer: B 
 
 
QUESTION 265 
A company uses Amazon S3 to store its confidential audit documents. The S3 bucket uses 
bucket policies to restrict access to audit team IAM user credentials according to the principle of 
least privilege. Company managers are wonted about accidental deletion of documents in the S3 
bucket and want a more secure solution. What should a solutions architect do to secure the audit 
documents? 
 
A. Enable the versioning and MFA Delete features on the S3 bucket. 
B. Enable multi-factor authentication (UFA) on the IAM user credentials for each audit team IAM user 

account. 
C. Add an S3 Lifecycle policy to the audit team's IAM user accounts to deny the s3 DekaeObject 

action during audit dates. 
D. Use AWS Key Management Service (AWS KMS) to encrypt the S3 bucket and restrict audit learn 

IAM user accounts from accessing the KMS key. 
 
Correct Answer: A 
 
 
QUESTION 266 
An application hosted on AWS is experiencing performance problems, and the application vendor 
wants to perform an analysis of the log file to troubleshoot further. The log file is stored on 
Amazon S3 and is 10GB in size. The application owner will make the log file available to the 
vendor for a limited time. Whit it the MOST secure way to do this? 
 
A. Enable public read on the S3 object and provide the link to the vendor. 
B. Upload the lie to Amazon WorkDocs and share the public link with the vendor. 
C. Generate a presigned URL and have the vendor download the log Me before it expiree. 
D. Create an LAM user for the vendor to provide access to the S3 bucket and tie application. Enforce 

multifactor authentication. 
 
Correct Answer: C 
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QUESTION 267 
A company designed a stateless two-tier application that uses Amazon EC2 in a single 
Availability Zone and an Amazon RDS Multi-AZ DB instance. New company management wants 
to ensure the application is highly available. What should a solutions architect do to meet this 
requirement? 
 
A. Configure the application to use Multi-AZ EC2 Auto Scaling and create an Application Load 

Balancer. 
B. Configure the application to take snapshots of the EC2 instances and send them to a different 

AWS Regan. 
C. Configure the application to use Amazon Route 53 latency-based routing to feed requests to the 

application. 
D. Configure Amazon Route S3 rules to handle incoming requests and create a Multi-AZ Application 

Load Balancer. 
 
Correct Answer: A 
 
 
QUESTION 268 
A company develops web applications. As part of its development process, the company 
constantly launches and deletes Application Load Balancers (ALBs) in multiple AWS Regions. 
The company wants to create an allow list on its firewall device. The allow list will contain the IP 
addresses of an the load balancers. A solutions architect needs a one-line, highly available 
solution that will accomplish that goal and will help reduce the number of IP addresses that the 
firewall needs to allow. Which solution will meet these requirements with the LEAST amount of 
operational overhead? 
 
A. Create an AWS Lambda function to keep track of the IP addressee tor al the ALBs in different 

Regions. Keep refreshing this list. 
B. Set up a Network Load Balancer (NLB) with Elastic IP addresses Register the private IP 

addresses of all the ALBs as targets for the NLB. 
C. Launch AWS Global Accelerator Create endpoints for each of the Regions that are m use. 

Register all the ALBs in the Regions to the corresponding endpoints. 
D. Set up an Amazon EC2 Instance Assign an Elastic IP address to the EC2 instance. Configure the 

EC2 instance as a proxy to forward traffic to all the ALBs. 
 
Correct Answer: C 
 
 
QUESTION 269 
A company is using a VPC peering strategy to connect its VPCs in a single Region to allow for 
cross-communication. A recent increase in account creations and VPCs has made it difficult to 
maintain the VPC peering strategy, and the company expects to grow to hundreds of VPCs. 
There are also new requests to create site-to-site VPNs some of the VPCs. A solution architect 
has been tasked with creating a centrally managed networking setup for multiple account, VPCs 
and VPNs. Which networking solution these requirements? 
 
A. Configure shared VPCs and VPNs and share to each other. 
B. Configure a hub-and-spoke VPC and route all traffic through VPC peering. 
C. Configure an AWS Direct Connect connection between al VPCs and VPNs. 
D. Configure a transit gateway with Transit Gateway and connect all VPCs and VPNs. 
 
Correct Answer: D 
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QUESTION 270 
A business application is hosted on Amazon EC2 and uses Amazon S3 for encrypted object 
storage. The chief information security officer has directed that no application traffic between the 
two services should traverse the public internet. Which capability should the solutions architect 
use to meet the compliance requirements? 
A. AW3 Key Management Service (AWS KMS) 
B. VPC endpoint 
C. Private subnet 
D. Virtual private gateway 
 
Correct Answer: B 
 
 
QUESTION 271 
A company is running several business applications in three separate VPCs within the us-east-1 
Region. The applications must be able to communicate between VPCs. The applications also 
must be able to consistently send hundreds of gigabytes of data each day to a latency-sensitive 
application that runs in a single on-premises data center. A solutions architect needs to design a 
network connectivity solution that maximizes cost-effectiveness. Which solution meets these 
requirements? 
 
A. Configure three AWS Site-to-Site VPN connections from the data center to AWS. Establish 

connectivity by configuring one VPN connection for each VPC. 
B. Launch a third-party virtual network appliance in each VPC. Establish an IPsec VPN tunnel 

between the data center and each virtual appliance. 
C. Set up three AWS Direct Connect connections from the data center to a Direct Connect gateway 

In us-easl-1. Establish connectivity by configuring each VPC to use one of the Direct Connect 
connections. 

D. Set up one AWS Direct Connect connection from the data center lo AWS Create a transit 
gateway, and attach each VPC to the transit gateway. Establish connectivity between the Direct 
Connect connection and the transit gateway. 

 
Correct Answer: C 
 
 
QUESTION 272 
A company is using a VPC that is provisioned with a 10.10.1.0/24 CIDR block. Because of 
continued growth IP address space in this block might be depleted soon. A solutions architect 
must add more IP address capacity to the VPC. Which solution will meet these requirements with 
the LEAST operational overhead? 
 
A. Create a new VPC Associate a larger CIDR block 
B. Add a secondary CIDR block of 10 10 2 0/24 to the VPC 
C. Resize the existing VPC CIDR block from 10 10 1.0/24 to 10 10.1.0 
D. Establish VPC peering with a new VPC that has a CIDR block of 10.10 1.0/16 
 
Correct Answer: B 
 
 
QUESTION 273 
A company requires that all version of object in its Amazon S3 bucket be retained. Current object 
versions will be frequently accessed during the first 30 days, after which they will be rarely 
accessed and must be retrievable within 5 minutes. Previous object versions need to be kept 
forever, will be rarely accessed, and can be retrieved within 1 week. All store solutions must be 
highly available and highly durable. What should a solutions architect recommend to meet these 
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requirements in the MOST costs-effective manner? 
 
A. Create an S3 lifecycle policy tor the bucket that moves current object versions from S3 Standard 

storage to S3 Glacier after 30 days and moves previous object versions to S3 Glacier after 1 day. 
B. Create an S3 lifecycle policy for the bucket that moves current object versions from S3 Standard 

storage to S3 Glacier after 30 days and moves previous object versions to S3 Glacier Deep 
Archive after 1 day. 

C. Create an S3 lifecycle policy for the bucket that moves current object versions from S3 Standard 
storage to S3 standard-infrequent Access (S3 Standard-IA) after 30 days and moves previous 
object versions to S3 Glacier Deep Archive after 1 day. 

D. Create an S3 lifecycle policy for the bucket that moves current object versions from S3 Standard 
storage to S3 One Zone-Infrequent Access (S3 One Zone-IA) after 30 days and moves previous 
object versions to S3 Glacier Deep Archive after 1 day. 

 
Correct Answer: B 
 
 
QUESTION 274 
A company wants to move a multi-tiered application from on premises to the AWS Cloud to 
improve the application's performance. The application consists of application tiers that 
communicate with each other by way of. Which solution moots these and is the MOST 
operationally efficient? 
 
A. Use Amazon API Gateway and direct transactions to the AWS Lambda functions as the 

application layer. Use Amazon Simple Queue Service (Amazon SOS) as the communication layer 
between application services. 

B. Use Amazon CloudWatch metrics to analyze the application performance history to determine the 
servers' peak utilization during the performance failures Increase the size or the application 
servers Amazon EC2 instance to meet the peak requirements. 

C. Use Amazon Simple Notification Service (Amazon SNS) to handle the messaging between 
application servers running on Amazon EC2. In an Auto Scaling group Use Amazon CloudWatch 
to monitor the SNS queue length and scale up and down as required. 

D. Use Amazon Simple Queue Service (Amazon SOS) to handle the messaging between application 
servers running on Amazon EC2. In an Auto Seeing group Use Amazon CloudWatch to monitor 
the SOS queue length and scale up when communication failures are detected. 

 
Correct Answer: D 
 
 
QUESTION 275 
A company has a mutt-tier application deployed on several Amazon EC2 instances m an Auto 
Scaling group. An Amazon RDS for Oracle instance is the application's data layer that uses 
Oracle-specific PL/SQL functions. Traffic to the application has been steadily Increasing. This is 
causing the EC2 instances to become overloaded and the RDS instance to run out of storage. 
The Auto Scaling group does not have any scaling metrics and defines the minimum healthy 
instance count only. The company predicts that traffic will continue to increase at a steady but 
unpredictable rate before levelling off. What should a solutions architect do to ensure the system 
can automatically scale for the increased traffic? (Select TWO.) 
 
A. Configure storage Auto Scaling on the RDS for Oracle Instance. 
B. Migrate the database to Amazon Aurora to use Auto Scaling storage. 
C. Configure an alarm on the RDS for Oracle Instance for low free storage space. 
D. Configure the Auto Scaling group to use the average CPU as the scaling metric. 
E. Configure the Auto Scaling group to use the average free memory as the seeing metric. 
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Correct Answer: AC 
 
 
QUESTION 276 
A marketing company is storing CSV files in an Amazon S3 bucket for statistical analysis. An 
application on an Amazon EC2 instance needs permission to efficiently process the CSV data 
stored in the S3 bucket. 
 
A. Attach a resource-based policy lo the S3 bucket 
B. Create an IAM user for the application with specific permissions to the S3 bucket 
C. Associate an IAM role with least privilege permissions lo the EC2 instance profile 
D. Store AWS a credential directly on the EC2 instance for applications on the instance to use for 

API calls 
 
Correct Answer: C 
 
 
QUESTION 277 
A company runs a fleet of web servers using an Amazon RDS for PostgreSQL DB instance. After 
a routine compliance check, the company sets a standard that requires a recovery pant objective 
(RPO) of less than 1 second for all its production databases. Which solution meets these 
requirement? 
 
A. Enable a Multi-AZ deployment for the DB Instance. 
B. Enable auto scaling for the OB instance m one Availability Zone. 
C. Configure the 06 instance in one Availability Zone and create multiple read replicas in a separate 

Availability Zone. 
D. Configure the 06 instance m one Availability Zone, and configure AWS Database Migration 

Service (AWS DMS) change data capture (CDC) lacks. 
 
Correct Answer: A 
 
 
QUESTION 278 
A company runs an application In a branch office within a small data closet with no vitalized 
compute resources. The application data is stored on an NFS volume Compliance standards 
require a daily offsite backup of the NFS volume. Which solution meets these requirements? 
 
A. Install an AWS Storage Gateway fie gateway on premises to replicate the data to Amazon S3. 
B. Install an AWS Storage Gateway fie gateway hardware appliance on premises to replicate the 

data to Amazon S3. 
C. Install an AWS Storage Gateway volume gateway with stored volumes on premises to replicate 

the data to Amazon S3 
D. Install an AWS Storage Gateway volume gateway with cached volumes on premises to replicate 

the data to Amazon S3. 
 
Correct Answer: B 
 
 
QUESTION 279 
A company plant to host a survey website on AWS The company anticipates an unpredictable 
amount of traffic This traffic results m asynchronous updates to the database. The company 
wants to ensure mat writes to the database hosted on AWS do not gel dropped. How should the 
company write its application to hand to these database requests? 
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