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company wants to consolidate contracts, reduce latency for users, and reduce costs related to 
serving the application to subscribers. Which solution meets these requirements? 
 
A. Create a web distribution on Amazon CloudFront to serve the S3 content for the application. 

Create a CNAME record in a Route 53 hosted zone that points to the CloudFront distribution, 
resolving to the application's URL domain name. 

B. Create a web distribution on Amazon CloudFront to serve the S3 content for the application. 
Create an ALIAS record in the Amazon Route 53 hosted zone that points to the CloudFront 
distribution, resolving to the application's URL domain name. 

C. Create an A record in a Route 53 hosted zone for the application. Create a Route 53 traffic policy 
for the web application, and configure a geolocation rule. Configure health checks to check the 
health of the endpoint and route DNS queries to other endpoints if an endpoint is unhealthy. 

D. Create an A record in a Route 53 hosted zone for the application. Create a Route 53 traffic policy 
for the web application, and configure a geoproximity rule. Configure health checks to check the 
health of the endpoint and route DNS queries to other endpoints if an endpoint is unhealthy 

 
Correct Answer: B 
 
 
 
 
QUESTION 88 
A company recently implemented hybrid cloud connectivity using AWS Direct Connect and is 
migrating data to Amazon S3. The company is looking for a fully managed solution that will 
automate and accelerate the replication of data between the on-premises storage systems and 
AWS storage services. Which solution should a solutions architect recommend to keep the data 
private? 
 
A. Deploy an AWS DataSync agent for the on-premises environment Configure a sync job to 

replicate the data and connect it with an AWS service endpoint. 
B. Deploy an AWS DataSync agent for the on-premises environment. Schedule a batch job to 

replicate point-in-time snapshots to AWS. 
C. Deploy an AWS Storage Gateway volume gateway for the on-premises environment. Configure it 

to store data locally, and asynchronously back up point-in-time snapshots to AWS. 
D. Deploy an AWS Storage Gateway file gateway for the on-premises environment. Configure it to 

store data locally, and asynchronously back up point-m-time snapshots to AWS. 
 
Correct Answer: A 
 
 
QUESTION 89 
A development team needs to host a website that will be accessed by other teams. The website 
contents consist of HTML. CSS, client-side JavaScript, and images. Which method is the MOST 
cost-effective for hosting the website? 
 
A. Containerize the website and host it in AWS Fargate. 
B. Create an Amazon S3 bucket and host the website there. 
C. Deploy a web server on an Amazon EC2 instance to host the website. 
D. Configure an Application Loa d Balancer with an AWS Lambda target that uses the Express js 

framework. 
 
Correct Answer: B 
 
 
QUESTION 90 
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A solutions architect must provide a fully managed replacement for an on-premises solution that 
allows employees and partners to exchange files. The solution must be easily accessible to 
employees connecting from on-premises systems, remote employees, and external partners. 
Which solution meets these requirements? 
 
A. Use AWS Transfer for SFTP to transfer files into and out of Amazon S3. 
B. Use AWS Snowball Edge for local storage and large-scale data transfers. 
C. Use Amazon FSx to store and transfer files to make them available remotely. 
D. Use AWS Storage Gateway to create a volume gateway to store and transfer files to Amazon S3. 
 
Correct Answer: A 
 
 
QUESTION 91 
A company's security team requests that network traffic be captured in VPC Flow Logs. The logs 
will be frequently accessed for 90 days and then accessed intermittently. What should a solutions 
architect do to meet these requirements when configuring the logs? 
 
A. Use Amazon CloudWatch as the target. Set the CloudWatch log group with an expiration of 90 

days. 
B. Use Amazon Kinesis as the target. Configure the Kinesis stream to always retain the logs for 90 

days. 
C. Use AWS CloudTrail as the target. Configure CloudTrail to save to an Amazon S3 bucket, and 

enable S3 Intelligent-Tiering. 
D. Use Amazon S3 as the target. Enable an S3 Lifecycle policy to transition the logs to S3 Standard-

Infrequent Access (S3 Standard-IA) after 90 days. 
 
Correct Answer: A 
 
 
QUESTION 92 
A healthcare computer stores highly sensitive records. Compliance requires that multiple copies 
be stored in different locations. Each record must be stored for 7 years. The company has a 
service level agreement (SLA) to provide records to government agencies immediately for the 
first 30 days and thin within 4 hours of a request thereafter. What should a solutions architect 
recommend? 
 
A. Use Amazon S3 with cross-region replication enabled. After 30 days. Transition the data to 

Amazon S3 Glacier using lifecycle policy. 
B. Use Amazon S3 with cross-origin resource sharing (CCRS) enabled. After 30 days. Transition on 

the data to Amazon S3 Glacier using a lifecycle policy. 
C. Use Amazon S3 with cross-origin replication enabled. After 30 days, transition the data to Amazon 

S3 Glacier Deep Archive a lifecycle policy. 
D. Use Amazon S3 with cross-origin resource sharing (CCRS) enabled. After 30 days, transition on 

the data to Amazon S3 Glacier Deep Archive using a lifecycle policy. 
 
Correct Answer: C 
 
 
QUESTION 93 
A company is implementing new data retention policies for all databases that run on Amazon 
RDS DB instances. The company must retain daily backups for a minimum period of 2 years. The 
backups must be consistent and restorable. Which solution should a solutions architect 
recommend to meet these requirements? 
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A. Create a backup vault in AWS Backup to retain RDS backups. Create a new backup plan with a 
daily schedule and an expiration period of 2 years after creation. Assign the RDS DB instances to 
the backup plan. 

B. Configure a backup window for the RDS DB Instances for daily snapshots. Assign a snapshot 
retention policy of 2 years to each RDS DB instance. Use Amazon Data Lifecycle Manager 
(Amazon DLM) to schedule snapshot deletions. 

C. Configure database transaction logs to be automatically backed up to Amazon CloudWatch Logs 
with an expiration period of 2 years. 

D. Configure an AWS Database Migration Service (AWS DMS) replication task. Deploy a replication 
instance, and configure a change data capture (CDC) task to stream database changes to 
Amazon S3 as the target. Configure S3 Lifecycle policies to delete the snapshots after 2 years. 

 
Correct Answer: A 
 
 
 
 
 
 
QUESTION 94 
A company is using AWS Key Management Service (AWS KMS) customer master keys (CMKs) 
to encrypt AWS Lambda environment variables. A solutions architect needs to ensure that the 
required permissions are in place to decrypt and use the environment variables. Which steps 
must the solutions architect take to implement the correct permissions? (Select TWO.) 
 
A. Add AWS KMS permissions in the Lambda resource policy. 
B. Add AWS KMS permissions in the Lambda execution role. 
C. Add AWS KMS permissions in the Lambda function policy. 
D. Allow the Lambda execution role in the AWS KMS key policy. 
E. Allow the Lambda resource policy in the AWS KMS key policy. 
 
Correct Answer: BC 
 
 
QUESTION 95 
A company has an application that collects data from loT sensors on automobiles. The data is 
streamed and stored in Amazon S3 through Amazon Kinesis Date Firehose The data produces 
trillions of S3 objects each year. Each morning, the company uses the data from the previous 30 
days to retrain a suite of machine learning (ML) models. Four times each year, the company uses 
the data from the previous 12 months to perform analysis and train other ML models The data 
must be available with minimal delay for up to 1 year. After 1 year, the data must be retained for 
archival purposes. Which storage solution meets these requirements MOST cost-effectively? 
 
A. Use the S3 Intelligent-Tiering storage class. Create an S3 Lifecycle policy to transition objects to 

S3 Glacier Deep Archive after 1 year. 
B. Use the S3 Intelligent-Tiering storage class. Configure S3 Intelligent-Tiering to automatically move 

objects to S3 Glacier Deep Archive after 1 year. 
C. Use the S3 Standard-Infrequent Access (S3 Standard-IA) storage class. Create an S3 Lifecycle 

policy to transition objects to S3 Glacier Deep Archive after 1 year. 
D. Use the S3 Standard storage class. Create an S3 Lifecycle policy to transition objects to S3 

Standard-Infrequent Access (S3 Standard-IA) after 30 days, and then to S3 Glacier Deep Archive 
after 1 year. 

 
Correct Answer: B 
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QUESTION 96 
A company wants to run an in-memory database for a latency-sensitive application that runs on 
Amazon EC2 instances. The application processes more than 100,000 transactions each minute 
and requires high network throughput. A solutions architect needs to provide a cost-effective 
network design that minimizes data transfer charges. Which solution meets these requirements? 
 
A. Launch all EC2 instances in the same Availability Zone within the same AWS Region. Specify a 

placement group with cluster strategy when launching EC2 instances. 
B. Launch all EC2 instances in different Availability Zones within the same AWS Region. Specify a 

placement group with partition strategy when launching EC2 instances. 
C. Deploy an Auto Scaling group to launch EC2 instances in different Availability Zones based on a 

network utilization target. 
D. Deploy an Auto Scaling group with a step scaling policy to launch EC2 instances in different 

Availability Zones. 
 
Correct Answer: A 
 
QUESTION 97 
A company is running an application on Amazon EC2 instances. Traffic to the workload increases 
substantially during business hours and decreases afterward. The CPU utilization of an EC2 
instance is a strong indicator of end-user demand on the application. The company has 
configured an Auto Scaling group to have a minimum group size of 2 EC2 instances and a 
maximum group size of 10 EC2 instances. The company is concerned that the current scaling 
policy that is associated with the Auto Scaling group might not be correct. The company must 
avoid over-provisioning EC2 instances and incurring unnecessary costs. What should a solutions 
architect recommend to meet these requirements? 
 
A. Configure Amazon EC2 Auto Scaling to use a scheduled scaling plan and launch an additional 8 

EC2 instances during business hours. 
B. Configure AWS Auto Scaling to use a scaling plan that enables predictive scaling. Configure 

predictive scaling with a scaling mode of forecast and scale, and to enforce the maximum capacity 
setting during scaling. 

C. Configure a step scaling policy to add 4 EC2 instances at 50% CPU utilization and add another 4 
EC2 instances at 90% CPU utilization. Configure scale-in policies to perform the reverse and 
remove EC2 instances based on the two values. 

D. Configure AWS Auto Scaling to have a desired capacity of 5 EC2 instances, and disable any 
existing scaling policies. Monitor the CPU utilization metric for 1 week. Then create dynamic 
scaling policies that are based on the observed values. 

 
Correct Answer: B 
 
 
QUESTION 98 
A company has an application that uses Amazon Elastic File System (Amazon EFS) to store 
data. The files are 1 GB in size or larger and are accessed often only for the first few days after 
creation. The application data is shared across a cluster of Linux servers. The company wants to 
reduce storage costs for the application. What should a solutions architect do to meet these 
requirements? 
 
A. Implement Amazon FSx and mount the network drive on each server. 
B. Move the files from Amazon EFS and store them locally on each Amazon EC2 instance. 
C. Configure a lifecycle policy to move the files to the EFS Infrequent Access (IA) storage class after 

7 days. 
D. Move the files to Amazon S3 with S3 Lifecycle policies enabled. Rewrite the application to support 
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mounting the S3 bucket. 
 
Correct Answer: C 
 
 
QUESTION 99 
A solutions architect is designing a security solution for a company that wants to provide 
developers with individual AWS accounts through AWS Organizations, while also maintaining 
standard security controls. Because the individual developers will have AWS account root user-
level access to their own accounts, the solutions architect wants to ensure that the mandatory 
AWS CloudTrail configuration that is applied to new developer accounts is not modified. Which 
action meets these requirements? 
 
A. Create an IAM policy that prohibits changes to CloudTrail, and attach it to the root user. 
B. Create a new trail in CloudTrail from within the developer accounts with the organization trails 

option enabled. 
C. Create a service control policy (SCP) the prohibits changes to CloudTrail, and attach it the 

developer accounts. 
D. Create a service-linked role for CloudTrail with a policy condition that allows changes only from an 

Amazon Resource Name (ARN) in the master account. 
 
Correct Answer: C 
 
 
QUESTION 100 
A solutions architect must design a highly available infrastructure for a website. The website is 
powered by Windows web servers that run on Amazon EC2 instances. The solutions architect 
must implement a solution that can mitigate a large-scale DDoS attack that originates from 
thousands of IP addresses. Downtime is not acceptable for the website. Which actions should the 
solutions architect take to protect the website from such an attack? (Select TWO.) 
 
A. Use AWS Shield Advanced to stop the DDoS attack. 
B. Configure Amazon GuardDuty to automatically block the attackers. 
C. Configure the website to use Amazon CloudFront for both static and dynamic content. 
D. Use an AWS Lambda function to automatically add attacker IP addresses to VPC network ACLs. 
E. Use EC2 Spot Instances in an Auto Scaling group with a target tracking scaling policy that is set to 

80% CPU utilization. 
 
Correct Answer: AC 
 
 
QUESTION 101 
A company runs an application on Amazon EC2 instances. The application is deployed in private 
subnets in three Availability Zones of the us-east-1 Region. The instances must be able to 
connect to the internet to download files. The company wants a design that is highly available 
across the Region. Which solution should be implemented to ensure that there are no disruptions 
to internet connectivity? 
 
A. Deploy a NAT instance in a private subnet of each Availability Zone. 
B. Deploy a NAT gateway in a public subnet of each Availability Zone. 
C. Deploy a transit gateway in a private subnet of each Availability Zone. 
D. Deploy an internet gateway in a public subnet of each Availability Zone. 
 
Correct Answer: B 
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