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B. Use Vision AI. 
C. Use Google Cloud's operations suite. 
D. Use Jupyter Notebooks. 
 
Correct Answer: A 
Explanation: 
https://cloud.google.com/ai-platform/prediction/docs/ai-explanations/preparing-metadata 
 
 
 
QUESTION 5 
For this question, refer to the Helicopter Racing League (HRL) case study. Your team is in charge 
of creating a payment card data vault for card numbers used to bill tens of thousands of viewers, 
merchandise consumers, and season ticket holders. You need to implement a custom card 
tokenization service that meets the following requirements: 
 

It must provide low latency at minimal cost. 
It must be able to identify duplicate credit cards and must not store plaintext card numbers. 
It should support annual key rotation. 

 
Which storage approach should you adopt for your tokenization service? 
 
A. Store the card data in Secret Manager after running a query to identify duplicates. 
B. Encrypt the card data with a deterministic algorithm stored in Firestore using Datastore mode. 
C. Encrypt the card data with a deterministic algorithm and shard it across multiple Memorystore 

instances. 
D. Use column-level encryption to store the data in Cloud SQL. 
 
Correct Answer: B 
 
 
QUESTION 6 
For this question, refer to the Helicopter Racing League (HRL) case study. HRL is looking for a 
cost-effective approach for storing their race data such as telemetry. They want to keep all 
historical records, train models using only the previous season's data, and plan for data growth in 
terms of volume and information collected. You need to propose a data solution. Considering 
HRL business requirements and the goals expressed by CEO S. Hawke, what should you do? 
 
A. Use Firestore for its scalable and flexible document-based database. Use collections to aggregate 

race data by season and event. 
B. Use Cloud Spanner for its scalability and ability to version schemas with zero downtime. Split race 

data using season as a primary key. 
C. Use BigQuery for its scalability and ability to add columns to a schema. Partition race data based 

on season. 
D. Use Cloud SQL for its ability to automatically manage storage increases and compatibility with 

MySQL. Use separate database instances for each season. 
 
Correct Answer: C 
Explanation: 
https://cloud.google.com/bigquery/public-data 
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Topic 9, EHR Health Care 
 
Company overview 
EHR Healthcare is a leading provider of electronic health record software to the medical industry. 
EHR Healthcare provides their software as a service to multi-national medical offices, hospitals, 
and insurance providers. 
 
Solution concept 
Due to rapid changes in the healthcare and insurance industry, EHR Healthcare's business has 
been growing exponentially year over year. They need to be able to scale their environment, 
adapt their disaster recovery plan, and roll out new continuous deployment capabilities to update 
their software at a fast pace. Google Cloud has been chosen to replace their current colocation 
facilities. 
 
Existing technical environment 
EHR's software is currently hosted in multiple colocation facilities. The lease on one of the data 
centers is about to expire. 
 
Customer-facing applications are web-based, and many have recently been containerized to run 
on a group of Kubernetes clusters. Data is stored in a mixture of relational and NoSQL databases 
(MySQL, MS SQL Server, Redis, and MongoDB). 
 
EHR is hosting several legacy file- and API-based integrations with insurance providers on-
premises. These systems are scheduled to be replaced over the next several years. There is no 
plan to upgrade or move these systems at the current time. 
 
Users are managed via Microsoft Active Directory. Monitoring is currently being done via various 
open source tools. Alerts are sent via email and are often ignored. 
 
Business requirements 
 

On-board new insurance providers as quickly as possible. 
Provide a minimum 99.9% availability for all customer-facing systems. 
Provide centralized visibility and proactive action on system performance and usage. 
Increase ability to provide insights into healthcare trends. 
Reduce latency to all customers. 
Maintain regulatory compliance. 
Decrease infrastructure administration costs. 
Make predictions and generate reports on industry trends based on provider data. 

 
Technical requirements 
 

Maintain legacy interfaces to insurance providers with connectivity to both on-premises systems 
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and cloud providers. 
Provide a consistent way to manage customer-facing applications that are container-based. 
Provide a secure and high-performance connection between on-premises systems and Google 

Cloud. 
Provide consistent logging, log retention, monitoring, and alerting capabilities. 
Maintain and manage multiple container-based environments. 
Dynamically scale and provision new environments. 
Create interfaces to ingest and process data from new providers. 

 
Executive statement 
Our on-premises strategy has worked for years but has required a major investment of time and 
money in training our team on distinctly different systems, managing similar but separate 
environments, and responding to outages. Many of these outages have been a result of 
misconfigured systems, inadequate capacity to manage spikes in traffic, and inconsistent 
monitoring practices. We want to use Google Cloud to leverage a scalable, resilient platform that 
can span multiple environments seamlessly and provide a consistent and stable user experience 
that positions us for future growth. 
 
 
QUESTION 1 
You need to upgrade the EHR connection to comply with their requirements. The new connection 
design must support business-critical needs and meet the same network and security policy 
requirements. What should you do? 
 
A. Add a new Dedicated Interconnect connection. 
B. Upgrade the bandwidth on the Dedicated Interconnect connection to 100 G. 
C. Add three new Cloud VPN connections. 
D. Add a new Carrier Peering connection. 
 
Correct Answer: D 
 
 
QUESTION 2 
For this question, refer to the EHR Healthcare case study. You need to define the technical 
architecture for securely deploying workloads to Google Cloud. You also need to ensure that only 
verified containers are deployed using Google Cloud services. What should you do? (Choose 
two.) 
 
A. Enable Binary Authorization on GKE, and sign containers as part of a CI/CD pipeline. 
B. Configure Jenkins to utilize Kritis to cryptographically sign a container as part of a CI/CD pipeline. 
C. Configure Container Registry to only allow trusted service accounts to create and deploy 

containers from the registry. 
D. Configure Container Registry to use vulnerability scanning to confirm that there are no 

vulnerabilities before deploying the workload. 
 
Correct Answer: A 
Explanation: 
Binary Authorization to ensure only verified containers are deployed To ensure deployment are 
secure and and consistent, automatically scan images for vulnerabilities with container analysis 
(https://cloud.google.com/docs/ci-cd/overview?hl=en&skip_cache=true) 
 
 
QUESTION 3 
For this question, refer to the EHR Healthcare case study. You are responsible for ensuring that 
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EHR's use of Google Cloud will pass an upcoming privacy compliance audit. What should you 
do? (Choose two.) 
 
A. Verify EHR's product usage against the list of compliant products on the Google Cloud compliance 

page. 
B. Advise EHR to execute a Business Associate Agreement (BAA) with Google Cloud. 
C. Use Firebase Authentication for EHR's user facing applications. 
D. Implement Prometheus to detect and prevent security breaches on EHR's web-based 

applications. 
E. Use GKE private clusters for all Kubernetes workloads. 
Correct Answer: AB 
Explanation: 
https://cloud.google.com/security/compliance/hipaa 
 
 
QUESTION 4 
For this question, refer to the EHR Healthcare case study. You are a developer on the EHR 
customer portal team. Your team recently migrated the customer portal application to Google 
Cloud. The load has increased on the application servers, and now the application is logging 
many timeout errors. You recently incorporated Pub/Sub into the application architecture, and the 
application is not logging any Pub/Sub publishing errors. You want to improve publishing latency. 
What should you do? 
 
A. Increase the Pub/Sub Total Timeout retry value. 
B. Move from a Pub/Sub subscriber pull model to a push model. 
C. Turn off Pub/Sub message batching. 
D. Create a backup Pub/Sub message queue. 
 
Correct Answer: C 
Explanation: 
https://cloud.google.com/pubsub/docs/publisher?hl=en#batching 
 
 
QUESTION 5 
For this question, refer to the EHR Healthcare case study. You need to define the technical 
architecture for hybrid connectivity between EHR's on-premises systems and Google Cloud. You 
want to follow Google's recommended practices for production-level applications. Considering the 
EHR Healthcare business and technical requirements, what should you do? 
 
A. Configure two Partner Interconnect connections in one metro (City), and make sure the 

Interconnect connections are placed in different metro zones. 
B. Configure two VPN connections from on-premises to Google Cloud, and make sure the VPN 

devices on-premises are in separate racks. 
C. Configure Direct Peering between EHR Healthcare and Google Cloud, and make sure you are 

peering at least two Google locations. 
D. Configure two Dedicated Interconnect connections in one metro (City) and two connections in 

another metro, and make sure the Interconnect connections are placed in different metro zones. 
 
Correct Answer: D 
Explanation: 
Based on the requirement of secure and high-performance connection between on-premises 
systems to Google Cloud 
 
https://cloud.google.com/network-connectivity/docs/interconnect/tutorials/partner-creating-9999-
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availability 
 
 
QUESTION 6 
For this question, refer to the EHR Healthcare case study. In the past, configuration errors put 
public IP addresses on backend servers that should not have been accessible from the Internet. 
You need to ensure that no one can put external IP addresses on backend Compute Engine 
instances and that external IP addresses can only be configured on frontend Compute Engine 
instances. What should you do? 
 
A. Create an Organizational Policy with a constraint to allow external IP addresses only on the 

frontend Compute Engine instances. 
B. Revoke the compute.networkAdmin role from all users in the project with front end instances. 
C. Create an Identity and Access Management (IAM) policy that maps the IT staff to the 

compute.networkAdmin role for the organization. 
D. Create a custom Identity and Access Management (IAM) role named GCE_FRONTEND with the 

compute.addresses.create permission. 
 
Correct Answer: A 
Explanation: 
https://cloud.google.com/compute/docs/ip-addresses/reserve-static-external-ip-
address#disableexternalip 
 
 
QUESTION 7 
For this question, refer to the EHR Healthcare case study. You are responsible for designing the 
Google Cloud network architecture for Google Kubernetes Engine. You want to follow Google 
best practices. Considering the EHR Healthcare business and technical requirements, what 
should you do to reduce the attack surface? 
 
A. Use a private cluster with a private endpoint with master authorized networks configured. 
B. Use a public cluster with firewall rules and Virtual Private Cloud (VPC) routes. 
C. Use a private cluster with a public endpoint with master authorized networks configured. 
D. Use a public cluster with master authorized networks enabled and firewall rules. 
 
Correct Answer: A 
Explanation: 
https://cloud.google.com/kubernetes-engine/docs/concepts/private-cluster-concept#overview 
 
 
QUESTION 8 
For this question, refer to the EHR Healthcare case study. EHR has single Dedicated 
Interconnect connection between their primary data center and Googles network. This connection 
satisfies EHR's network and security policies: 
 

On-premises servers without public IP addresses need to connect to cloud resources without 
public IP addresses 

Traffic flows from production network mgmt. servers to Compute Engine virtual machines should 
never traverse the public internet. 

 
You need to upgrade the EHR connection to comply with their requirements. The new connection 
design must support business critical needs and meet the same network and security policy 
requirements. What should you do? 
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