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TerramEarth's existing architecture is composed of Linux-based systems that reside in a data 
center. These systems gzip CSV files from the field and upload via FTP, transform and aggregate 
them, and place the data in their data warehouse. Because this process takes time, aggregated 
reports are based on data that is 3 weeks old. 
 
With this data, TerramEarth has been able to preemptively stock replacement parts and reduce 
unplanned downtime of their vehicles by 60%. However, because the data is stale, some 
customers are without their vehicles for up to 4 weeks while they wait for replacement parts. 
 
Business Requirements 
 

Decrease unplanned vehicle downtime to less than 1 week, without increasing the cost of 
carrying surplus inventory 

Support the dealer network with more data on how their customers use their equipment IP 
better position new products and services. 

Have the ability to partner with different companies-especially with seed and fertilizer suppliers 
in the fast-growing agricultural business-to create compelling joint offerings for their customers 

 
CEO Statement 
We have been successful in capitalizing on the trend toward larger vehicles to increase the 
productivity of our customers. Technological change is occurring rapidly and TerramEarth has 
taken advantage of connected devices technology to provide our customers with better services, 
such as our intelligent farming equipment. With this technology, we have been able to increase 
farmers' yields by 25%, by using past trends to adjust how our vehicles operate. These advances 
have led to the rapid growth of our agricultural product line, which we expect will generate 50% of 
our revenues by 2020. 
 
CTO Statement 
Our competitive advantage has always been in the manufacturing process with our ability to build 
better vehicles for tower cost than our competitors. However, new products with different 
approaches are constantly being developed, and I'm concerned that we lack the skills to undergo 
the next wave of transformations in our industry. Unfortunately, our CEO doesn't take technology 
obsolescence seriously and he considers the many new companies in our industry to be niche 
players. My goals are to build our skills while addressing immediate market needs through 
incremental innovations. 
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QUESTION 1 
For this question, refer to the TerramEarth case study. To speed up data retrieval, more vehicles 
will be upgraded to cellular connections and be able to transmit data to the ETL process. The 
current FTP process is error-prone and restarts the data transfer from the start of the file when 
connections fail, which happens often. You want to improve the reliability of the solution and 
minimize data transfer time on the cellular connections. What should you do? 
 
A. Use one Google Container Engine cluster of FTP servers. Save the data to a Multi-Regional 

bucket. Run the ETL process using data in the bucket. 
B. Use multiple Google Container Engine clusters running FTP servers located in different regions. 

Save the data to Multi-Regional buckets in us, eu, and asia. Run the ETL process using the data 
in the bucket. 

C. Directly transfer the files to different Google Cloud Multi-Regional Storage bucket locations in us, 
eu, and asia using Google APIs over HTTP(S). Run the ETL process using the data in the bucket. 

D. Directly transfer the files to a different Google Cloud Regional Storage bucket location in us, eu, 
and asia using Google APIs over HTTP(S). Run the ETL process to retrieve the data from each 
Regional bucket. 

 
Correct Answer: D 
Explanation: 
https://cloud.google.com/storage/docs/locations 
 
 
QUESTION 2 
For this question, refer to the TerramEarth case study. You analyzed TerramEarth's business 
requirement to reduce downtime, and found that they can achieve a majority of time saving by 
reducing customers' wait time for parts You decided to focus on reduction of the 3 weeks 
aggregate reporting time Which modifications to the company's processes should you 
recommend? 
 
A. Migrate from CSV to binary format, migrate from FTP to SFTP transport, and develop machine 

learning analysis of metrics. 
B. Migrate from FTP to streaming transport, migrate from CSV to binary format, and develop 

machine learning analysis of metrics. 
C. Increase fleet cellular connectivity to 80%, migrate from FTP to streaming transport, and develop 

machine learning analysis of metrics. 
D. Migrate from FTP to SFTP transport, develop machine learning analysis of metrics, and increase 

dealer local inventory by a fixed factor. 
 
Correct Answer: C 
Explanation: 
The Avro binary format is the preferred format for loading compressed data. Avro data is faster to 
load because the data can be read in parallel, even when the data blocks are compressed. 
 
Cloud Storage supports streaming transfers with the gsutil tool or boto library, based on HTTP 
chunked transfer encoding. Streaming data lets you stream data to and from your Cloud Storage 
account as soon as it becomes available without requiring that the data be first saved to a 
separate file. Streaming transfers are useful if you have a process that generates data and you 
do not want to buffer it locally before uploading it, or if you want to send the result from a 
computational pipeline directly into Cloud Storage. 
 
References: 
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https://cloud.google.com/storage/docs/streaming 
https://cloud.google.com/bigquery/docs/loading-data 
 
QUESTION 3 
For this question, refer to the TerramEarth case study. Your development team has created a 
structured API to retrieve vehicle data. They want to allow third parties to develop tools for 
dealerships that use this vehicle event data. You want to support delegated authorization against 
this data. What should you do? 
 
A. Build or leverage an OAuth-compatible access control system. 
B. Build SAML 2.0 SSO compatibility into your authentication system. 
C. Restrict data access based on the source IP address of the partner systems. 
D. Create secondary credentials for each dealer that can be given to the trusted third party. 
 
Correct Answer: A 
Explanation: 
https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps 
https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#delegate_application_authorization_with_oauth2 
 
Delegate application authorization with OAuth2 
 
Cloud Platform APIs support OAuth 2.0, and scopes provide granular authorization over the 
methods that are supported. Cloud Platform supports both service-account and user-account 
OAuth, also called three-legged OAuth. 
 
References: 
https://cloud.google.com/docs/enterprise/best-practices-for-enterprise-
organizations#delegate_application_authorization_with_oauth2 
 
https://cloud.google.com/appengine/docs/flexible/go/authorizing-apps 
 
 
QUESTION 4 
For this question, refer to the TerramEarth case study. TerramEarth's CTO wants to use the raw 
data from connected vehicles to help identify approximately when a vehicle in the development 
team to focus their failure. You want to allow analysts to centrally query the vehicle data. Which 
architecture should you recommend? 
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A. 
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B. 
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