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Which two subscriptions are available when configuring panorama to push dynamic updates to
connected devices? (Choose two.)

A. Content-ID

B. User-ID

C. Applications and Threats
D. Antivirus

Correct Answer: CD

Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-help/device/device-
dynamic-updates

QUESTION 134
When configuring a GlobalProtect Portal, what is the purpose of specifying an Authentication
Profile?

A. To enable Gatewayauthentication to the Portal

B. To enable Portal authentication to the Gateway

C. To enable user authentication to the Portal

D. To enable client machine authentication to the Portal

Correct Answer: C

Explanation:

The additional options of Browser and Satelliteenable you to specify the authentication profile to
use for specific scenarios. Select Browser to specify the authentication profile to use to
authenticate a user accessing the portal from a web browser with the intent of downloading the
GlobalProtect agent (Windows and Mac). Select Satellite to specify the authentication profile to
use to authenticate the satellite.

https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-

help/globalprotect/network-globalprotect-portals

QUESTION 135
Which three authentication factors does PAN-OS?software support for MFA (Choose three.)

A. Push

B. Pull

C. Okta Adaptive
D. Voice

E. SMS

Correct Answer: ADE

Explanation:
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/authentication/configure-
multi-factor-authentication

QUESTION 136
Which PAN-OS?policy must you configure to force a user to provide additional credentialsbefore
he is allowed to access an internal application that contains highly-sensitive business data?

A. Security policy

PCNSE Exam Dumps PCNSE PDF Dumps PCNSE VCE Dumps PCNSE Q&As
https://www.ensurepass.com/PCNSE.html



http://www.ensurepass.com/PCNSE.html
http://www.ensurepass.com/PCNSE.html
http://www.ensurepass.com/PCNSE.html

Download Full Version PCNSE Exam Dumps(Updated in Feb/2023)

B. Decryption policy
C. Authentication policy
D. Application Override policy

Correct Answer: C

QUESTION 137
Which three settings are defined within the Templates object of Panorama? (Choose three.)

Setup

Virtual Routers
Interfaces

Security

Application Override

moowy

Correct Answer: ADE

QUESTION 138

An administrator has been asked to configure active/passive HA for a pair of Palo Alto Networks
NGFWs. The administrator assigns priority 100 to the active firewall. Which priority is correct for
the passive firewall?

A0

B. 99
C. 1

D. 255

Correct Answer: D

Explanation:
https://www.paloaltonetworks.com/content/dam/pan/en_US/assets/pdf/framemaker/71/pan-
os/pan-os/section_5.pdf (page 9)

QUESTION 139
What will be the egress interface if the traffic's ingress interface is ethernet1/6 sourcing from
192.168.111.3 and to the destination 10.46.41.113 during the time shown in the image?
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admin@Lab33-111-PA-3060(active)>show routing fib

id destination nexthop flags interface mtu
47 0.0.0.0/0 10.46.40 1 ug ethermet1/3 1500
46 10.46.40.0/23 0000 u ethemet1/3 1500
45 10.46.41.111/32 0.0.0.0 uh ethermet1/3 1500
70 10.46.41.113/32 10.46.40.1 ug ethernet1/3 1500
51 192.168.111.0/24 0000 u ethermet1/6 1500
50 192.168.111.2/32 0.0.0.0 uh ethernet1/6 1500

admin@Lab33-111-PA-3060(active)>show virtual-wire all

total virtual-wire shown:

flags: m-multicast firewalling
p= link state pass-through
s- vlan sub-interface
I- Ip+vlan sub-interface
t-tenant sub-interface

name interface1 interface2 flags allowed-tags

VW-1 ethernet1/7 ethemet1/5 p

ethernet1/7
ethernet1/5
ethernet1/6
ethernet1/3

oOw»

Correct Answer: D

QUESTION 140
Which interface configuration will accept specific VLAN IDs?

A. Tab Mode
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B. Subinterface
C. Access Interface
D. Trunk Interface

Correct Answer: B

QUESTION 141

When a malware-infected host attemptsto resolve a known command-and-control server, the
traffic matches a security policy with DNS sinhole enabled, generating a traffic log. What will be
the destination IP Address in that log entry?

A. The IP Address of sinkhole.paloaltonetworks.com

B. The IP Address of the command-and-control server

C. The IP Address specified in the sinkhole configuration

D. The IP Address of one of the external DNS servers identified in the anti-spyware database

Correct Answer: C

Explanation:
https://live.paloaltonetworks.com/t5/Management-Articles/How-to-Verify-DNS-Sinkhole-Function-
is-Working/ta-p/65864

QUESTION 142
Palo Alto Networks maintains a dynamic database of malicious domains. Which two Security
Platform components use this database to prevent threats? (Choose two)

A. Brute-force signatures

B. BrightCloud Url Filtering

C. PAN-DB URL Filtering

D. DNS-based command-and-control signatures

Correct Answer: CD

QUESTION 143
Which two methods can be used to mitigate resource exhaustion of an application server?
(Choose two)

A. Vulnerability Object
B. DoS Protection Profile
C. Data Filtering Profile
D. Zone Protection Profile

Correct Answer: BD

QUESTION 144

Several offices are connected with VPNs using static IPv4 routes. An administrator has been
tasked with implementing OSPF to replace static routing. Which step is required to accomplish
this goal?

A. Assign an IP address on each tunnel interface at each site
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B. Enable OSPFv3 on each tunnel interface and use Area ID 0.0.0.0
C. Assign OSPF Area ID 0.0.0.0 to all Ethernet and tunnel interfaces
D. Create new VPN zones at each site toterminate each VPN connection

Correct Answer: C

QUESTION 145
How can a Palo Alto Networks firewall be configured to send syslog messages in a format
compatible with non-standard syslog servers?

A. Enable support for non-standard syslog messages under device management
B. Check the custom-format check box in the syslog server profile

C. Select a non-standard syslog server profile

D. Create a custom log format under the syslog server profile

Correct Answer: D

QUESTION 146
Which two mechanisms help prevent a spilt brain scenario an Active/Passive High Availability
(HA) pair? (Choose two)

Configure the management interface as HA3 Backup
Configure Ethernet 1/1 as HA1 Backup
Configure Ethernet 1/1 as HA2 Backup
Configure the management interface as HA2 Backup
Configure the management interface as HA1 Backup
Configure ethernet1/1 as HA3 Backup

Tmoowr

Correct Answer: BE

QUESTION 147
Which Palo Alto Networks VM-Seriesfirewall is supported for VMware NSX?

A. VM-100
B. VM-200
C. VM-1000-HV
D. VM-300

Correct Answer: C

QUESTION 148

A network engineer has revived a report of problems reaching 98.139.183.24 through vr1 onthe
firewall. The routing table on this firewall is extensive and complex. Which CLI command will help
identify the issue?

A. test routing fib virtual-router vr1
B. show routing route type static destination 98.139.183.24
C. test routing fib-lookup ip98.139.183.24 virtual-router vr1
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