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A. ethernet1/6
B. ethernet1/3
C. ethernet1/7
D. ethernet1/5

Correct Answer: D

QUESTION 96
Which log file can be used to identify SSL decryption failures?

A. Configuration

B. Threats
C. ACC
D. Traffic

Correct Answer: C

QUESTION 97
In High Availability, which information is transferred via the HA data link?

A. session information

B. heartbeats

C. HA state information
D. User-ID information

Correct Answer: A

Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/high-availability/ha-links-and-
backup-links

QUESTION 98
Which event will happen if an administrator uses an Application OverridePolicy?

A. Threat-ID processing time is decreased.

B. The Palo Alto Networks NGFW stops App-ID processing at Layer 4.

C. The application name assigned to the traffic by the security rule is written to the Traffic log.
D. App-ID processing time is increased.

Correct Answer: B

Explanation:
https://live.paloaltonetworks.com/t5/Learning-Articles/Tips-amp-Tricks-How-to-Create-an-
Application-Override/ta-p/65513

QUESTION 99
An administrator has been asked to configure a Palo Alto Networks NGFW to provide protection
against worms and trojans. Which Security Profile type will protect against worms and trojans?

A. Anti-Spyware
B. Instruction Prevention
C. File Blocking
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D. Antivirus

Correct Answer: D
Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/antivirus-profiles

QUESTION 100

An administrator creates an SSL decryption rule decrypting traffic on all ports. The administrator
also creates a Security policy rule allowing only the applications DNS, SSL, and web-browsing.
The administrator generates three encrypted BitTorrent connections and checks the Traffic logs.
There are three entries. The first entry shows traffic dropped as application Unknown. The next
two entries show traffic allowed as application SSL. Which action will stop the second and
subsequent encrypted BitTorrent connections from being allowed as SSL?

A. Create a decryption rule matching the encrypted BitTorrent traffic with action "No-Decrypt," and
place the rule at the top of the Decryption policy.

B. Create a Security policy rule that matches application "encrypted BitTorrent" and place the rule at
the top of the Security policy.

C. Disable the exclude cache option for the firewall.

D. Create a Decryption Profile to block traffic using unsupported cyphers, and attach the profile to the
decryption rule.

Correct Answer: D

QUESTION 101

An administrator sees several inbound sessions identified as unknown-tcp in theTraffic logs. The
administrator determines that these sessions are form external users accessing the company's
proprietary accounting application. The administrator wants to reliably identify this traffic as their
accounting application and to scan this traffic for threats. Which option would achieve this result?

A. Create a custom App-ID and enable scanning on the advanced tab.

B. Create an Application Override policy.

C. Create a custom App-ID and use the "ordered conditions" check box.

D. Create anApplication Override policy and custom threat signature for the application.

Correct Answer: A

QUESTION 102

An administrator creates a custom application containing Layer 7 signatures. The latest
application and threat dynamic update is downloaded to the same NGFW. The update contains
an application that matches the same traffic signatures as the custom application. Which
application should be used to identify traffic traversing the NGFW?

Custom application

System logs show an application error and neither signature is used.

C. Downloaded application

D. Custom and downloaded application signature files are merged and both are used

w >

Correct Answer: A
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QUESTION 103

An administrator has a requirement to export decrypted traffic from the Palo Alto Networks NGFW
to a third-party, deep-level packet inspection appliance. Which interface type and license feature
are necessary to meet the requirement?

A. Decryption Mirror interface with the Threat Analysis license

B. Virtual Wire interface with the Decryption Port Export license

C. Tap interface with the Decryption Port Mirror license

D. Decryption Mirror interface with the associated Decryption Port Mirror license

Correct Answer: D

Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/decryption-
mirroring

QUESTION 104
In which two types of deployment is active/active HA configuration supported? (Choose two.)

A. TAP mode

B. Layer 2 mode

C. Virtual Wire mode
D. Layer 3 mode

Correct Answer: CD

QUESTION 105
Which feature can be configured onVM-Series firewalls?

A. aggregate interfaces

B. machine learning

C. multiple virtual systems
D. GlobalProtect

Correct Answer: D

QUESTION 106
Which method will dynamically register tags on the Palo Alto Networks NGFW?

A. Restful API or the VMWare API on the firewall or on the User-ID agent or the read-only domain
controller (RODC)

B. Restful API or the VMware API on the firewall or on the User-ID agent

C. XML-API or the VMware API on the firewall or on the User-ID agent orthe CLI

D. XML API or the VM Monitoring agent on the NGFW or on the User-ID agent

Correct Answer: D

Explanation:
https://www.paloaltonetworks.com/documentation/80/pan-os/pan-os/policy/register-ip-addresses-
and-tags-dynamically

QUESTION 107
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Which Palo Alto Networks VM-Series firewall is valid?

A. VM-25
B. VM-800
C. VM-50
D. VM-400

Correct Answer: C

Explanation:
https://www.paloaltonetworks.com/products/secure-the-network/virtualized-next-generation-
firewall/vm-series

QUESTION 108
Which option is part of thecontent inspection process?

A. Packet forwarding process
B. SSL Proxy re-encrypt

C. IPsec tunnel encryption

D. Packet egress process

Correct Answer: A

QUESTION 109
How can a candidate or running configuration becopied to a host external from Panorama?

A. Commit a running configuration.

B. Save a configuration snapshot.

C. Save a candidate configuration.

D. Export a named configuration snapshot.

Correct Answer: D

Explanation:
https://www.paloaltonetworks.com/documentation/71/panorama/panorama_adminguide/administe
r-panorama/back-up-panorama-and-firewall-configurations

QUESTION 110
An administrator logs in to the Palo Alto Networks NGFW and reports that the WebUI is missing
the Policies tab. Which profile is the causeof the missing Policies tab?

A. Admin Role

B. WebUI

C. Authentication
D. Authorization

Correct Answer: A

QUESTION 111
A global corporate office has a large-scale network with only one User-ID agent, which creates a
bottleneck near the User-ID agent server. Which solution in PAN-OS® software would help in this
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case?

A. Application override

B. Redistribution of user mappings
C. Virtual Wire mode

D. Content inspection

Correct Answer: B

QUESTION 112
Which two virtualization platforms officially support the deployment of Palo Alto NetworksVM-
Series firewalls? (Choose two.)

A. Red Hat Enterprise Virtualization (RHEV)
B. Kernel Virtualization Module (KVM)

C. Boot Strap Virtualization Module (BSVM)
D. Microsoft Hyper-V

Correct Answer: BD

Explanation:
https://www.paloaltonetworks.com/products/secure-the-network/virtualized-next-generation-
firewall/vm-series

QUESTION 113
Which three user authentication services can be modified to provide the Palo Alto Networks
NGFW with both usernames and role names? (Choose three.)

TACACS+
Kerberos
PAP
LDAP
SAML
RADIUS

Tmoow>

Correct Answer: ADF

QUESTION 114
A customer wants to set up a VLAN interface for a Layer 2 Ethernet port. Which two mandatory
options are used to configure a VLAN interface? (Choose two.)

A. Virtual router
B. Security zone
C. ARP entries
D. Netflow Profile

Correct Answer: AB

Explanation:
https://www.paloaltonetworks.com/documentation/80/pan-os/web-interface-help/network/network-
interfaces/pa-7000-series-layer-2-interface#idd2bcaacc-54b9-4ec9-a1dd-8064499f5b9d

QUESTION 115
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