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cases, you can use the PAN-OS XML API to capture login events and send them to the PAN-OS
integrated User-ID agent.

https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/user-id/user-id-concepts

QUESTION 26
For which two reasons would a firewall discard a packet as part of the packet flow sequence?
(Choose two )

A. equal-cost multipath

B. ingress processing errors

C. rule match with action "allow"
D. rule match with action "deny"

Correct Answer: BD

QUESTION 27

An administrator deploys PA-500 NGFWs as an active/passive high availability pair. The devices
are not participating in dynamic routing and preemption is disabled. What must be verified to
upgrade the firewalls to the most recent version of PAN-OS software?

A. Wildfire update package

B. User-ID agent

C. Antivirus update package

D. Application and Threats update package

Correct Answer: D

Explanation:

Dependencies: Before upgrade, make sure the firewall is running a version ofapp + threat
(content version) that meets theminimum requirement of the new PAN-OS Upgrade.

https://live.paloaltonetworks.com/t5/Featured-Articles/Best-Practices-for-PAN-OS-Upgrade/ta-
p/111045

QUESTION 28

A global corporate office has a large-scale network with only one User-ID agent, which creates a
bottleneck near the User-ID agent server. Which solution in PAN-OS?software wouldhelp in this
case?

A. application override

B. Virtual Wire mode

C. content inspection

D. redistribution of user mappings

Correct Answer: D

Explanation:

https://www.paloaltonetworks.com/documentation/7 1/pan-os/pan-os/user-id/deploy-user-id-in-a-
large-scale-network

QUESTION 29
Based on the following image, what is the correct path of root, intermediate, and end-user
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certificate?

Certificate L X

_ General | Dgtall:g| Certification Path

Certification path

5l VeriSign
] Symantec Class 3 Secure Server CA-G4

5 r‘ _palpaltonetworks.com|

Certificate status:

This certificate is Ok,

Learn more about certification paths

Palo Alto Networks > Symantec > VeriSign
Symantec > VeriSign > Palo Alto Networks
VeriSign > Palo Alto Networks > Symantec
VeriSign > Symantec > Palo Alto Networks

A.
B.
C.
D.

Correct Answer: D

QUESTION 30

An administrator has configured a QoS policy rule and a QoS profile that limits the maximum
allowable bandwidth for the YouTube application. However, YouTube is consuming more than the
maximum bandwidth allotment configured. Which configuration step needs to be configured to
enable QoS?

A. Enable QoS Data Filtering Profile
B. Enable QoS monitor
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C. Enable Qos interface
D. Enable Qos in the interface Management Profile.

Correct Answer: C
QUESTION 31

A customer wants to combine multiple Ethernet interfaces into a single virtual interface using link
aggregation. Which two formats are correct for naming aggregate interfaces? (Choose two.)

A. ael
B. aggregate.1
C. ae.l

D. aggregate.8

Correct Answer: AC

QUESTION 32
A session in the Traffic log is reporting the application as "incomplete." What does "incomplete"
mean?

The three-way TCP handshake was observed, but the application could not be identified.

The three-way TCP handshake did not complete.

The traffic is coming across UDP, and the application could not be identified.

Data was received but was instantly discarded because of a Deny policy was applied before App-
IDcould be applied.

oo W

Correct Answer: B

QUESTION 33
Which feature prevents the submission of corporate login information into website forms?

A. Data filtering

B. User-ID

C. File blocking

D. Credential phishing prevention

Correct Answer: D

Explanation:
https://www.paloaltonetworks.com/cyberpedia/how-the-next-generation-security-platform-
contributes-to-gdpr-compliance

QUESTION 34

A client has a sensitive application server in their data center and is particularlyconcerned about
session flooding because of denial of-service attacks. How can the Palo Alto Networks NGFW be
configured to specifically protect this server against session floods originating from a single IP
address?

Define a custom App-ID to ensure that only legitimate application traffic reaches the server
Add QoS Profiles to throttle incoming requests

Add a tuned DoS Protection Profile

Add an Anti-Spyware Profile to block attacking IP address

oow>
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Correct Answer: C

QUESTION 35

A company needs to preconfigure firewalls to be sent to remote sites with the least amount of
reconfiguration. Once deployed, each firewall must establish secure tunnels back to multiple
regional data centers to include the future regional data centers. Which VPN configuration would
adapt to changes when deployed to the future site?

A. Preconfigured GlobalProtect satellite
B. Preconfigured GlobalProtectclient
C. Preconfigured IPsec tunnels

D. Preconfigured PPTP Tunnels

Correct Answer: A

QUESTION 36
Decrypted packets from the website https://www.microsoft.com will appear as which application
and service within the Traffic log?

A. web-browsing and 443
B. SSL and 80

C. SSL and 443

D. web-browsing and 80

Correct Answer: A

QUESTION 37
Which DoS protection mechanism detects and prevents session exhaustion attacks?

A. Packet Based Attack Protection
B. Flood Protection

C. Resource Protection

D. TCP Port Scan Protection

Correct Answer: C
Explanation:
https://www.paloaltonetworks.com/documentation/7 1/pan-os/pan-os/policy/dos-protection-profiles

QUESTION 38
Refer to the exhibit. Which certificates can be used as a Forwarded Trust certificate?
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[ oerce cartates | Dot Tostod Coto s [

.

[J'mame 1 Hlocation' 1] [ subject Issugr CA Key | Expires | Status |
El v @poman-  vsyst DC=local, DC=local, |/  Novl valid i ;
E meﬂ” o DC=lah,  DC = b, 00:34:47 RooECA | |
Root-Cert CN = lab-  ON = lab- 2021 GMT Certificate |
DEMO)- DEMO- 1
200BR2-CA  2008R2-CA 1
— = |
B v [ vsysl CN M & = }ogal, / / Jun 6 valid RSA i i
== R sca.lab. local = lab, 20:59:38 i
Demain-Sub-CA CN = lab- 2019 GMT —+
DEMO- ; =5|
2008R2-CA EE ‘
= = vsysl CN= CN = / un 6 walid RSA,
e fwdtrust.la,.. sca.lab.local 21:09:49
onward_Trus| 2018 GMT

A. Certificate fromDefault Trust Certificate Authorities
B. Domain Sub-CA

C. Forward_Trust

D. Domain-Root-Cert

Correct Answer: A

QUESTION 39
How does an administrator schedule an Applications and Threats dynamic update while delaying
installation of the update for a certain amount of time?

A. Configure the option for "Threshold".

B. Disable automatic updates during weekdays.

C. Automatically "download only" and then install Applications and Threats later, after the
administrator approves the update.

D. Automatically "download and install" but with the "disable new applications" option used.

Correct Answer: A

QUESTION 40

An administrator has been asked to configure a Palo Alto Networks NGFW to provide protection
against external hosts attempting to exploit a flaw in an operating system on an internal system.
Which Security Profile type will prevent this attack?

A. Vulnerability Protection
B. Anti-Spyware

C. URL Filtering

D. Antivirus

Correct Answer: A

Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/web-interface-help/objects/objects-
security-profiles-vulnerability-protection

QUESTION 41
To connect the Palo Alto Networks firewall toAutoFocus, which setting must be enabled?
A. Device>Setup>Services>AutoFocus
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