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Syslog Server Profile

Panorama Settings ®

Receive Timeout for Connection to Device (sec) 240
Send Timeout for Connection to Device (sec) 240
Retry Count for SSL Send to Device 25

v Share Unused Address and Service Objects with Devices

| | Objects defined in ancestors will take higher precedence
Secure Server Communication l

|| Customn Certificate Only
SSL/TLS Service Profile None

Certificate Profile  None

| | Authorize Clients Based on Serlal Number

Check Authorization List
mnect Wait Time (min) [0 - 44040

Correct Answer: D
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QUESTION 10
If an administrator does not possess a website's certificate, which SSL decryption mode will allow
the Palo Alto networks NGFW to inspect when users browse to HTTP(S) websites?

A. SSL Forward Proxy

B. SSL Inbound Inspection
C. TLS Bidirectional proxy
D. SSL Outbound Inspection

Correct Answer: A

QUESTION 11

An administrator is using Panorama and multiple Palo Alto Networks NGFWs. After upgrading all
devices to the latest PAN-OS?software, the administrator enables log forwarding from the
firewalls to PanoramA. Pre-existing logs from the firewalls are not appearing in PanoramA. Which
action would enable the firewalls to send their pre-existing logs to Panorama?

A. Use the import option to pull logs into PanoramA.

B. A CLI command will forward the pre-existing logs to PanoramA.

C. Use the ACC to consolidate pre-existing logs.

D. The log database will need to exported form the firewalls and manually imported into PanoramA.

Correct Answer: B

QUESTION 12
Which two features does PAN-OS?software use to identify applications? (Choose two)

A. port number

B. session number

C. transaction characteristics
D. application layer payload

Correct Answer: CD

QUESTION 13
If the firewall is configured for credential phishing prevention using the "Domain Credential Filter"
method, which login will be detected as credential theft?

A. Mapping to the IP address of the logged-in user.

B. First four letters of the username matching any valid corporate username.
C. Using the same user's corporate username and password.

D. Marching any valid corporate username.

Correct Answer: A

Explanation:
https://www.paloaltonetworks.com/documentation/80/pan-os/newfeaturesguide/content-
inspection-features/credential-phishing-prevention

QUESTION 14
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Which is the maximum number of samples that can be submitted to WildFire per day, based on
wildfire subscription?

A. 15,000
B. 10,000
C. 75,00
D. 5,000

Correct Answer: B

QUESTION 15

Which three firewall states are valid? (Choose three)
A. Suspended

B. Passive

C. Active

D. Pending

E. Functional

Correct Answer: ABC

QUESTION 16

A web server is hosted in the DMZ, and the server is configured to listen for incoming
connections only on TCP port 8080. A Security policy rule allowing access from the Trustzone to
the DMZ zone need to be configured to enable we browsing access to the server. Which
application and service need to be configured to allow only cleartext web-browsing traffic to thins
server on tcp/8080.

A. application: web-browsing; service:application-default

B. application: web-browsing; service: service-https

C. application: ssl; service: any

D. application: web-browsing; service: (custom with destination TCP port 8080)

Correct Answer: A

QUESTION 17
Which three file types can be forwarded to WildFire for analysis as a part of the basic WildFire
service? (Choose three.)

dll
.exe
.Src
.apk
.pdf
jar

Tmoow>

Correct Answer: DEF

Explanation:
https://www.paloaltonetworks.com/documentation/80/wildfire/wf_admin/wildfire-overview/wildfire-
file-type-support
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QUESTION 18
Which virtual router feature determines if a specific destination IP address is reachable?

A. Heartbeat Monitoring

B. Failover
C. Path Monitoring
D. Ping-Path

Correct Answer: C
Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/policy/pbf

QUESTION 19
Which item enables a firewall administrator to see details about traffic that is currently active
through the NGFW?

A. ACC
B. System Logs
C. App Scope

D. Session Browser

Correct Answer: D

QUESTION 20
Which Panorama administrator types require the configuration of atleast one access domain?
(Choose two)

Dynamic

Custom Panorama Admin
Role Based

Device Group

Template Admin

moow»

Correct Answer: DE

QUESTION 21

A client has a sensitive application server in theirdata center and is particularly concerned about
resource exhaustion because of distributed denial-of-service attacks. How can the Palo Alto
Networks NGFW be configured to specifically protect this server against resource exhaustion
originating from multiple IP addresses (DDoS attack)?

A. Define a custom App-ID to ensure that only legitimate application traffic reaches the server.
B. Add a Vulnerability Protection Profile to block the attack.

C. Add QoS Profiles to throttle incoming requests.

D. Add a DoS Protection Profile with defined session count.

Correct Answer: D
Explanation:
https://www.paloaltonetworks.com/documentation/7 1/pan-os/pan-os/policy/dos-protection-profiles

QUESTION 22
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If an administrator wants to decrypt SMTP traffic and possesses the server's certificate, which
SSL decryption mode will allow the Palo Alto Networks NGFW to inspect traffic to the server?

A. TLS Bidirectional Inspection
B. SSL Inbound Inspection

C. SSH Forward Proxy

D. SMTP Inbound Decryption

Correct Answer: B

Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/configure-ssl-
inbound-inspection

QUESTION 23
Which prerequisite must be satisfied before creating an SSH proxy Decryption policy?

A. Both SSH keys and SSL certificates must be generated.
B. No prerequisites are required.

C. SSH keys must be manually generated.

D. SSL certificates must be generated.

Correct Answer: B
Explanation:
https://www.paloaltonetworks.com/documentation/71/pan-os/pan-os/decryption/configure-ssh-

proxy

QUESTION 24

Which four NGFW multi-factor authentication factors are supported by PAN-OS? (Choose four.)
A. Userlogon

B. Short message service

C. Push

D. SSH key

E. One-Time Password

F. Voice

Correct Answer: BCEF

QUESTION 25
Which User-ID method maps IP addresses to usernames for users connecting through an
802.1x-enabled wireless network device that has no native integration with PAN-OS?software?

A. XML API

B. Port Mapping

C. Client Probing

D. Server Monitoring

Correct Answer: A

Explanation:

Captive Portal and the other standard user mapping methods might not work for certain types of
user access. For example, the standard methods cannot add mappings of usersconnecting from
a third-party VPN solution or users connecting to a 802.1x-enabled wireless network. For such
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