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Correct Answer: B 
 
 
QUESTION 169 
A network engineer configured new firewalls with the correct configuration to be deployed to each 
remote branch. Unneeded services were disabled, and all firewall rules were applied 
successfully. Which of the following should the network engineer perform NEXT to ensure all the 
firewalls are hardened successfully? 
 
A. Ensure an implicit permit rule is enabled 
B. Configure the log settings on the firewalls to the central syslog server 
C. Update the firewalls with current firmware and software 
D. Use the same complex passwords on all firewalls 
 
Correct Answer: C 
 
 
QUESTION 170 
The following configuration is applied to a DHCP server connected to a VPN concentrator: 
 

 
 
There are 300 non-concurrent sales representatives who log in for one hour a day to upload 
reports, and 252 of these representatives are able to connect to the VPN without any Issues. The 
remaining sales representatives cannot connect to the VPN over the course of the day. Which of 
the following can be done to resolve the issue without utilizing additional resources? 
 
A. Decrease the lease duration 
B. Reboot the DHCP server 
C. Install a new VPN concentrator 
D. Configure a new router 
 
Correct Answer: A 
 
 
QUESTION 171 
A network administrator is troubleshooting the communication between two Layer 2 switches that 
are reporting a very high runt count. After trying multiple ports on both switches, the issue 
persists. Which of the following should the network administrator perform to resolve the issue? 
 
A. Increase the MTU size on both switches. 
B. Recertify the cable between both switches. 
C. Perform a factory reset on both switches. 
D. Enable debug logging on both switches. 
 
Correct Answer: A 
 
 
QUESTION 172 
Which of the following is used to prioritize Internet usage per application and per user on the 
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network? 
 
A. Bandwidth management 
B. Load balance routing 
C. Border Gateway Protocol 
D. Administrative distance 
 
Correct Answer: A 
 
 
QUESTION 173 
A user recently made changes to a PC that caused it to be unable to access websites by both 
FQDN and IP Local resources, such as the file server remain accessible. Which of the following 
settings did the user MOST likely misconfigure? 
 
A. Static IP 
B. Default gateway 
C. DNS entries 
D. Local host file 
 
Correct Answer: B 
 
 
 
 
QUESTION 174 
Which of the following systems would MOST likely be found in a screened subnet? 
 
A. RADIUS 
B. FTP 
C. SQL 
D. LDAP 
 
Correct Answer: B 
 
 
QUESTION 175 
Which of the following policies should be referenced when a user wants to access work email on 
a personal cell phone? 
 
A. Offboarding policy 
B. Acceptable use policy 
C. BYOD policy 
D. Remote access policy 
 
Correct Answer: C 
 
 
QUESTION 176 
A systems administrator is configuring a firewall using NAT with PAT. Which of the following 
would be BEST suited for the LAN interface? 
 
A. 172.15.0.0/18 
B. 172.18.0.0/10 
C. 172.23.0.0/16 
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D. 172.28.0.0/8 
E. 172.32.0.0/14 
 
Correct Answer: C 
 
 
QUESTION 177 
A network engineer is designing a new secure wireless network. The engineer has been given 
the following requirements: 
 
1. Must not use plaintext passwords 
2. Must be certificate based 
3. Must be vendor neutral 
 
Which of the following methods should the engineer select? 
 
A. TWP-RC4 
B. CCMP-AES 
C. EAP-TLS 
D. WPA2 
 
Correct Answer: C 
 
QUESTION 178 
An engineer is configuring redundant network links between switches. Which of the following 
should the engineer enable to prevent network stability issues? 
 
A. 802.1Q 
B. STP 
C. Flow control 
D. CSMA/CD 
 
Correct Answer: B 
 
 
QUESTION 179 
Which of the following policies is MOST commonly used for guest captive portals? 
 
A. AUP 
B. DLP 
C. BYOD 
D. NDA 
 
Correct Answer: A 
 
 
QUESTION 180 
An attacker is attempting to find the password to a network by inputting common words and 
phrases in plaintext to the password prompt. Which of the following attack types BEST describes 
this action? 
 
A. Pass-the-hash attack 
B. Rainbow table attack 
C. Brute-force attack 
D. Dictionary attack 
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Correct Answer: D 
 
 
QUESTION 181 
A technician is troubleshooting a previously encountered issue. Which of the following should the 
technician reference to find what solution was implemented to resolve the issue? 
 
A. Standard operating procedures 
B. Configuration baseline documents 
C. Work instructions 
D. Change management documentation 
 
Correct Answer: A 
 
 
QUESTION 182 
At the destination host, which of the following OSI model layers will discard a segment with a bad 
checksum in the UDP header? 
 
A. Network 
B. Data link 
C. Transport 
D. Session 
 
Correct Answer: C 
 
 
QUESTION 183 
Which of the following technologies provides a failover mechanism for the default gateway? 
 
A. FHRP 
B. LACP 
C. OSPF 
D. STP 
 
Correct Answer: A 
 
 
QUESTION 184 
Which of the following cable types would MOST likely be used to provide high-speed network 
connectivity between nearby buildings? 
 
A. UTP 
B. Coaxial 
C. Fiber 
D. Cat 5 
E. Twinaxial 
 
Correct Answer: C 
 
 
QUESTION 185 
A technician is documenting an application that is installed on a server and needs to verify all 
existing web and database connections to the server. Which of the following tools should the 
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technician use to accomplish this task? 
 
A. tracert 
B. ipconfig 
C. netstat 
D. nslookup 
 
Correct Answer: C 
 
 
QUESTION 186 
Which of the following DNS records works as an alias to another record? 
 
A. AAAA 
B. CNAME 
C. MX 
D. SOA 
 
Correct Answer: B 
QUESTION 187 
Which of the following BEST describes hosting several businesses on the same physical 
infrastructure? 
 
A. Hybrid 
B. Elasticity 
C. laaS 
D. Multitenancy 
 
Correct Answer: A 
 
 
QUESTION 188 
Which of the following protocols would allow a secure connection to a Linux-based system? 
 
A. SMB 
B. FTP 
C. RDP 
D. SSH 
 
Correct Answer: D 
 
 
QUESTION 189 
A network switch was installed to provide connectivity to cameras monitoring wildlife in a remote 
location. The organization is concerned that intruders could potentially leverage unattended 
equipment in the remote location to connect rogue devices and gain access to the organization's 
resources. Which of the following techniques would BEST address the concern? 
 
A. Configure port security using MAC filtering. 
B. Manually register the cameras on the switch address table. 
C. Activate PoE+ on the active switchports. 
D. Disable Neighbor Discovery Protocol on the switch. 
 
Correct Answer: A 
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