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C. Frequency
D. Encryption type

Correct Answer: A

QUESTION 129

A technician receives feedback that some users are experiencing high amounts of jitter while
using the wireless network. While troubleshooting the network, the technician uses the ping
command with the IP address of the default gateway and verifies large variations in latency. The
technician thinks the issue may be interference from other networks and non-802.11 devices.
Which of the following tools should the technician use to troubleshoot the issue?

A. NetFlow analyzer
B. Bandwidth analyzer
C. Protocol analyzer
D. Spectrum analyzer

Correct Answer: D

QUESTION 130
A network technician is manually configuring the network settings for a new device and is told the
network block is 192.168.0.0/20. Which of the following subnets should the technician use?

A. 255.255.128.0
B. 255.255.192.0
C. 255.255.240.0
D. 255.255.248.0

Correct Answer: C

QUESTION 131
Which of the following is used to track and document various types of known vulnerabilities?

A. CVE

B. Penetration testing
C. Zero-day

D. SIEM

E. Least privilege

Correct Answer: A

QUESTION 132

A store owner would like to have secure wireless access available for both business equipment
and patron use. Which of the following features should be configured to allow different wireless
access through the same equipment?

A. MIMO
B. TKIP
C. LTE

D. SSID
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Correct Answer: D

QUESTION 133

A network administrator walks into a datacenter and notices an unknown person is following
closely. The administrator stops and directs the person to the security desk. Which of the
following attacks did the network administrator prevent?

A. Evil twin

B. Tailgating

C. Piggybacking

D. Shoulder surfing

Correct Answer: B

QUESTION 134
A fiber link connecting two campus networks is broken. Which of the following tools should an
engineer use to detect the exact break point of the fiber link?

OTDR

Tone generator
Fusion splicer
Cable tester
PoE injector

moow>»

Correct Answer: A

QUESTION 135
Within the realm of network security, Zero Trust:

A. prevents attackers from moving laterally through a system.

B. allows a server to communicate with outside networks without a firewall.
C. block malicious software that is too new to be found in virus definitions.
D. stops infected files from being downloaded via websites.

Correct Answer: C

QUESTION 136
A technician is assisting a user who cannot connect to a network resource. The technician first
checks for a link light. According to troubleshooting methodology, this is an example of:

A. using a bottom-to-top approach.
B. establishing a plan of action.

C. documenting a finding.

D. questioning the obvious.

Correct Answer: D
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QUESTION 137

A network technician has multimode fiber optic cable available in an existing IDF. Which of the
following Ethernet standards should the technician use to connect the network switch to the
existing fiber?

A. 10GBaseT
B. 1000BaseT
C. 1000BaseSX
D. 1000BaselLX

Correct Answer: A

QUESTION 138
A Chief Information Officer (ClIO) wants to improve the availability of a company's SQL database.
Which of the following technologies should be utilized to achieve maximum availability?

A. Clustering

B. Port aggregation
C. NIC teaming

D. Snapshots

Correct Answer: C

QUESTION 139

A network technician is investigating an IP phone that does not register in the VoIP system
Although it received an IP address, it did not receive the necessary DHCP options The
information that is needed for the registration is distributes by the OHCP scope All other IP
phones are working properly. Which of the following does the technician need to verify?

A. VLAN mismatch

B. Transceiver mismatch
C. Latency

D. DHCP exhaustion

Correct Answer: A

QUESTION 140

A technician is deploying a low-density wireless network and is contending with multiple types of
building materials. Which of the following wireless frequencies would allow for the LEAST signal
attenuation?

A. 2.4GHz
B. 5GHz

C. 850MHz
D. 900MHZ

Correct Answer: B

QUESTION 141
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Which of the following is the LARGEST MTU for a standard Ethernet frame?

A. 1452
B. 1492
C. 1500
D. 2304

Correct Answer: C

QUESTION 142
According to troubleshooting methodology, which of the following should the technician do NEXT
after determining the most likely probable cause of an issue?

A. Establish a plan of action to resolve the issue and identify potential effects

B. Verify full system functionality and, if applicable, implement preventive measures
C. Implement the solution or escalate as necessary

D. Test the theory to determine the cause

Correct Answer: D

QUESTION 143

A local firm has hired a consulting company to clean up its IT infrastructure. The consulting
company notices remote printing is accomplished by port forwarding via publicly accessible IPs
through the firm's firewall Which of the following would be the MOST appropriate way to enable
secure remote printing?

A. SSH
B. VPN
C. Telnet
D. SSL

Correct Answer: A

QUESTION 144

A network administrator is downloading a large patch that will be uploaded to several enterprise
switches simultaneously during the day's upgrade cycle. Which of the following should the
administrator do to help ensure the upgrade process will be less likely to cause problems with the
switches?

A. Confirm the patch's MD5 hash prior to the upgrade

B. Schedule the switches to reboot after an appropriate amount of time.
C. Download each switch's current configuration before the upgrade

D. Utilize FTP rather than TFTP to upload the patch

Correct Answer: C

QUESTION 145
A network administrator is designing a new datacenter in a different region that will need to
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communicate to the old datacenter with a secure connection. Which of the following access
methods would provide the BEST security for this new datacenter?

A. Virtual network computing
B. Secure Socket Shell

C. In-band connection

D. Site-to-site VPN

Correct Answer: D
QUESTION 146
A SaaS provider has decided to leave an unpatched VM available via a public DMZ port. With

which of the following concepts is this technique MOST closely associated?

A. Insider threat

B. War driving
C. Evil twin
D. Honeypot

Correct Answer: D

QUESTION 147
A company hired a technician to find all the devices connected within a network. Which of the
following software tools would BEST assist the technician in completing this task?

A. |IP scanner

B. Terminal emulator
C. NetFlow analyzer
D. Port scanner

Correct Answer: A

QUESTION 148
Which of the following is the physical security mechanism that would MOST likely be used to
enter a secure site?

A. Alanding page

B. An access control vestibule
C. A smart locker

D. A firewall

Correct Answer: B

QUESTION 149

A city has hired a new employee who needs to be able to work when traveling at home and at the
municipal sourcing of a neighboring city that snares services. The employee is issued a laptop,
and a technician needs to train the employee on the appropriate solutions for secure access to
the network from all the possible locations On which of the following solutions would the
technician MOST likely train the employee?
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