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Which of the following attacks is this MOST likely an example of?

A. ARP poisoning
B. VLAN hopping
C. Rogue access point
D. Amplified DoS

Correct Answer: A

QUESTION 74

Which of the following topologies requites the MOST connections when designing a network?
A. Mesh

B. Star

C. Bus

D. Ring

Correct Answer: A

QUESTION 75

A network technician is configuring a new firewall for a company with the necessary access
requirements to be allowed through the firewall. Which of the following would normally be applied
as the LAST rule in the firewall?

A. Secure SNMP
B. Port security

C. Implicit deny

D. DHCP snooping

Correct Answer: C

QUESTION 76

An IT director is setting up new disaster and HA policies for a company. Limited downtime is
critical to operations. To meet corporate requirements, the director set up two different
datacenters across the country that will stay current on data and applications. In the event of an
outage, the company can immediately switch from one datacenter to another. Which of the
following does this BEST describe?

A. A warm site

B. Data mirroring
C. Multipathing

D. Load balancing
E. A hot site

Correct Answer: E

QUESTION 77
A systems administrator is running a VolP network and is experiencing jitter and high latency.
Which of the following would BEST help the administrator determine the cause of these issues?

A. Enabling RADIUS on the network
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B. Configuring SNMP traps on the network
C. Implementing LDAP on the network
D. Establishing NTP on the network

Correct Answer: B

QUESTION 78

A technician is troubleshooting a wireless connectivity issue in a small office located in a high-rise
building. Several APs are mounted in this office. The users report that the network connections
frequently disconnect and reconnect throughout the day. Which of the following is the MOST
likely cause of this issue?

A. The AP association time is set too low
B. EIRP needs to be boosted

C. Channel overlap is occurring

D. The RSSI is misreported

Correct Answer: B

QUESTION 79

A technician is writing documentation regarding a company's server farm. The technician needs
to confirm the server name for all Linux servers. Which of the following commands should the
technician run?

A. ipconfig
B. nslookup
C. arp

D. route

Correct Answer: B

QUESTION 80

A new cabling certification is being requested every time a network technician rebuilds one end of
a Cat 6 (vendor-certified) cable to create a crossover connection that is used to connect switches.
Which of the following would address this issue by allowing the use of the original cable?

A. CSMA/CD
B. LACP
C. PoE+
D. MDIX

Correct Answer: D

QUESTION 81

There are two managed legacy switches running that cannot be replaced or upgraded. These
switches do not support cryptographic functions, but they are password protected. Which of the
following should a network administrator configure to BEST prevent unauthorized access?

Enable a management access list
Disable access to unnecessary services.
Configure a stronger password for access
Disable access to remote management
Use an out-of-band access method.
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Correct Answer: A

QUESTION 82

A technician is troubleshooting a workstation's network connectivity and wants to confirm which
switchport corresponds to the wall jack the PC is using. Which of the following concepts would
BEST help the technician?

Consistent labeling
Change management
Standard work instructions
Inventory management
Network baseline
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Correct Answer: A

QUESTION 83
A user is having difficulty with video conferencing and is looking for assistance. Which of the
following would BEST improve performance?

A. Packet shaping
B. Quality of service
C. Port mirroring

D. Load balancing

Correct Answer: B

QUESTION 84

A network technician reviews an entry on the syslog server and discovers the following message
from a switch:

SPANNING-TREE Port 1/1 BLOCKED

Which of the following describes the issue?

A. Aloop was discovered, and the impact was mitigated.

B. An incorrectly pinned cable was disconnected.

C. The link-local address on the port is incorrect.

D. The port was shut down, and it needs to be reactivated.

Correct Answer: A

QUESTION 85

Which of the following would MOST likely be used to review previous upgrades to a system?
A. Business continuity plan

B. Change management

C. System life cycle

D. Standard operating procedures

Correct Answer: B
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QUESTION 86

Wireless users are reporting intermittent internet connectivity. Connectivity is restored when the
users disconnect and reconnect, utilizing the web authentication process each time. The network
administrator can see the devices connected to the APs at all times. Which of the following steps
will MOST likely determine the cause of the issue?

A. Verify the session time-out configuration on the captive portal settings

B. Check for encryption protocol mismatch on the client's wireless settings

C. Confirm that a valid passphrase is being used during the web authentication
D. Investigate for a client's disassociation caused by an evil twin AP

Correct Answer: A

QUESTION 87

The network administrator is informed that a user's email password is frequently hacked by brute-
force programs. Which of the following policies should the network administrator implements to
BEST mitigate this issue? (Choose two.)

Captive portal
Two-factor authentication
Complex passwords
Geofencing

Role-based access
Explicit deny

Tmoow>

Correct Answer: BC

QUESTION 88
An organization with one core and five distribution switches is transitioning from a star to a full-
mesh topology. Which of the following is the number of additional network connections needed?

A5
B. 7
C. 10
D. 15

Correct Answer: A

QUESTION 89
The management team has instituted a 48-hour RTO as part of the disaster recovery plan. Which
of the following procedures would meet the policy's requirements?

A. Recover all systems to a loss of 48 hours of data.

B. Limit network downtime to a maximum of 48 hours per year.
C. Recover all systems within 48 hours.

D. Require 48 hours of system backup maintenance.

Correct Answer: C

QUESTION 90
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A technician is implementing a new wireless network to serve guests at a local office. The
network needs to provide Internet access but disallow associated stations from communicating
with each other. Which of the following would BEST accomplish this requirement?

A. Wireless client isolation
B. Port security

C. Device geofencing

D. DHCP snooping

Correct Answer: A

QUESTION 91

A network technician is investigating an issue with a desktop that is not connecting to the
network. The desktop was connecting successfully the previous day, and no changes were made
to the environment. The technician locates the switchport where the device is connected and
observes the LED status light on the switchport is not lit even though the desktop is turned on
Other devices that arc plugged into the switch are connecting to the network successfully Which
of the following is MOST likely the cause of the desktop not connecting?

Transceiver mismatch
VLAN mismatch

Port security
Damaged cable
Duplex mismatch
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Correct Answer: C

QUESTION 92

A systems administrator needs to improve WiFi performance in a densely populated office tower
and use the latest standard. There is a mix of devices that use 2.4 GHz and 5 GHz. Which of the
following should the systems administrator select to meet this requirement?

A. 802.11ac
B. 802.11ax
C. 802.11¢g
D. 802.11n

Correct Answer: B

QUESTION 93

A technician is connecting DSL for a new customer. After installing and connecting the on-
premises equipment, the technician verifies DSL synchronization. When connecting to a
workstation, however, the link LEDs on the workstation and modem do not light up. Which of the
following should the technician perform during troubleshooting?

A. Identify the switching loops between the modem and the workstation.
B. Check for asymmetrical routing on the modem.

C. Look for a rogue DHCP server on the network.

D. Replace the cable connecting the modem and the workstation.

Correct Answer: D
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