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C. CSMA/CA 
D. GSM 
 
Correct Answer: A 
 
 
QUESTION 16 
A corporation has a critical system that would cause unrecoverable damage to the brand if it was 
taken offline. Which of the following disaster recovery solutions should the corporation 
implement? 
 
A. Full backups 
B. Load balancing 
C. Hot site 
D. Snapshots 
 
Correct Answer: C 
 
 
QUESTION 17 
A network administrator redesigned the positioning of the APs to create adjacent areas of 
wireless coverage. After project validation, some users still report poor connectivity when their 
devices maintain an association to a distanced AP. Which of the following should the network 
administrator check FIRST? 
 
A. Validate the roaming settings on the APs and WLAN clients 
B. Verify that the AP antenna type is correct for the new layout 
C. Check to see if MU-MIMO was properly activated on the APs 
D. Deactivate the 2.4GHz band on the APS 
 
Correct Answer: A 
 
 
QUESTION 18 
A network administrator is setting up several loT devices on a new VLAN and wants to 
accomplish the following 
 
1. Reduce manual configuration on each system 
2. Assign a specific IP address to each system 
3. Allow devices to move to different switchports on the same VLAN 
 
Which of the following should the network administrator do to accomplish these requirements? 
 
A. Set up a reservation for each device 
B. Configure a static IP on each device 
C. Implement private VLANs for each device 
D. Use DHCP exclusions to address each device 
Correct Answer: C 
 
 
QUESTION 19 
Which of the following is a system that is installed directly on a server's hardware and abstracts 
the hardware from any guest machines? 
 
A. Storage array 
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B. Type 1 hypervisor 
C. Virtual machine 
D. Guest QS 
 
Correct Answer: A 
 
 
QUESTION 20 
A network administrator needs to run a single command-line tool capable of displaying routing 
table and multicast memberships. Which of the following would BEST help the administrator 
achieve the requirements? 
 
A. arp 
B. show route 
C. show config 
D. netstate 
 
Correct Answer: A 
 
 
QUESTION 21 
Which of the following ports is commonly used by VoIP phones? 
 
A. 20 
B. 143 
C. 445 
D. 5060 
 
Correct Answer: D 
 
 
QUESTION 22 
A technician is installing multiple UPS units in a major retail store. The technician is required to 
keep track of all changes to new and old equipment. Which of the following will allow the 
technician to record these changes? 
 
A. Asset tags 
B. A smart locker 
C. An access control vestibule 
D. A camera 
 
Correct Answer: A 
 
 
 
QUESTION 23 
A technician wants to deploy a new wireless network that comprises 30 WAPs installed 
throughout a three-story office building. All the APs will broadcast the same SSID for client 
access. Which of the following BEST describes this deployment? 
 
A. Extended service set 
B. Basic service set 
C. Unified service set 
D. Independent basic service set 
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Correct Answer: A 
 
 
QUESTION 24 
Which of the following protocols will a security appliance that is correlating network events from 
multiple devices MOST likely rely on to receive event messages? 
 
A. Syslog 
B. Session Initiation Protocol 
C. Secure File Transfer Protocol 
D. Server Message Block 
 
Correct Answer: A 
 
 
QUESTION 25 
A network technician is reviewing an upcoming project's requirements to implement laaS. Which 
of the following should the technician consider? 
 
A. Software installation processes 
B. Type of database to be installed 
C. Operating system maintenance 
D. Server hardware requirements 
 
Correct Answer: D 
 
 
QUESTION 26 
A technician is troubleshooting a client's report about poor wireless performance. Using a client 
monitor, the technician notes the following information: 
 

 
 
Which of the following is MOST likely the cause of the issue? 
 
A. Channel overlap 
B. Poor signal 
C. Incorrect power settings 
D. Wrong antenna type 
 
Correct Answer: A 
 
 
QUESTION 27 
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A network administrator wants to improve the security of the management console on the 
company's switches and ensure configuration changes made can be correlated to the 
administrator who conformed them Which of the following should the network administrator 
implement? 
 
A. Port security 
B. Local authentication 
C. TACACS+ 
D. Access control list 
 
Correct Answer: C 
 
 
QUESTION 28 
Which of the following connector types would have the MOST flexibility? 
 
A. SFP 
B. BNC 
C. LC 
D. RJ45 
 
Correct Answer: A 
 
 
QUESTION 29 
A business is using the local cable company to provide Internet access. Which of the following 
types of cabling will the cable company MOST likely use from the demarcation point back to the 
central office? 
 
A. Multimode 
B. Cat 5e 
C. RG-6 
D. Cat 6 
E. 100BASE-T 
 
Correct Answer: C 
 
 
 
 
 
 
QUESTION 30 
Which of the following service models would MOST likely be used to replace on-premises servers 
with a cloud solution? 
 
A. PaaS 
B. IaaS 
C. SaaS 
D. Disaster recovery as a Service (DRaaS) 
 
Correct Answer: B 
 
 
QUESTION 31 
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Branch users are experiencing issues with videoconferencing. Which of the following will the 
company MOST likely configure to improve performance for these applications? 
 
A. Link Aggregation Control Protocol 
B. Dynamic routing 
C. Quality of service 
D. Network load balancer 
E. Static IP addresses 
 
Correct Answer: C 
 
 
QUESTION 32 
A firewall administrator is implementing a rule that directs HTTP traffic to an internal server 
listening on a non-standard socket Which of the following types of rules is the administrator 
implementing? 
 
A. NAT 
B. PAT 
C. STP 
D. SNAT 
E. ARP 
 
Correct Answer: D 
 
 
QUESTION 33 
Which of the following OSI model layers is where conversations between applications are 
established, coordinated, and terminated? 
 
A. Session 
B. Physical 
C. Presentation 
D. Data link 
 
Correct Answer: A 
 
 
 
 
QUESTION 34 
An administrator is writing a script to periodically log the IPv6 and MAC addresses of all the 
devices on a network segment. Which of the following switch features will MOST likely be used to 
assist with this task? 
 
A. Spanning Tree Protocol 
B. Neighbor Discovery Protocol 
C. Link Aggregation Control Protocol 
D. Address Resolution Protocol 
 
Correct Answer: B 
 
 
QUESTION 35 
A network technician is observing the behavior of an unmanaged switch when a new device is 
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