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QUESTION 1

A network requirement calls for segmenting departments into different networks. The campus
network is set up with users of each department in multiple buildings. Which of the following
should be configured to keep the design simple and efficient?

A. MDIX

B. Jumbo frames
C. Port tagging
D. Flow control

Correct Answer: C

QUESTION 2
Which of the following devices would be used to manage a corporate WLAN?

A. A wireless NAS

B. A wireless bridge

C. A wireless router

D. A wireless controller

Correct Answer: D

QUESTION 3

A wireless network was installed in a warehouse for employees to scan crates with a wireless
handheld scanner. The wireless network was placed in the corner of the building near the ceiling
for maximum coverage However users in the offices adjacent lo the warehouse have noticed a
large amount of signal overlap from the new network Additionally warehouse employees report
difficulty connecting to the wireless network from the other side of the building; however they
have no issues when lhey are near the antenna Which of the following is MOST likely the cause?

A. The wireless signal is being refracted by the warehouse's windows

B. The antenna's power level was set too high and is overlapping

C. An omnidirectional antenna was used instead of a unidirectional antenna
D. The wireless access points are using channels from the 5GHz spectrum

Correct Answer: A

QUESTION 4
A network device is configured to send critical events to a syslog server; however, the following
alerts are not being received:

= Severity 5 LINK-UPDOWN: Interface 1/1, changed state to down
= Severity 5 LINK-UPDOWN: Interface 1/3, changed state to down

Which of the following describes the reason why the events are not being received?

A. The network device is not configured to log that level to the syslog server

B. The network device was down and could not send the event

C. The syslog server is not compatible with the network device

D. The syslog server did not have the correct MIB loaded to receive the message
Correct Answer: A
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QUESTION 5

A company requires a disaster recovery site to have equipment ready to go in the event of a
disaster at its main datacenter. The company does not have the budget to mirror all the live data
to the disaster recovery site. Which of the following concepts should the company select?

A. Cold site
B. Hot site
C. Warm site
D. Cloud site

Correct Answer: C

QUESTION 6
Given the following information:

Protocol | Local address Foreign address State
TCP 127.0.0.1:57775% | Desktop-Open:57780 | Established
TCP 127.0.0.1:57780 | Desktop-Open:57775 | Established

Which of the following command-line tools would generate this output?

A. netstat
B. arp
C. dig
D. tracert

Correct Answer: A

QUESTION 7

The management team needs to ensure unnecessary modifications to the corporate network are
not permitted and version control is maintained. Which of the following documents would BEST
support this?

A. An incident response plan

B. A business continuity plan

C. A change management policy
D. An acceptable use policy

Correct Answer: C

QUESTION 8
A user tries to ping 192.168.1.100 from the command prompt on the 192.168.2.101 network but
gets the following response: U.U.U.U. Which of the following needs to be configured for these
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networks to reach each other?

A. Network address translation
B. Default gateway

C. Loopback

D. Routing protocol

Correct Answer: B

QUESTION 9

A company is being acquired by a large corporation. As part of the acquisition process, the
company's address should now redirect clients to the corporate organization page. Which of the
following DNS records needs to be created?

A. SOA

B. NS

C. CNAME
D. TXT

Correct Answer: C

QUESTION 10
Which of the following is used to provide networking capability for VMs at Layer 2 of the OSI
model?

A. VPN
B. VRRP
C. vSwitch
D. VIP

Correct Answer: C

QUESTION 11
A technician needs to configure a Linux computer for network monitoring. The technician has the
following information:

Linux computer details:

Interface IP address MAC address
eth0 10.1.2.24 Al:B2:C3:-F4-E5:Dé6

Switch mirror port details:

Interface IP address MAC address
ethl 10.1.23 Al'B2:C3:D4:E5:F6

After connecting the Linux computer to the mirror port on the switch, which of the following
commands should the technician run on the Linux computer?

A. ifconfig ecthO promisc
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B. ifconfig eth1 up
C. ifconfig eth0 10.1.2.3
D. ifconfig eth1 hw ether A1:B2:C3:D4:E5:F6

Correct Answer: A

QUESTION 12
A network technician needs to correlate security events to analyze a suspected intrusion Which of
the following should the technician use?

A. SNMP

B. Log review

C. Vulnerability scanning
D. SIEM

Correct Answer: D

QUESTION 13

A company wants to implement a large number of WAPs throughout its building and allow users
to be able to move around the building without dropping their connections Which of the following
pieces of equipment would be able to handle this requirement?

A. A VPN concentrator
B. A load balancer

C. A wireless controller
D. A RADIUS server

Correct Answer: A

QUESTION 14

To comply with industry requirements, a security assessment on the cloud server should identify
which protocols and weaknesses are being exposed to attackers on the Internet. Which of the
following tools is the MOST appropriate to complete the assessment?

A. Use tcpdump and parse the output file in a protocol analyzer.

B. Use an IP scanner and target the cloud WAN network addressing.
C. Run netstat in each cloud server and retrieve the running processes.
D. Use nmap and set the servers' public IPs as the targets.

Correct Answer: D

QUESTION 15
A network administrator is installing a wireless network at a client's office. Which of the following
IEEE 802.11 standards would be BEST to use for multiple simultaneous client access?

A. CDMA
B. CSMA/CD
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