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QUESTION 6
HOTSPOT

How should you configure Azure AD Connect? To answer, select the appropriate options in the

answer area.

NOTE: Each correct selection is worth one point.

User sign-in settings:

Device options:

Correct Answer:

User sign-in settings:

Device options:

MS-500 Exam Dumps

Password Synchronization with single-sign on
Pass-through authentication with single sign-on
Federation with Active Director Federation Services (AD FS)

v

Hybrid Azure AD Jomn
Enable Device writeback
Disable Device writeback

Enable Device writeback
Disable Device writeback
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QUESTION 7
DRAG DROP

You need to configure threat detection for Active Directory. The solution must meet the security

requirements.

Which three actions should you perform in sequence? To answer, move the appropriate actions
from the list of actions to the answer area and arrange them in the correct order.

Actions

Configure the Directory services setting in Azure
ATP

Download and install the ATA Gateway on
DC1, DC2, and DC3

Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

Configure a site-to-site VPN

Create a workspace in Azure ATP

Download and install the ATA Center on
Serverl

Correct Answer:
Actions

Answer Area

Configure the Directory services setting in Azure
ATP

Download and install the ATA Gateway on
DC1, DC2, and DC3

Answer Area

Create a workspace in Azure ATP

Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

D e e T e e e

Download and install the ATA Center on

Serverl
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Download and install the Azure ATP sensor
package on DC1, DC2, and DC3

| Configure the Directory services setting in Azure
| ATP
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Topic 3, Contoso, Ltd

Overview

Contoso, Ltd. is a consulting company that has a main office in Montreal and three branch offices

in Seattle, and New York.

The company has the offices shown in the following table.

Location Employees Laptops Desktops Mobile devices
computers

Montreal 2,500 2, 800 300 3,100

Seattle 1, 000 1, 100 200 1, 500

New York 300 320 30 400

Contoso has IT, human resources (HR), legal, marketing, and finance departments. Contoso
uses Microsoft 365.

Existing Environment

Infrastructure

The network contains an Active Directory domain named contoso.com that is synced to a
Microsoft Azure Active Directory (Azure AD) tenant. Password writeback is enabled.

The domain contains servers that run Windows Server 2016. The domain contains laptops and
desktop computers that run Windows 10 Enterprise.

Each client computer has a single volume.

Each office connects to the Internet by using a NAT device. The offices have the IP addresses
shown in the following table.

Location IP address space Public NAT segment
Montreal 10.10.0.0/16 190.15.1.0/24
Seattle 172.16.0.0/16 194.25.2.0/24
New York 192.168.0.0/16 198.35.3.0/24

Named locations are defined in Azure AD as shown in the following table.

Name IP address range | Trusted
Montreal 10.10.0.0/16 Yes
New York 192.168.0.0/16 No

From the Multi-Factor Authentication page, an address space of 198.35.3.0/24 is defined in the
trusted IPs list.
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Azure Multi-Factor Authentication (MFA) is enabled for the users in the finance department.

The tenant contains the users shown in the following table.

Name User type City Role

Userl Member Seattle None

User?2 Member Sea Password administrator

User3 Member SEATTLE None

Userd Guest =EA None

User5 Member London None

User6 Member London Customer LockBox Access
Approver

User7 Member Svdney Feports reader

User8 Member Sydney User administrator

User9 Member Montreal None

The tenant contains the groups shown in the following table.

Name Group type Dynamic membership rule
ADGroupl Security Uszer city-contains “SEA”™
ADGroup?2 Office 365 User . city-match “Sea”

Customer Lockbox is enabled in Microsoft 365.

Microsoft Intune Configuration
The devices enrolled in Intune are configured as shown in the following table.

Name Platform Encryption Member of
Devicel Android Disabled GroupA, GroupC
Device?2 Windows 10 Enabled GroupB, GroupC
Device3 Android Disabled GroupB, GroupC
Deviced Windows 10 Disabled GroupB

Devices 108 Mot applicable GroupA

Deviceb Windows 10 Enabled None

The device compliance policies in Intune are configured as shown in the following table.

Name Platform Encryption Assigned
DevicePolicyl Android Not configured Yes
DevicePolicy2 Windows 10 Required Yes
DevicePolicy3 Android Required Yes
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The device compliance policies have the assignments shown in the following table.

Name Include Exclude
DevicePolicyl GroupC None
DevicePolicy? GroupB GroupC
DevicePolicy3 GroupA None

The Mark devices with no compliance policy assigned as setting is set to Compliant.

Requirements
Technical Requirements
Contoso identifies the following technical requirements:

= Use the principle of least privilege

= Enable User1 to assign the Reports reader role to users

= Ensure that User6 approves Customer Lockbox requests as quickly as possible
= Ensure that User9 can implement Azure AD Privileged Identity Management

QUESTION 1
Which user passwords will User2 be prevented from resetting?

A. User6 and User7
B. User4 and User6
C. User4 only
D. User7 and User8
E. User8 only

Correct Answer: C

QUESTION 2
What should User6 use to meet the technical requirements?

A. Supervision in the Security & Compliance admin center

B. Service requests in the Microsoft 365 admin center

C. Security & privacy in the Microsoft 365 admin center

D. Data subject requests in the Security & Compliance admin center

Correct Answer: B

QUESTION 3

HOTSPOT

Which policies apply to which devices? To answer, select the appropriate options in the answer

area.

NOTE: Each correct selection is worth one point.
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