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organization. The analyst set up each of the tools according to the respective vendor's 
instructions and generated a report of vulnerabilities that ran against the same target server. 
 
Tool A reported the following: 
 

 
 
Tool B reported the following: 
 

 
 
Which of the following BEST describes the method used by each tool? (Choose two.) 
 
A. Tool A is agent based. 
B. Tool A used fuzzing logic to test vulnerabilities. 
C. Tool A is unauthenticated. 
D. Tool B utilized machine learning technology. 
E. Tool B is agent based. 
F. Tool B is unauthenticated. 
 
Correct Answer: CE 
QUESTION 185 
An organization suspects it has had a breach, and it is trying to determine the potential impact. 
The organization knows the following: 
 

The source of the breach is linked to an IP located in a foreign country. 
The breach is isolated to the research and development servers. 
The hash values of the data before and after the breach are unchanged. 
The affected servers were regularly patched, and a recent scan showed no vulnerabilities. 

 
Which of the following conclusions can be drawn with respect to the threat and impact? (Choose 
two.) 
 
A. The confidentiality of the data is unaffected. 
B. The threat is an APT. 
C. The source IP of the threat has been spoofed. 
D. The integrity of the data is unaffected. 
E. The threat is an insider. 
 
Correct Answer: BD 
 
 
QUESTION 186 
A security analyst, who is working for a company that utilizes Linux servers, receives the following 
results from a vulnerability scan: 
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Which of the following is MOST likely a false positive? 
 
A. ICMP timestamp request remote date disclosure 
B. Windows SMB service enumeration via \srvsvc 
C. Anonymous FTP enabled 
D. Unsupported web server detection 
 
Correct Answer: B 
 
QUESTION 187 
An analyst is reviewing the following code output of a vulnerability scan: 
 

 
 
Which of the following types of vulnerabilities does this MOST likely represent? 
 
A. A insecure direct object reference vulnerability 
B. An HTTP response split vulnerability 
C. A credential bypass vulnerability 
D. A XSS vulnerability 
 
Correct Answer: C 
 
 
QUESTION 188 
In response to an audit finding, a company's Chief information Officer (CIO) instructed the 
security department to Increase the security posture of the vulnerability management program. 
Currency, the company's vulnerability management program has the following attributes: 
 

It is unauthenticated. 
It is at the minimum interval specified by the audit framework. 
It only scans well-known ports. 

 
Which of the following would BEST Increase the security posture of the vulnerably management 
program? 
 
A. Expand the ports Being scanned lo Include al ports increase the scan interval to a number the 

business win accept without causing service interruption. Enable authentication and perform 
credentialed scans 

B. Expand the ports being scanned to Include all ports. Keep the scan interval at its current level 
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Enable authentication and perform credentialed scans. 
C. Expand the ports being scanned to Include at ports increase the scan interval to a number the 

business will accept without causing service Interruption. Continue unauthenticated scans. 
D. Continue scanning the well-known ports increase the scan interval to a number the business will 

accept without causing service Interruption. Enable authentication and perform credentialed 
scans. 

 
Correct Answer: A 
 
 
QUESTION 189 
A security analyst received an email with the following key: 
 
Xj3XJ3LLc 
 
A second security analyst received an email with following key: 
 
3XJ3xjcLLC 
 
The security manager has informed the two analysts that the email they received is a key that 
allows access to the company's financial segment for maintenance. This is an example of: 
 
A. dual control 
B. private key encryption 
C. separation of duties 
D. public key encryption 
E. two-factor authentication 
 
Correct Answer: A 
QUESTION 190 
A company's senior human resources administrator left for another position, and the assistant 
administrator was promoted into the senior position. On the official start day, the new senior 
administrator planned to ask for extended access permissions but noticed the permissions were 
automatically granted on that day. Which of the following describes the access management 
policy in place at the company? 
 
A. Mandatory-based 
B. Host-based 
C. Federated access 
D. Role-based 
 
Correct Answer: D 
 
 
QUESTION 191 
A security team is implementing a new vulnerability management program in an environment that 
has a historically poor security posture. The team is aware of issues patch management in the 
environment and expects a large number of findings. Which of the following would be the MOST 
efficient way to increase the security posture of the organization in the shortest amount of time? 
 
A. Create an SLA stating that remediation actions must occur within 30 days of discovery for all 

levels of vulnerabilities. 
B. Incorporate prioritization levels into the remediation process and address critical findings first. 
C. Create classification criteria for data residing on different servers and provide remediation only for 
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servers housing sensitive data. 
D. Implement a change control policy that allows the security team to quickly deploy patches in the 

production environment to reduce the risk of any vulnerabilities found. 
 
Correct Answer: B 
 
 
QUESTION 192 
An employee in the billing department accidentally sent a spreadsheet containing payment card 
data to a recipient outside the organization. The employee intended to send the spreadsheet to 
an internal staff member with a similar name and was unaware of the mistake until the recipient 
replied to the message. In addition to retraining the employee, which of the following would 
prevent this from happening in the future? 
 
A. Implement outgoing filter rules to quarantine messages that contain card data 
B. Configure the outgoing mail filter to allow attachments only to addresses on the whitelist 
C. Remove all external recipients from the employee's address book 
D. Set the outgoing mail filter to strip spreadsheet attachments from all messages. 
 
Correct Answer: B 
 
 
QUESTION 193 
A security analyst discovers accounts in sensitive SaaS-based systems are not being removed in 
a timely manner when an employee leaves the organization. To BEST resolve the issue, the 
organization should implement 
 
A. federated authentication 
B. role-based access control. 
C. manual account reviews 
D. multifactor authentication. 
 
Correct Answer: A 
 
 
QUESTION 194 
Industry partners from critical infrastructure organizations were victims of attacks on their SCADA 
devices. The attacks used privilege escalation to gain access to SCADA administration and 
access management solutions would help to mitigate this risk? 
 
A. Multifactor authentication 
B. Manual access reviews 
C. Endpoint detection and response 
D. Role-based access control 
 
Correct Answer: C 
 
 
QUESTION 195 
Which of the following is the BEST way to share incident-related artifacts to provide non-
repudiation? 
 
A. Secure email 
B. Encrypted USB drives 
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C. Cloud containers 
D. Network folders 
 
Correct Answer: B 
 
 
QUESTION 196 
A large insurance company wants to outsource its claim-handling operations to an overseas third-
party organization. Which of the following would BEST help to reduce the chance of highly 
sensitive data leaking? 
 
A. Configure a VPN between the third party organization and the internal company network 
B. Set up a VDI that the third party must use to interact with company systems. 
C. Use MFA to protect confidential company information from being leaked. 
D. Implement NAC to ensure connecting systems have malware protection 
E. Create jump boxes that are used by the third-party organization so it does not connect directly. 
 
Correct Answer: D 
 
 
QUESTION 197 
Clients are unable to access a company's API to obtain pricing data. An analyst discovers 
sources other than clients are scraping the API for data, which is causing the servers to exceed 
available resources. Which of the following would be BEST to protect the availability of the APIs? 
 
A. IP whitelisting 
B. Certificate-based authentication 
C. Virtual private network 
D. Web application firewall 
 
Correct Answer: A 
 
 
QUESTION 198 
A system administrator is doing network reconnaissance of a company's external network to 
determine the vulnerability of various services that are running. Sending some sample traffic to 
the external host, the administrator obtains the following packet capture: 
 

 
 
Based on the output, which of the following services should be further tested for vulnerabilities? 
 
A. SSH 
B. HTTP 
C. SMB 
D. HTTPS 
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