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E. AWS Managed Services

Correct Answer: AD

Explanation:

https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/networking-and-content-delivery/introducing-aws-client-vpn-to-
securely-access-aws-and-on-premises-resources/

QUESTION 319
Which AWS service is used to pay AWS bills, and monitor usage and budget costs?

A. AWS Billing and Cost Management
B. Consolidated billing

C. Amazon CloudWatch

D. Amazon QuickSight

Correct Answer: A
Explanation:
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/billing-what-is.html

QUESTION 320
Which element of the AWS global infrastructure consists of one or more discrete data centers,
each with redundant power, networking, and connectivity, which are housed in separate facilities?

A. AWS Regions

B. Availability Zones
C. Edge locations

D. Amazon CloudFront

Correct Answer: B
Explanation:
https://docs.aws.amazon.com/whitepapers/latest/aws-overview/global-infrastructure.html

QUESTION 321
Which Amazon VPC feature enables users to capture information about the IP traffic that reaches
Amazon EC2 instances?

A. Security groups

B. Elastic network interfaces
C. Network ACLs

D. VPC Flow Logs

Correct Answer: D

Explanation:

VPC Flow Logs is a feature that enables you to capture information about the IP traffic going to
and from network interfaces in your VPC. Flow log data can be published to Amazon CloudWatch
Logs or Amazon S3. After you've created a flow log, you can retrieve and view its data in the
chosen destination.

Reference:
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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QUESTION 322
Which AWS service can be used to automatically scale an application up and down without
making capacity planning decisions?

A. Amazon AutoScaling
B. Amazon Redshift

C. AWS CloudTrail

D. AWS Lambda

Correct Answer: D
Explanation:
https://aws.amazon.com/blogs/aws/category/auto-scaling/

QUESTION 323
AWS Enterprise Support users have access to which service or feature that is not available to
users with other AWS Support plans?

A. AWS Trusted Advisor
B. AWS Support case
C. Concierge team

D. Amazon Connect

Correct Answer: C
Explanation:
https://aws.amazon.com/premiumsupport/plans/

QUESTION 324

A company wants to migrate a MySQL database to AWS but does not have the budget for
Database Administrators to handle routine tasks including provisioning, patching, and performing
backups. Which AWS service will support this use case?

A. Amazon RDS

B. Amazon DynamoDB
C. Amazon DocumentDB
D. Amazon ElastiCache

Correct Answer: A

Explanation:

Amazon RDS makes it easy to set up, operate, and scale a relational database in the cloud. It
provides cost-efficient and resizable capacity while automating time-consuming administration
tasks, such as hardware provisioning, database setup, patching, and backups. It frees you to
focus on your applications, so you can give them the fast performance, high availability, security,
and compatibility that they need.

Reference:
https://aws.amazon.com/blogs/database/part-1-role-of-the-dba-when-moving-to-amazon-rds-
responsibilities/

QUESTION 325
A company wants to expand from one AWS Region into a second AWS Region. What does the
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company need to do to start supporting the new Region?

A. Contact an AWS Account Manager to sign a new contract

B. Move an Availability Zone to the new Region

C. Begin deploying resources in the second Region

D. Download the AWS Management Console for the new Region

Correct Answer: C
Explanation:
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-region.html

QUESTION 326

A user must meet compliance and software licensing requirements that state a workload must be
hosted on a physical server. Which Amazon EC2 instance pricing option will meet these
requirements?

A. Dedicated Hosts

B. Dedicated Instances
C. Spot Instances

D. Reserved Instances

Correct Answer: A
Explanation:
https://aws.amazon.com/ec2/dedicated-hosts/

QUESTION 327
Which AWS service will provide a way to generate encryption keys that can be used to encrypt
data? (Choose two.)

A. Amazon Macie

B. AWS Certificate Manager

C. AWS Key Management Service (AWS KMS)
D. AWS Secrets Manager

E. AWS CloudHSM

Correct Answer: CE

Explanation:
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-service-hsm.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html

QUESTION 328
A company is planning to migrate from on-premises to the AWS Cloud. Which AWS tool or
service provides detailed reports on estimated cost savings after migration?

A. AWS Total Cost of Ownership (TCO) Calculator
B. Cost Explorer

C. AWS Budgets

D. AWS Migration Hub

Correct Answer: A
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Explanation:
https://docs.aws.amazon.com/migrationhub/latest/ug/hub-api.pdf (26)

QUESTION 329
What can assist in evaluating an application for migration to the cloud? (Choose two.)

AWS Trusted Advisor

AWS Professional Services
AWS Systems Manager
AWS Partner Network (APN)
AWS Secrets Manager

moow»

Correct Answer: BD

QUESTION 330
Which AWS service helps users meet contractual and regulatory compliance requirements for
data security by using dedicated hardware appliances within the AWS Cloud?

A. AWS Secrets Manager

B. AWS CloudHSM

C. AWS Key Management Service (AWS KMS)
D. AWS Directory Service

Correct Answer: B

Explanation:

The AWS CloudHSM service helps you meet corporate, contractual, and regulatory compliance
requirements for data security by using dedicated Hardware Security Module (HSM) instances
within the AWS cloud. AWS and AWS Marketplace partners offer a variety of solutions for
protecting sensitive data within the AWS platform, but for some applications and data subject to
contractual or regulatory mandates for managing cryptographic keys, additional protection may
be necessary. CloudHSM complements existing data protection solutions and allows you to
protect your encryption keys within HSMs that are designed and validated to government
standards for secure key management. CloudHSM allows you to securely generate, store, and
manage cryptographic keys used for data encryption in a way that keys are accessible only by
you.

Reference:
https://aws.amazon.com/cloudhsm/faqs/

QUESTION 331
Under the AWS shared responsibility model, the customer manages which of the following?
(Choose two.)

A. Decommissioning of physical storage devices

B. Security group and ACL configuration

C. Patch management of an Amazon RDS instance operating system
D. Controlling physical access to data centers

E. Patch management of an Amazon EC2 instance operating system

Correct Answer: BE
Explanation:
https://www.whizlabs.com/blog/aws-security-shared-responsibility/
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QUESTION 332
Which AWS service is suitable for an event-driven workload?

A. Amazon EC2

B. AWS Elastic Beanstalk
C. AWS Lambda

D. Amazon Lumberyard

Correct Answer: C

Explanation:

An easy-to-use service for deploying and scaling web applications and web services developed in
a number of programming languages. You can configure event notifications for your Elastic
Beanstalk environment so that notable events can be automatically published to an SNS topic,
then pushed to topic subscribers.As an example, you may use this event-driven architecture to
coordinate your continuous integration pipeline (such as Jenkins Cl). That way, whenever an
environment is created, Elastic Beanstalk publishes this event to an SNS topic, which triggers a
subscribing Lambda function, which then kicks off a Cl job against your newly created Elastic
Beanstalk environment.

Reference:
https://aws.amazon.com/blogs/compute/event-driven-computing-with-amazon-sns-compute-
storage-database-and-networking-services/

QUESTION 333
What is a value proposition of the AWS Cloud?

A. AWS is responsible for security in the AWS Cloud
B. No long-term contract is required

C. Provision new servers in days

D. AWS manages user applications in the AWS Cloud

Correct Answer: B
Explanation:
https://d1.awsstatic.com/whitepapers/aws-whitepaper-business-value-of-aws.pdf

QUESTION 334
What is a characteristic of Amazon S3 cross-region replication?

A. Both source and destination S3 buckets must have versioning disabled

B. The source and destination S3 buckets cannot be in different AWS Regions

C. 83 buckets configured for cross-region replication can be owned by a single AWS account or by
different accounts

D. The source S3 bucket owner must have the source and destination AWS Regions disabled for
their account

Correct Answer: C
Explanation:
https://docs.aws.amazon.com/AmazonS3/latest/dev/replication.html

QUESTION 335
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