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C. Deploy applications in a single Availability Zone 
D. Distribute the compute load across multiple resources 
 
Correct Answer: D 
Explanation: 
Use load balancing for offloading encryption termination (TLS) to improve performance and to 
manage and route traffic effectively. Distribute traffic across multiple resources or services to 
allow your workload to take advantage of the elasticity that AWS provides. 
 
Reference: 
https://d1.awsstatic.com/whitepapers/architecture/AWS_Well-Architected_Framework.pdf 
 
 
QUESTION 300 
Which of the following are recommended practices for managing IAM users? (Choose two.) 
 
A. Require IAM users to change their passwords after a specified period of time 
B. Prevent IAM users from reusing previous passwords 
C. Recommend that the same password be used on AWS and other sites 
D. Require IAM users to store their passwords in raw text 
E. Disable multi-factor authentication (MFA) for IAM users 
 
Correct Answer: AB 
Explanation: 
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html 
 
 
QUESTION 301 
A company is migrating from on-premises data centers to the AWS Cloud and is looking for 
hands-on help with the project. How can the company get this support? (Choose two.) 
 
A. Ask for a quote from the AWS Marketplace team to perform a migration into the company's AWS 

account. 
B. Contact AWS Support and open a case for assistance 
C. Use AWS Professional Services to provide guidance and to set up an AWS Landing Zone in the 

company's AWS account 
D. Select a partner from the AWS Partner Network (APN) to assist with the migration 
E. Use Amazon Connect to create a new request for proposal (RFP) for expert assistance in 

migrating to the AWS Cloud. 
 
Correct Answer: CD 
Explanation: 
https://aws.amazon.com/solutions/aws-landing-zone/ 
 
 
QUESTION 302 
How does the AWS Enterprise Support Concierge team help users? 
 
A. Supporting application development 
B. Providing architecture guidance 
C. Answering billing and account inquires 
D. Answering questions regarding technical support cases 
 
Correct Answer: C 
Explanation: 
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https://aws.amazon.com/premiumsupport/plans/enterprise/ 
 
 
QUESTION 303 
An application designed to span multiple Availability Zones is described as: 
 
A. being highly available 
B. having global reach 
C. using an economy of scale 
D. having elasticity 
 
Correct Answer: A 
 
 
QUESTION 304 
A new service using AWS must be highly available. Yet, due to regulatory requirements, all of its 
Amazon EC2 instances must be located in a single geographic area. According to best practices, 
to meet these requirements, the EC2 instances must be placed in at least two: 
 
A. AWS Regions 
B. Availability Zones 
C. subnets 
D. placement groups 
 
Correct Answer: B 
Explanation: 
https://aws.amazon.com/ec2/faqs/ 
 
 
QUESTION 305 
Which AWS tool is used to compare the cost of running an application on-premises to running the 
application in the AWS Cloud? 
 
A. AWS Trusted Advisor 
B. AWS Simple Monthly Calculator 
C. AWS Total Cost of Ownership (TCO) Calculator 
D. Cost Explorer 
 
Correct Answer: C 
Explanation: 
https://aws.amazon.com/tco-calculator/ 
 
 
QUESTION 306 
A company has multiple AWS accounts within AWS Organizations and wants to apply the 
Amazon EC2 Reserved Instances benefit to a single account only. Which action should be taken? 
 
A. Purchase the Reserved Instances from master payer account and turn off Reserved Instance 

sharing. 
B. Enable billing alerts in the AWS Billing and Cost Management console. 
C. Purchase the Reserved Instances in individual linked accounts and turn off Reserved Instance 

sharing from the payer level. 
D. Enable Reserved Instance sharing in the AWS Billing and Cost Management console. 
 
Correct Answer: A 
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Explanation: 
https://aws.amazon.com/premiumsupport/knowledge-center/ec2-ri-consolidated-billing/ 
 
 
QUESTION 307 
Which situation should be reported to the AWS Abuse team? 
 
A. In Availability Zone has a service disruption 
B. An intrusion attempt is made from an AWS IP address 
C. A user has trouble accessing an Amazon S3 bucket from an AWS IP address 
D. A user needs to change payment methods due to a compromise 
 
Correct Answer: B 
Explanation: 
https://aws.amazon.com/premiumsupport/knowledge-center/report-aws-abuse/ 
 
 
QUESTION 308 
A company is planning to launch an ecommerce site in a single AWS Region to a worldwide user 
base. Which AWS services will allow the company to reach users and provide low latency and 
high transfer speeds? (Choose two.) 
 
A. Application Load Balancer 
B. AWS Global Accelerator 
C. AWS Direct Connect 
D. Amazon CloudFront 
E. AWS Lambda 
 
Correct Answer: BD 
Explanation: 
https://aws.amazon.com/cloudfront/faqs/ 
 
 
QUESTION 309 
Which AWS service or resource is serverless? 
 
A. AWS Lambda 
B. Amazon EC2 instances 
C. Amazon Lightsail 
D. Amazon ElastiCache 
 
Correct Answer: A 
Explanation: 
https://blogs.itemis.com/en/serverless-services-on-aws 
 
 
QUESTION 310 
Which of the following are components of Amazon VPC? (Choose two.) 
 
A. Objects 
B. Subnets Amazon 
C. Buckets 
D. Internet gateways 
E. Access key 
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Correct Answer: BD 
Explanation: 
https://subscription.packtpub.com/book/virtualization_and_cloud/9781788293723/3/ch03lvl1sec2
6/ vpc-components 
 
 
QUESTION 311 
AWS Budgets can be used to: 
 
A. prevent a given user from creating a resource 
B. send an alert when the utilization of Reserved Instances drops below a certain percentage 
C. set resource limits in AWS accounts to prevent overspending 
D. split an AWS bill across multiple forms of payment 
 
Correct Answer: B 
 
 
QUESTION 312 
Which of the following will enhance the security of access to the AWS Management Console? 
(Choose two.) 
 
A. AWS Secrets Manager 
B. AWS Certificate Manager 
C. AWS Multi-Factor Authentication (AWS MFA) 
D. Security groups 
E. Password policies 
 
Correct Answer: CE 
Explanation: 
https://aws.amazon.com/blogs/security/guidelines-for-protecting-your-aws-account-while-using- 
programmatic-access/ 
 
 
 
 
QUESTION 313 
The AWS Trusted Advisor checks include recommendations regarding which of the following? 
(Choose two.) 
 
A. Information on Amazon S3 bucket permissions 
B. AWS service outages 
C. Multi-factor authentication enabled on the AWS account root user 
D. Available software patches 
E. Number of users in the account 
 
Correct Answer: AC 
Explanation: 
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/ 
 
 
QUESTION 314 
Which functions can users perform using AWS KMS? 
 
A. Create and manage AWS access keys for the AWS account root user 
B. Create and manage AWS access keys for an AWS account IAM user 
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C. Create and manage keys for encryption and decryption of data 
D. Create and manage keys for multi-factor authentication 
 
Correct Answer: C 
Explanation: 
https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html 
 
 
QUESTION 315 
How does AWS Trusted Advisor provide guidance to users of the AWS Cloud? (Choose two.) 
 
A. It identifies software vulnerabilities in applications running on AWS 
B. It provides a list of cost optimization recommendations based on current AWS usage 
C. It detects potential security vulnerabilities caused by permissions settings on account resources 
D. It automatically corrects potential security issues caused by permissions settings on account 

resources 
E. It provides proactive alerting whenever an Amazon EC2 instance has been compromised 
 
Correct Answer: BC 
 
 
QUESTION 316 
Which of the following are advantages of the AWS Cloud? (Choose two.) 
 
A. AWS manages the maintenance of the cloud infrastructure 
B. AWS manages the security of applications built on AWS 
C. AWS manages capacity planning for physical servers 
D. AWS manages the development of applications on AWS 
E. AWS manages cost planning for virtual servers 
 
Correct Answer: AC 
Explanation: 
https://aws.amazon.com/compliance/data-center/controls/ 
QUESTION 317 
A user deploys an Amazon RDS DB instance in multiple Availability Zones. This strategy involves 
which pillar of the AWS Well-Architected Framework? 
 
A. Performance efficiency 
B. Reliability 
C. Cost optimization 
D. Security 
 
Correct Answer: B 
Explanation: 
https://aws.amazon.com/blogs/apn/the-5-pillars-of-the-aws-well-architected-framework/ 
 
 
QUESTION 318 
Which AWS services provide a user with connectivity between the AWS Cloud and on-premises 
resources? (Choose two.) 
 
A. AWS VPN 
B. Amazon Connect 
C. Amazon Cognito 
D. AWS Direct Connect 
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