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A. Carries signals as light waves. 
B. Transmits at higher speeds than copper cable. 
C. Very resistant to interference. 
D. Easier to tap than copper cabling. 
Correct Answer: D 
 
 
QUESTION 1640 
What is an ARO? 
 
A. A dollar figure assigned to a single event. 
B. The percentage of loss that a realized threat event would have on a specific asset. 
C. The annual expected financial loss to an organization from a threat. 
D. A number that represents the estimated frequency of an occurrence of an expected threat. 
 
Correct Answer: D 
 
 
QUESTION 1641 
Which choice below represents an application or system demonstrating a need for a high level of  
confidentiality protection and controls? 
 
A. The mission of this system is to produce local weather forecast information that is made 

available to the news media forecasters and the general public at all times. None of the 
information requires protection against disclosure. 

B. Destruction of the information would require significant expenditures of time and effort to 
replace. Although corrupted information would present an inconvenience to the staff, most 
information, and all vital information, is backed up by either paper documentation or on disk. 

C. The application contains proprietary business information and other financial information, 
which if disclosed to unauthorized sources, could cause an unfair advantage for vendors, 
contractors, or individuals and could result in financial loss or adverse legal action to user 
organizations. 

D. Unavailability of the system could result in inability to meet payroll obligations and could cause 
work stoppage and failure of user organizations to meet critical mission requirements. The 
system requires 24-hour access. 

 
Correct Answer: C 
 
 
QUESTION 1642 
Which answer below is true about the difference between FTP and TFTP? 
 
A. FTP enables print job spooling, whereas TFTP does not. 
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B. FTP does not have a directory-browsing capability, whereas TFTP does. 
C. FTP is less secure because session authentication does not occur. 
D. TFTP is less secure because session authentication does not occur. 
 
Correct Answer: D 
QUESTION 1643 
Which of the following is typically NOT a consideration in the design of passwords? 
 
A. Lifetime 
B. Electronic monitoring 
C. Authentication period 
D. Composition 
 
Correct Answer: B 
 
 
QUESTION 1644 
For fault-tolerance to operate, a system must be: 
 
A. Capable of a cold start. 
B. Capable of terminating operations in a safe mode. 
C. Capable of detecting and correcting the fault. 
D. Capable of only detecting the fault. 
 
Correct Answer: C 
 
 
QUESTION 1645 
The classic Caesar cipher is a: 
 
A. Code group. 
B. Transposition cipher. 
C. Mono-alphabetic cipher. 
D. Polyalphabetic cipher. 
 
Correct Answer: C 
 
 
QUESTION 1646 
A polyalphabetic cipher is also known as: 
 
A. One-time pad 
B. Steganography 
C. Vernam cipher 
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D. Vigenere cipher 
 
Correct Answer: D 
 
 
QUESTION 1647 
Superscalar computer architecture is characterized by a: 
 
A. Computer using instructions that are simpler and require less clock cycles to execute. 
B. Computer using instructions that perform many operations per instruction. 
C. Processor that executes one instruction at a time. 
D. Processor that enables concurrent execution of multiple instructions in the same pipeline  

stage. 
 
Correct Answer: D 
 
 
QUESTION 1648 
Which of the following is NOT a characteristic of the ElGamal public key cryptosystem? 
 
A. It is based on the discrete logarithm problem. 
B. It can be used to generate digital signatures. 
C. It can perform encryption, but not digital signatures. 
D. It can perform encryption. 
 
Correct Answer: C 
 
 
QUESTION 1649 
Which is NOT true about Covert Channel Analysis? 
 
A. It is required for B2 class systems in order to protect against covert storage channels. 
B. It is an operational assurance requirement that is specified in the Orange Book. 
C. It is required for B3 class systems to protect against both covert storage and covert timing  

channels. 
D. It is required for B2 class systems to protect against covert timing channels. 
 
Correct Answer: D 
 
 
QUESTION 1650 
In public key cryptography: 
 
A. The public key is used to encrypt and decrypt. 
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B. Only the private key can encrypt and only the public key can decrypt. 
C. If the public key encrypts, then only the private key can decrypt. 
D. Only the public key can encrypt and only the private key can decrypt. 
 
Correct Answer: C 
QUESTION 1651 
When two different keys encrypt a plaintext message into the same ciphertext, this situation is  
known as: 
 
A. Cryptanalysis 
B. Public key cryptography 
C. Hashing 
D. Key clustering 
 
Correct Answer: D 
 
 
QUESTION 1652 
Which attack type below does NOT exploit TCP vulnerabilities? 
 
A. Sequence Number attack 
B. Ping of Death 
C. SYN attack 
D. land.c attack 
 
Correct Answer: B 
 
 
QUESTION 1653 
The Biba model addresses: 
 
A. Unauthorized modification of data. 
B. Transformation procedures. 
C. Constrained data items. 
D. Data disclosure. 
 
Correct Answer: A 
 
 
QUESTION 1654 
A block cipher: 
 
A. Converts a variable-length of plaintext into a fixed length ciphertext. 
B. Is an asymmetric key algorithm. 
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C. Encrypts by operating on a continuous data stream. 
D. Breaks a message into fixed length units for encryption. 
 
Correct Answer: D 
 
QUESTION 1655 
What do the message digest algorithms MD2, MD4 and MD5 have in common? 
 
A. They are all used in the Secure Hash Algorithm (SHA). 
B. They all take a message of arbitrary length and produce a message digest of 128-bits. 
C. They all take a message of arbitrary length and produce a message digest of 160-bits. 
D. They are all optimized for 32-bit machines. 
 
Correct Answer: B 
 
 
QUESTION 1656 
The addressing mode in which an instruction accesses a memory location whose contents are the 
address of the desired data is called: 
 
A. Implied addressing 
B. Direct addressing 
C. Indirect addressing 
D. Indexed addressing 
 
Correct Answer: C 
 
 
QUESTION 1657 
Which of the following would NOT be an example of compensating controls being implemented? 
 
A. Modifying the timing of a system resource in some measurable way to covertly transmit 

information. 
B. Sensitive information requiring two authorized signatures to release. 
C. A safety deposit box needing two keys to open. 
D. Signing in or out of a traffic log and using a magnetic card to access to an operations center. 
 
Correct Answer: A 
 
 
QUESTION 1658 
Which of the following is an example of a symmetric key algorithm? 
 
A. Rijndael 
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