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QUESTION 1620
In which OSI layer does the MIDI digital music protocol standard reside?

Session Layer
Application Layer
Transport Layer

oo w >

Presentation Layer

Correct Answer: D

QUESTION 1621
Which choice below is NOT an example of the appropriate external distribution of classified

information?

Upon senior-level approval after a confidentiality agreement.
Compliance with a court order.
IAW contract procurement agreements for a government project.

oo w >

To influence the value of the company's stock price.

Correct Answer: D

QUESTION 1622
Which is NOT a layer in the TCP/IP architecture model?

A. Internet

B. Host-to-host
C. Application
D. Session

Correct Answer: D

QUESTION 1623
Which choice below is NOT an example of an issue-specific policy?

Virus-checking disk policy.
Defined router ACLs.

Unfriendly employee termination policy.

oo w >

E-mail privacy policy.

Correct Answer: B
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QUESTION 1624
A software interface to the operating system that implements access control by limiting the system
commands that are available to a user is called a(n):

A. Physically constrained user interface
B. Restricted shell

C. Interrupt

D. View

Correct Answer: B

QUESTION 1625
Which IEEE protocol defines wireless transmission in the 5 GHz band with data rates up to 54 Mbps?

A. |EEE 802.11b
B. IEEE 802.11g
C. IEEE802.11a
D. IEEE 802.15

Correct Answer: C

QUESTION 1626
How is authentication implemented in GSM?

Using public key cryptography.
It is not implemented in GSM.

Using secret key cryptography.

oo w >

Out-of-band verification.

Correct Answer: C

QUESTION 1627
Biometrics is used for identification in the physical controls and for authentication in the:

A. Detective controls
B. Corrective controls
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C. Logical controls
D. Preventive controls

Correct Answer: C

QUESTION 1628
Authentication in which a random value is presented to a user, who then returns a calculated
number based on that random value is called:

Man-in-the-middle
Personal identification number (PIN) protocol
One-time password

oo w >

Challenge-response

Correct Answer: D

QUESTION 1629

What is a noncompulsory recommendation on how to achieve compliance with published
standards called?

A. Policies

B. Guidelines
C. Procedures
D. Standards

Correct Answer: B

QUESTION 1630
Which statement below is NOT true about security awareness, training, and educational programs?

Security education assists management in determining who should be promoted.
Security improves the users' awareness of the need to protect information resources.
Awareness and training help users become more accountable for their actions.

oo w >

Security education assists management in developing the in-house expertise to manage

security programs.

Correct Answer: A

QUESTION 1631
Which statement is NOT true about the SOCKS protocol?
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It operates in the transport layer of the OSI model.
It uses an ESP for authentication and encryption.
It is sometimes referred to as an application-level proxy.

oo w >

Network applications need to be SOCKSified to operate.

Correct Answer: B

QUESTION 1632

In the DoD reference model, which layer conforms to the OSl transport layer?
Process/Application Layer

Internet Layer
Host-to-Host Layer

oo w >

Network Access Layer

Correct Answer: C

QUESTION 1633

Which of the following is NOT an assumption of the basic Kerberos paradigm?
Specific servers and locations cannot be secured.

Messages are not secure from interception.

Cabling is not secure.

oo w >

Client computers are not secured and are easily accessible.

Correct Answer: A

QUESTION 1634

Referential integrity requires that for any foreign key attribute, the referenced relation must have:
An attribute with the same value for its secondary key.

A tuple with the same value for its secondary key.
A tuple with the same value for its primary key.

oo w >

An attribute with the same value for its other foreign key.

Correct Answer: C

QUESTION 1635
Which of the following is NOT a technical (logical) mechanism for protecting information from
unauthorized disclosure?
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Encryption

A
B. Labeling (of sensitive materials)
C. Protocols

D. Smart cards

Correct Answer: B

QUESTION 1636
A distributed system using passwords as the authentication means can use a number of techniques
to make the password system stronger. Which of the following is NOT one of these techniques?

Regular password reuse.
Password generators.
Limiting the number or frequency of log-on attempts.

oo w >

Password file protection.

Correct Answer: A

QUESTION 1637

Which of the following is NOT a property of a Packet Filtering Firewall?
Uses ACLs.

Operates at the Application Layer.
Considered a first-generation firewall.

oo w >

Examines the source and destination addresses of the incoming packet.
Correct Answer: B

QUESTION 1638

Which of the following is NOT a property of Token Ring networks?

All end stations are attached to a MSAU.

These networks were originally designed to serve sporadic and only occasionally heavy traffic.
These networks were originally designed to serve large, bandwidth consuming applications.

oo w >

Workstations cannot transmit until they receive a token.

Correct Answer: B

QUESTION 1639
Which is NOT a property of Fiber Optic cabling?
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