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To what does covert channel eavesdropping refer? 
 
A. Using a hidden, unauthorized network connection to communicate unauthorized information. 
B. The use of two-factor passwords. 
C. Nonbusiness or personal use of the Internet. 
D. Socially engineering passwords from an ISP. 
 
Correct Answer: A 
 
 
QUESTION 1564 
In a relational database system, a primary key is chosen from a set of: 
 
A. Candidate keys 
B. Foreign keys 
C. Secondary keys 
D. Cryptographic keys 
 
Correct Answer: A 
 
 
QUESTION 1565 
Controlling access to information systems and associated networks is necessary for the 
preservation of their confidentiality, integrity, and availability. Which of the following is NOT a goal 
of integrity? 
 
A. Preservation of the internal and external consistency of the information. 
B. Prevention of the modification of information by unauthorized users. 
C. Prevention of the unauthorized or unintentional modification of information by authorized 

users. 
D. Prevention of authorized modifications by unauthorized users. 
 
Correct Answer: D 
 
 
QUESTION 1566 
To what does 10Base-5 refer? 
 
A. 100 Mbps unshielded twisted pair cabling. 
B. 10 Mbps thinnet coax cabling rated to 185 meters maximum length. 
C. 10 Mbps thicknet coax cabling rated to 500 meters maximum length. 
D. 10 Mbps baseband optical fiber. 
 
Correct Answer: C 
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QUESTION 1567 
Which choice below is the BEST description of an Annualized Loss Expectancy (ALE)? 
 
A. The expected risk factor of an annual threat event, derived by multiplying the SLE by its ARO. 
B. The percentile of the value of the asset expected to be lost, used to calculate the SLE. 
C. A value determined by multiplying the value of the asset by its exposure factor. 
D. An estimate of how often a given threat event may occur annually. 
 
Correct Answer: A 
 
 
QUESTION 1568 
Which statement below is accurate about the difference between issue-specific and 
system-specific policies? 
 
A. Issue-specific policy commonly addresses only one system. 
B. Issue-specific policy is much more technically focused. 
C. System-specific policy is much more technically focused. 
D. System-specific policy is similar to program policy. 
 
Correct Answer: C 
 
 
QUESTION 1569 
Which protocol below does NOT pertain to e-mail? 
 
A. SMTP 
B. CHAP 
C. POP 
D. IMAP 
 
Correct Answer: B 
 
 
QUESTION 1570 
Which one of the following security areas is directly addressed by Kerberos? 
 
A. Confidentiality 
B. Frequency analysis 
C. Availability 
D. Physical attacks 
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Correct Answer: A 
 
QUESTION 1571 
In finger scan technology: 
 
A. More storage is required than in fingerprint technology. 
B. The full fingerprint is stored. 
C. The technology is applicable to large, one-to-many database searches. 
D. Features extracted from the fingerprint are stored. 
 
Correct Answer: D 
 
 
QUESTION 1572 
Which of the following is NOT a VPN remote computing protocol? 
 
A. PPTP 
B. L2F 
C. L2TP 
D. UTP 
 
Correct Answer: D 
 
 
QUESTION 1573 
What does CSMA stand for? 
 
A. Common Systems Methodology Applications. 
B. Carrier Sense Multiple Access. 
C. Carrier Sense Multiple Attenuation. 
D. Carrier Station Multi-port Actuator. 
 
Correct Answer: B 
 
 
QUESTION 1574 
What is the protocol that supports sending and receiving email? 
 
A. SNMP 
B. RARP 
C. SMTP 
D. ICMP 
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Correct Answer: C 
 
 
QUESTION 1575 
The fundamental entity in a relational database is the: 
 
A. Cost 
B. Pointer 
C. Relation 
D. Domain 
 
Correct Answer: C 
 
 
QUESTION 1576 
Which is NOT a property of a packet-switched network? 
 
A. Connectionless network. 
B. Packets are assigned sequence numbers. 
C. Connection-oriented network. 
D. Characterized by bursty traffic. 
 
Correct Answer: C 
 
 
QUESTION 1577 
Which choice is NOT an accurate description of C.I.A.? 
 
A. A stands for authorization. 
B. I stands for integrity. 
C. A stands for availability. 
D. C stands for confidentiality. 
 
Correct Answer: A 
 
 
QUESTION 1578 
In a wireless General Packet Radio Services (GPRS) Virtual Private Network (VPN) application, 
which  
of the following security protocols is commonly used? 
 
A. SSL 
B. IPSEC 
C. TLS 
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D. WTP 
 
Correct Answer: B 
 
QUESTION 1579 
Which choice below is NOT an example of appropriate security management practice? 
 
A. Reviewing access logs for unauthorized behavior. 
B. Monitoring employee performance in the workplace. 
C. Promoting and implementing security awareness programs. 
D. Researching information on new intrusion exploits. 
 
Correct Answer: B 
 
 
QUESTION 1580 
Which choice below is the BEST description of a vulnerability? 
 
A. A potential incident that could cause harm. 
B. The minimization of loss associated with an incident. 
C. A weakness in a system that could be exploited. 
D. A company resource that could be lost due to an incident. 
 
Correct Answer: C 
 
 
QUESTION 1581 
The description of a relational database is called the: 
 
A. Schema 
B. Record 
C. Attribute 
D. Domain 
 
Correct Answer: A 
 
 
QUESTION 1582 
Which choice below would NOT be considered an element of proper user account management? 
 
A. A process for tracking access authorizations should be implemented. 
B. Periodically re-screen personnel in sensitive positions. 
C. The users' accounts should be reviewed periodically. 
D. Users should never be rotated out of their current duties. 
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