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Correct Answer: C 
 
QUESTION 1526 
A group of processes that share access to the same resources is called: 
 
A. A Trusted Computing Base (TCB). 
B. A protection domain. 
C. An access control triple. 
D. An access control list. 
 
Correct Answer: B 
 
 
QUESTION 1527 
A database View operation implements the principle of: 
 
A. Entity integrity. 
B. Separation of duties. 
C. Referential integrity. 
D. Least privilege. 
 
Correct Answer: D 
 
 
QUESTION 1528 
Which choice below is NOT a common information-gathering technique when performing a risk 
analysis? 
 
A. Employing automated risk assessment tools. 
B. Interviewing terminated employees. 
C. Reviewing existing policy documents. 
D. Distributing a questionnaire. 
 
Correct Answer: B 
 
 
QUESTION 1529 
What is the BEST description of risk reduction? 
 
A. Assuming all costs associated with the risk internally. 
B. Assigning any costs associated with risk to a third party. 
C. Removing all risk to the enterprise at any cost. 
D. Altering elements of the enterprise in response to a risk analysis. 
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Correct Answer: D 
 
QUESTION 1530 
What are high-level policies? 
 
A. They are step-by-step procedures to implement a safeguard. 
B. They are the instructions on how to perform a Quantitative Risk Analysis. 
C. They are recommendations for procedural controls. 
D. They are statements that indicate a senior management's intention to support InfoSec. 
 
Correct Answer: D 
 
 
QUESTION 1531 
What is the MOST accurate definition of a safeguard? 
 
A. A control designed to counteract a threat. 
B. A guideline for policy recommendations. 
C. A step-by-step instructional procedure. 
D. A control designed to counteract an asset. 
 
Correct Answer: A 
 
 
QUESTION 1532 
What does the protocol RARP do? 
 
A. Sends messages to the devices regarding the health of the network. 
B. Facilitates file transfers. 
C. Takes an IP address and finds out the MAC address to which it belongs. 
D. Takes a MAC address and finds an IP address to match. 
 
Correct Answer: D 
 
 
QUESTION 1533 
Which is NOT a property of a bridge? 
 
A. Operates at Layer 2, the Data Link Layer. 
B. Operates at Layer 3, the Network Layer. 
C. Forwards the data to all other segments if the destination is not on the local segment. 
D. Can create a broadcast storm. 
 
Correct Answer: B 
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QUESTION 1534 
A type of preventive/physical access control is: 
 
A. Biometrics for identification. 
B. An intrusion detection system. 
C. Biometrics for authentication. 
D. Motion detectors. 
 
Correct Answer: A 
 
 
QUESTION 1535 
What does an Exposure Factor (EF) describe? 
 
A. The annual expected financial loss to an organization from a threat. 
B. The percentage of loss that a realized threat event would have on a specific asset. 
C. A number that represents the estimated frequency of the occurrence of an expected threat. 
D. A dollar figure that is assigned to a single event. 
 
Correct Answer: B 
 
 
QUESTION 1536 
A firewall that performs stateful inspection of the data packet across all layers is considered a: 
 
A. Fourth-generation firewall. 
B. Second-generation firewall. 
C. Third-generation firewall. 
D. First-generation firewall. 
 
Correct Answer: C 
 
 
QUESTION 1537 
Which is NOT a backup method type? 
 
A. Incremental 
B. Reactive 
C. Full 
D. Differential 
 
Correct Answer: B 
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QUESTION 1538 
What part of an access control matrix shows capabilities that one user has to multiple resources? 
 
A. Rows 
B. Columns 
C. Rows and columns 
D. Access control list 
 
Correct Answer: A 
 
 
QUESTION 1539 
Which policy type is MOST likely to contain mandatory or compulsory standards? 
 
A. Regulatory 
B. Guidelines 
C. Advisory 
D. Informative 
 
Correct Answer: A 
 
 
QUESTION 1540 
Which formula accurately represents an Annualized Loss Expectancy (ALE) calculation? 
 
A. SLE × ARO 
B. Asset Value (AV) × EF 
C. ARO × EF - SLE 
D. % of ARO ×AV 
 
Correct Answer: A 
 
 
QUESTION 1541 
A purpose of a security awareness program is to improve: 
 
A. The security of vendor relations. 
B. The possibility for career advancement of the IT staff. 
C. The company's attitude about safeguarding data. 
D. The performance of a company's intranet. 
 
Correct Answer: C 
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QUESTION 1542 
Which choice below is NOT an accurate description of an information policy? 
 
A. Information policy is senior management's directive to create a computer security program. 
B. Information policy is a documentation of computer security decisions. 
C. An information policy could be a decision pertaining to use of the organization's fax. 
D. Information policies are created after the system's infrastructure has been designed and built. 
 
Correct Answer: D 
 
 
QUESTION 1543 
Which part of the 48-bit, 12-digit hexadecimal number known as the Media Access Control (MAC)  
address identifies the manufacturer of the network device? 
 
A. The last three bytes. 
B. The first two bytes. 
C. The first three bytes. 
D. The second half of the MAC address. 
 
Correct Answer: C 
 
 
QUESTION 1544 
Windows 2000 uses which of the following as the primary mechanism for authenticating users 
requesting access to a network? 
 
A. Kerberos 
B. Hash functions 
C. Public key certificates 
D. SESAME 
 
Correct Answer: A 
 
 
QUESTION 1545 
Procedures that ensure that the access control mechanisms correctly implement the security 
policy for the entire life cycle of an information system are known as: 
 
A. Accountability procedures. 
B. Authentication procedures. 
C. Assurance procedures. 
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