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QUESTION 1467
A relational database can provide security through view relations. Views enforce what
information security principle?

Least privilege
Inference
Aggregation

oo w >

Separation of duties

Correct Answer: A

QUESTION 1468
Which statement below is accurate about the reasons to implement a layered security
architecture?

A. Alayered approach doesn't really improve the security posture of the organization.

B. A layered security approach is intended to increase the work-factor for an attacker.
A good packet-filtering router will eliminate the need to implement a layered security
architecture.

D. Alayered security approach is not necessary when using COTS products.

Correct Answer: B

QUESTION 1469
Which of the choices below is NOT an OSI reference model Session Layer protocol, standard, or

interface?

A. sQL

B. DNASCP
C. RPC

D. MIDI

E. ASP

Correct Answer: D

QUESTION 1470
An acceptable biometric throughput rate is:

A. One subject per two minutes.
B. Five subjects per minute.
C. Ten subjects per minute.
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D. Two subjects per minute.

Correct Answer: C

QUESTION 1471

Authentication is:

Not accomplished through the use of a password.

The presentation of a user's ID to the system.
The verification that the claimed identity is valid.

oo w >

Only applied to remote users.

Correct Answer: C

QUESTION 1472

Which statement about a VPN tunnel below is incorrect?

It can be created by implementing node authentication systems.

It can be created by implementing IPSec devices only.
It can be created by implementing key and certificate exchange systems.

oo w >

It can be created by installing software or hardware agents on the client or network.
Correct Answer: B

QUESTION 1473

What is NOT true of a star-wired topology?

It has more resiliency than a BUS topology.

10BaseT Ethernet is star-wired.
Cabling termination errors can crash the entire network.

oo w >

The network nodes are connected to a central LAN device.

Correct Answer: C

QUESTION 1474
What are the detailed instructions on how to perform or implement a control called?

A. Guidelines
B. Standards
C. Policies
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D. Procedures
Correct Answer: D

QUESTION 1475
Which category of UTP wiring is rated for 100BaseT Ethernet networks?

A. Category 5
B. Category1l
C. Category2
D. Category 3
E. Category4

Correct Answer: A

QUESTION 1476
How is an SLE derived?

ARO x EF

AV x EF

(Cost - benefit) x (% of Asset Value)
% of AV - implementation cost

oo w >

Correct Answer: B

QUESTION 1477
The Simple Security Property and the Star Property are key principles in which type of access

control?

A. Mandatory
B. Discretionary
C. Rule-based
D. Role-based

Correct Answer: A

QUESTION 1478
A token that generates a unique password at fixed time intervals is called:

A. A synchronous dynamic password token.
B. A challenge-response token.
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C. Atime-sensitive token.

D. An asynchronous dynamic password token.

Correct Answer: A

QUESTION 1479

A statistical anomaly-based intrusion detection system:

Acquires data to establish a normal system operating profile.

Will detect an attack that does not significantly change the system's operating characteristics.
Does not report an event that caused a momentary anomaly in the system.

oo w >

Refers to a database of known attack signatures.

Correct Answer: A

QUESTION 1480
When logging on to a workstation, the log-on process should:

Provide a Help mechanism that provides log-on assistance.

B. Not provide information on the previous successful log-on and on previous unsuccessful
log-on attempts.

C. Place no limits on the time allotted for log-on or on the number of unsuccessful log-on
attempts.

D. Validate the log-on only after all input data has been supplied.

Correct Answer: D

QUESTION 1481

Which choice below BEST describes the difference between the System Owner and the
Information

Owner?

A. The System Owner is responsible for establishing the rules for appropriate use of the
information.

B. The Information Owner is responsible for defining the system's operating parameters.
One system could have multiple information owners.

D. There is a one-to-one relationship between system owners and information owners.

Correct Answer: C
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QUESTION 1482
Which choice below is NOT an accurate statement about the visibility of IT security policy?

Include the IT security policy as a regular topic at staff meetings at all levels of the organization.
The IT security policy should not be afforded high visibility.
The IT security policy could be visible through panel discussions with guest speakers.

oo w >

The IT security policy should be afforded high visibility.

Correct Answer: B

QUESTION 1483

Which choice below does NOT relate to analog dial-up hacking?

War Walking

War Dialing
Demon Dialing

oo w >

Tone Loc

Correct Answer: A

QUESTION 1484

Which is NOT a property of or issue with tape backup?

One large disk created by using several disks.

Slow data transfer during backups and restores.
Server disk space utilization expands.

oo w >

The possibility that some data re-entry might need to be performed after a crash.

Correct Answer: A

QUESTION 1485

In mandatory access control, the authorization of a subject to have access to an object is

dependent upon:

A. Roles
B. Labels
C. Tasks
D. Identity
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