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QUESTION 1448
Which of the following is an example of a symmetric key algorithm? (Choose all that apply)

A. Rijndael

B. RSA

C. Diffie-Hellman
D. Knapsack

E. IDEA

Correct Answer: AE

QUESTION 1449
Which of the following items is NOT used to determine the types of access controls to be applied
in an organization?

Separation of duties
Organizational policies
Least privilege

oo w >

Relational categories

Correct Answer: D

QUESTION 1450
Which choice below is NOT a generally accepted benefit of security awareness, training, and
education?

A. A security awareness and training program can help an organization reduce the number and
severity of errors and omissions.

B. A security awareness and training program will help prevent natural disasters from occurring.
A security awareness program can help operators understand the value of the information.

D. A security education program can help system administrators recognize unauthorized
intrusion attempts.

Correct Answer: B

QUESTION 1451
In biometrics, a one-to-one search to verify an individual's claim of an identity is called:

A. Audit trail review
B. Accountability
C. Authentication
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D. Aggregation

Correct Answer: C

QUESTION 1452
Which one of the following statements is TRUE concerning the Terminal Access Controller Access
Control System (TACACS) and TACACS+?

TACACS supports prompting for a password change.
TACACS+ employs a user ID and static password.
TACACS+ employs tokens for two-factor, dynamic password authentication.

oo w >

TACACS employs tokens for two-factor, dynamic password authentication.

Correct Answer: C

QUESTION 1453

Which statement below is NOT correct about safeguard selection in the risk analysis process?

The most commonly considered criteria is the cost effectiveness of the safeguard.

The best possible safeguard should always be implemented, regardless of cost.
Maintenance costs need to be included in determining the total cost of the safeguard.

oo w >

Many elements need to be considered in determining the total cost of the safeguard.
Correct Answer: B

QUESTION 1454

Which answer below is the BEST description of a Single Loss Expectancy (SLE)?

An algorithm that determines the expected annual loss to an organization from a threat.

An algorithm that represents the magnitude of a loss to an asset from a threat.
An algorithm used to determine the monetary impact of each occurrence of a threat.

oo w >

An algorithm that expresses the annual frequency with which a threat is expected to occur.

Correct Answer: C

QUESTION 1455
Which of the following is NOT a type of data network?

A. WAN
B. MAN
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C. LAN
D. GAN

Correct Answer: D

QUESTION 1456

Which choice below is NOT a concern of policy development at the high level?

Identifying the key business resources.

Defining roles in the organization.
Determining the capability and functionality of each role.

oo w >

Identifying the type of firewalls to be used for perimeter security.

Correct Answer: D

QUESTION 1457
Which is NOT a standard type of DSL?

A. HDSL
B. FDSL
C. ADSL
D. VDSL

Correct Answer: B

QUESTION 1458
A back door into a network refers to what?

Mechanisms created by hackers to gain network access at a later time.
Monitoring programs implemented on dummy applications to lure intruders.

Undocumented instructions used by programmers to debug applications.

oo w >

Socially engineering passwords from a subject.

Correct Answer: A

QUESTION 1459
A type of access control that supports the management of access rights for groups of subjects is:

A. Discretionary
B. Rule-based
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C. Role-based
D. Mandatory

Correct Answer: C

QUESTION 1460
Which of the following is NOT a property of CSMA?

The workstation continuously monitors the line.

B. Workstations are not permitted to transmit until they are given permission from the primary
host.

C. It does not have a feature to avoid the problem of one workstation dominating the
conversation.

D. The workstation transmits the data packet when it thinks that the line is free.

Correct Answer: B

QUESTION 1461

Which choice below is NOT one of NIST's 33 IT security principles?

Assume that external systems are insecure.

Minimize the system elements to be trusted.

Implement least privilege.

oo w >

Totally eliminate any level of risk.

Correct Answer: D

QUESTION 1462

What is probing used for?

To induce a user into taking an incorrect action.

To use up all of a target's resources.
To covertly listen to transmissions.

oo w >

To give an attacker a road map of the network.

Correct Answer: D
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QUESTION 1463
Clipping levels are used to:

Reduce the amount of data to be evaluated in audit logs.
Limit errors in callback systems.
Limit the number of letters in a password.

oo w >

Set thresholds for voltage variations.

Correct Answer: A

QUESTION 1464

An attack that can be perpetrated against a remote user's callback access control is:

Redialing.

Call forwarding.
A maintenance hook.
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A Trojan horse.

Correct Answer: B

QUESTION 1465

The definition of CHAP is:

Confidential Hash Authentication Protocol.

Challenge Handshake Approval Protocol.
Confidential Handshake Approval Protocol.
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Challenge Handshake Authentication Protocol.

Correct Answer: D

QUESTION 1466
Which of the following is NOT a remote computing technology?

A. xDSL
B. ISDN
C. Wireless
D. PGP

Correct Answer: D
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