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B. Procedure 
C. Guideline 
D. Standard 
E. Outline 
 
Correct Answer: B 
 
 
QUESTION 1431 
Which of the following are controls that can be used to secure faxing of sensitive data? 
(Choose all that apply) 
 
A. Disable automatic printing. 
B. Print "sensitive document banner" on each page. 
C. Fax encryptor. 
D. Send to email boxes instead of printing. 
E. Restrict the use of fax machines that use a ribbon or duplication cartridge. 
 
Correct Answer: ACDE 
 
 
QUESTION 1432 
Which of the following are considered administrative controls? (Choose all that apply) 
 
A. Rotation of duties. 
B. Separation of duties. 
C. Implementation of WEP keys. 
D. Enforcing mandatory vacations. 
 
Correct Answer: ABD 
 
 
QUESTION 1433 
Why should organizations enforce separation of duties? 
 
A. It ensures compliance with federal union rules. 
B. It helps verify that all employees know their job tasks. 
C. It provides for a better work environment. 
D. It encourages collusion. 
E. It is considered valuable in deterring fraud. 
 
Correct Answer: E 
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QUESTION 1434 
What is the most secure way to dispose of data held on a CD? 
 
A. Reformatting 
B. Sanitizing 
C. Physical destruction 
D. Degaussing 
 
Correct Answer: C 
 
 
QUESTION 1435 
What is the most accepted way to dispose data held on a floppy disk? 
 
A. Reformatting 
B. Sanitizing 
C. Physical destruction 
D. Degaussing 
 
Correct Answer: D 
 
 
QUESTION 1436 
Which of the following is NOT an attack against operations? 
 
A. Morris Worm 
B. SYN Denial of Service 
C. Buffer Overflow 
D. Brute force 
E. Known plain text attack 
 
Correct Answer: E 
 
 
QUESTION 1437 
Which one of the following tools can be used to launch a Distributed Denial of service attack 
against a network? 
 
A. Satan 
B. Saint 
C. Trinoo 
D. Nmap 
E. Netcat 
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Correct Answer: C 
 
 
QUESTION 1438 
Which one of the following network attacks takes advantages of weaknesses in the fragment 
reassembly functionality of the TCP/IP protocol stack? 
 
A. Teardrop 
B. Smurf 
C. Ping of Death 
D. SYN flood 
E. SNMP Attack 
 
Correct Answer: A 
 
 
QUESTION 1439 
What are the elements of the CIA triad? (Choose three) 
 
A. Confidentiality 
B. Accountability 
C. Accessibility 
D. Integrity 
E. Interest 
F. Control 
G. Availability 
 
Correct Answer: ADG 
 
 
QUESTION 1440 
____________ is the first step of access control. 
 
A. Identification 
B. Authorization 
C. Validation 
D. Interrogation 
E. Accountability logging 
 
Correct Answer: A 
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QUESTION 1441 
What is a Type 2 authentication factor? 
 
A. Something you know. 
B. Something you are. 
C. Something you have. 
D. None of the above. 
 
Correct Answer: C 
 
 
QUESTION 1442 
_______ requires that two entities work together to complete a task? 
 
A. Rotation of duties. 
B. Separation of duties. 
C. Dual controls. 
D. Enforced mandatory vacations. 
E. Workplace rules. 
 
Correct Answer: C 
 
 
QUESTION 1443 
PGP provides which of the following? (Choose three) 
 
A. Confidentiality 
B. Accountability 
C. Accessibility 
D. Integrity 
E. Interest 
F. Non-repudiation 
G. Authenticity 
 
Correct Answer: ADG 
 
 
QUESTION 1444 
Computer security is generally considered the responsibility of everyone in the organization. 
(True/False) 
 
A. True 
B. False 
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Correct Answer: A 
 
 
QUESTION 1445 
Which aspect of security was the Bell-LaPadula access control model designed to protect? 
 
A. Authenticity 
B. Accountability 
C. Accessibility 
D. Integrity 
E. Interest 
F. Non-repudiation 
G. Confidentiality 
 
Correct Answer: G 
 
 
QUESTION 1446 
Which access control method uses security policies and security awareness training to stop or 
deter an unauthorized activity from occurring? 
 
A. Administrative 
B. Preventative 
C. Detective 
D. Authoritative 
E. Corrective 
 
Correct Answer: B 
 
 
QUESTION 1447 
The Secure Hash Algorithm (SHA) is specified in? 
 
A. Digital Encryption Standard 
B. Digital Signature Standard 
C. Digital Encryption Standard 
D. Advanced Encryption Standard 
E. NSA 1403 
 
Correct Answer: B 
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