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QUESTION 1412
Employees are a greater risk to employers than outsiders. (True/False)

A. True
B. False

Correct Answer: A

QUESTION 1413
What does the term "red boxing" mean?

Denial of Service

Telephone voltage manipulation
Sounds of coins dropping

Tone manipulation

moow >

A salami attack

Correct Answer: C

QUESTION 1414
Which of the following is the proper lifecycle of evidence?

A Collection, storage, present in court, destroy.

Collection, transportation, storage, return to owner.
Collection, present in court, transportation, return to owner.
Collection, analysis, storage, present in court, return to owner.

moow >

Collection, storage, transportation, present in court, return to owner.

Correct Answer: D

QUESTION 1415
A copy of a computer disk would be what type of evidence?

A. Secondary
B. Best

C. Hearsay

D. Direct

E. Indirect

Correct Answer: C
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QUESTION 1416
A copyright protects

The trade secrets of a company.
A persons private papers.
An invention.

An expression or an idea.

moow >

Distinguishing or unique characters, colors, or words.

Correct Answer: D

QUESTION 1417
is a attack that eavesdrops on communication. (Choose two)

Passive
Active

Brute force
Wiretapping

moo®w >

Password cracking

Correct Answer: AD

QUESTION 1418

What types of laws are considered standards of performance or conduct expected by
government agencies from companies, industries, and certain officials.(Chose all that apply)

A. Civil

B. Criminal

C. Administrative
D. Regulatory

E. Tort

Correct Answer: CD

QUESTION 1419
Sandra’s employer is considering placing login banners on all company computers to indicate to
the users about the permitted use of company computers. What is this called?

A. Employee privacy law
B. Employee policies
C. Employee regulations
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D. User policies
E. Acceptable use policy

Correct Answer: E

QUESTION 1420
deemed proprietary to a company and can be information that provides a competitive

edge.

A. Trade secrets are

B. Copyrights are

C. Restricted information is

D. Information marked strictly private is

Correct Answer: A

QUESTION 1421
Sandra is studying for her CISSP exam. Sandra has come to you for help and wants to know

what the last step in the change control process is?

Validated and approved

Test and implement

Review and approve

Report change to management

moow >

Inform user of change

Correct Answer: D

QUESTION 1422
Who is ultimately responsible for the security of an organization?

Management

Senior management
The chief security officer
Department heads

moow >

Employees

Correct Answer: B
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QUESTION 1423
Which of the following falls under the categories of configuration management? (Choose three)

Operating system configuration
Software configuration
Hardware configuration

Logical configuration

moow >

Physical configuration

Correct Answer: ABC

QUESTION 1424
Macro viruses infect what type of files.

Microsoft office files
Mail servers

E-mail messages
Web browsers

moo®w >

Linux Kernel files

Correct Answer: A

QUESTION 1425
What is another name for rows and columns within relational databases? (Choose two)

A. Relations
B. Keys

C. Tuples

D. Views

E. Attributes

Correct Answer: CE

QUESTION 1426
Which of the following can reproduce itself without the help of system applications or resources?

A. Trojan

B. Logic bomb
C. Virus

D. Worm

E. Backdoor
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Correct Answer: D

QUESTION 1427
What is the final stage of the system development life cycle?

Certification
Validation
Evaluation
Implementation
Maintenance

mmo N w >

Installation

Correct Answer: E

QUESTION 1428
A polymorphic virus is

A virus that makes copies of itself and then makes changes to those copies.
A virus that can make itself stealth.

A virus that is written in a macro language.

A virus that is written in visual basic.

moow >

A virus that infects the boot sector of a hard drive.

Correct Answer: A

QUESTION 1429
Which one of the following is identified by a business impact analysis? (Choose three)

Determining regulatory requirements.

Analyzing the threats associated with each functional area.
Determining the risk associated with each threat.
Identifying the major functional areas of information.

moow >

Determining the team members that will be associated with disaster planning.

Correct Answer: BCD

QUESTION 1430

are the step-by-step instructions used to satisfy control requirements.

A. Policy
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