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Correct Answer: A

QUESTION 1376
When an organization takes reasonable measures to ensure that it took precautions to protect its

network and resources is called:

Reasonable Action
Security Mandate
Due Care
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Prudent Countermeasures

Correct Answer: C

QUESTION 1377
What two things below are associated with security policy? (Choose Two)

Support of upper management.
Support of department managers.
Are tactical in nature.

Are strategic in nature.

Must be developed after procedures.
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Must be developed after guidelines.

Correct Answer: AD

QUESTION 1378
Total risk is equal to: (Choose All That Apply)

A. Threat

B. Vulnerability
C. Frequency
D. Assetvalue
E. Assetloss

Correct Answer: ABD

QUESTION 1379
Government data classifications include which of the following: (Choose four)

A. Open
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Unclassified
Confidential
Private
Secret
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Top Secret

Correct Answer: BCEF

QUESTION 1380

Job rotation is important because:

It insures your employees are cross-trained.

It increases job satisfaction.
It reduces the opportunity for fraud.
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None of the above.

Correct Answer: C

QUESTION 1381
Your co-worker is studying for the CISSP exam and has come to you with a question. What is

ARP poisoning?

Flooding of a switched network.

A denial of service that uses the DNS death ping.
Turning of IP to MAC resolution.

Inserting a bogus IP and MAC address in the ARP table.
Modifying a DNS record.
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Correct Answer: D

QUESTION 1382
What is the best description for CHAP Challenge Handshake Authentication Protocol?

Passwords are sent in clear text.

Passwords are not sent in clear text.

Passwords are not used, a digital signature is sent.
It is substandard to PAP.

It was used with PS2's and has been discontinued.
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Correct Answer: B
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QUESTION 1383
CSMA/CD computers cannot communicate without a token.(True/False)

A. True
B. False

Correct Answer: B

QUESTION 1384
sends out a message to all other computers indicating it is going to send out data.

CSMA/CD
CSMA/CA
CSMA/HB
PPP
SLIP
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Correct Answer: B

QUESTION 1385
Which of the following best describes ISDN BRI? (Choose two)

2 B channels
4 B channels
23 B channels
1 D channel

moow >

2 D channels

Correct Answer: AD

QUESTION 1386

The top speed of ISDN BRI is 256 KBS. (True/False)

A. True
B. False

Correct Answer: B
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QUESTION 1387
Which of the following should NOT be implemented to protect PBX's? (Choose all that apply)

Change default passwords and configurations.
Make sure that maintenance modems are on 24/7.
Review telephone bill regularly.

Block remote calling after business hours.
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Post PBX configuration and specs on the company website.

Correct Answer: BE

QUESTION 1388
Which of the following best describes the difference between a circuit based and application

based firewall?

Application based is more flexible and handles more protocols.
Circuit based provides more security.

Application based builds a state table.

Circuit based looks at IP addresses and ports.

moow >

Circuit based firewalls are only found in Cisco routers.

Correct Answer: D

QUESTION 1389
is the fraudulent use of telephone services.

A. Rolling

B. Warzing

C. Wardriving
D. War dialing
E. Phreaking

Correct Answer: E

QUESTION 1390
What is another name for a VPN?

Firewall
Tunnel
Packet switching
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Pipeline
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E. Circuit switching

Correct Answer: B

QUESTION 1391
Which of the following is a connection-orientated protocol?

IP
ubP
TCP
ICMP
SNMP
TFTP
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Correct Answer: C

QUESTION 1392
Which of the following is not considered firewall technology?

Screened subnet
Screened host
Duel gateway host
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Dual homed host

Correct Answer: C

QUESTION 1393
Which of the following can be used to defeat a call-back security system?

Call waiting

Passive wiretapping

Active wiretapping

Brute force password attacks
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Call forwarding

Correct Answer: E
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