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C. Third generation firewall systems.
D. Fourth generation firewall systems.

Correct Answer: C

QUESTION 1320
Guards are appropriate whenever the function required by the security program involves which

of the following?

The use of discriminating judgment.
The use of physical force.
The operation of access control devices.

oo w >

The need to detect unauthorized access.

Correct Answer: A

QUESTION 1321

A server cluster looks like a?

Single server from the user’s point of view.

Dual server from the user’s point of view.
Tripe server from the user’s point of view.

oo w >

Quardle server from the user’s point of view.

Correct Answer: A

QUESTION 1322

Which of the following are functions that are compatible in a properly segregated environment?
Application programming and computer operation.

System programming and job control analysis.
Access authorization and database administration.

oo w >

System development and systems maintenance.

Correct Answer: D

QUESTION 1323

Encryption is applicable to all of the following OSI/ISO layers except:

A. Network layer
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B. Physical layer
C. Session layer
D. Data link layer

Correct Answer: B

QUESTION 1324
The Computer Security Policy Model the Orange Book is based on is which of the following?

A. Bell-LaPadula

B. Data Encryption Standard
C. Kerberos

D. Tempest

Correct Answer: A

QUESTION 1325
Which type of attack would a competitive intelligence attack best classify as?

Business attack
Intelligence attack
Financial attack

oo w >

Grudge attack

Correct Answer: A

QUESTION 1326
Which of the following is responsible for the most security issues?

A. Outside espionage
B. Hackers

C. Personnel

D.

Equipment failure

Correct Answer: C

QUESTION 1327

Which of the following goals is NOT a goal of Problem Management?

A. To eliminate all problems.
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B. To reduce failures to a manageable level.
C. To prevent the occurrence or re-occurrence of a problem.
D. To mitigate the negative impact of problems on computing services and resources.

Correct Answer: A

QUESTION 1328
Examples of types of physical access controls include all except which of the following?

A. badges

B. locks

C. guards

D. passwords

Correct Answer: D

QUESTION 1329
Which of the following statements pertaining to the (ISC)2 Code of Ethics is incorrect?

A. Allinformation systems security professionals who are certified by (ISC)2 recognize that such
a certification is a privilege that must be both earned and maintained.

B. Allinformation systems security professionals who are certified by (1SC)2 shall provide
diligent and competent service to principals.

C. Allinformation systems security professionals who are certified by (ISC)2 shall discourage
such behavior as associating or preparing to associate with criminals or criminal behavior.

D. Allinformation systems security professionals who are certified by (ISC)2 shall promote the

understanding and acceptance of prudent information security measures.
Correct Answer: C
QUESTION 1330
Which DES modes can best be used for authentication?
Cipher Block Chaining and Electronic Code Book.

Cipher Block Chaining and Output Feedback.
Cipher Block Chaining and Cipher Feedback.

oo w >

Output Feedback and Electronic Code Book.

Correct Answer: C
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QUESTION 1331
In the OSI / 1ISO model, at what layer are some of the SLIP, CSLIP, PPP control functions are

provided?

A. Data Link

B. Transport

C. Presentation
D. Application

Correct Answer: A

QUESTION 1332
Which of the following best describes the purpose of debugging programs?

To generate random data that can be used to test programs before implementing them

@

To ensure that program coding flaws are detected and corrected.

To protect, during the programming phase, valid changes from being overwritten by other
changes.

D. To compare source code versions before transferring to the test environment.

Correct Answer: B

QUESTION 1333
With RAID Level 5 the spare drives that replace the failed drives are usually hot swappable,
meaning the can be replaced on the server while the?

System is up and running.
System is down and running.
System is in-between and running.

oo w >

System is centre and running.

Correct Answer: A

QUESTION 1334
What is the process that RAID Level 0 uses as it creates one large disk by using several disks?

A. Striping

B. Mirroring

C. Integrating
D. Clustering
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Correct Answer: A

QUESTION 1335
Which of the following is used to create and delete views and relations within tables?

SQL Data Definition Language
SQL Data Manipulation Language
SQL Data Relational Language

oo w >

SQL Data Identification Language

Correct Answer: A

QUESTION 1336
Which division of the Orange Book deals with discretionary protection (need-to-know)?

oo w >
> ™ O O

Correct Answer: B

QUESTION 1337
The Diffie-Hellman algorithm is used for?

Encryption
Digital signature
Key exchange

oo w >

Non-repudiation

Correct Answer: C

QUESTION 1338
Primary run when time and tape space permits, and is used for the system archive or baselined

tape sets is the?

Full backup method.
Incremental backup method.
Differential backup method.

oo w >

Tape backup method.
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