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C. Crack 
D. John the Ripper 
 
Correct Answer: B 
 
 
QUESTION 1301 
Which of the following logical access exposures involves changing data before, or as it is entered 
into the computer? 
 
A. Data diddling 
B. Salami techniques 
C. Trojan horses 
D. Viruses 
 
Correct Answer: A 
 
 
QUESTION 1302 
Which of the following computer aided software engineering (CASE) products is used for 
developing detailed designs, such as screen and report layouts? 
 
A. Lower CASE 
B. Middle CASE 
C. Upper CASE 
D. I-CASE 
 
Correct Answer: B 
 
 
QUESTION 1303 
What is called the number of columns in a table? 
 
A. Schema 
B. Relation 
C. Degree 
D. Cardinality 
 
Correct Answer: C 
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QUESTION 1304 
Which of the following is the most reliable authentication device? 
 
A. Variable callback system 
B. Smart Card system 
C. Fixed callback system 
D. Combination of variable and fixed callback system. 
 
Correct Answer: B 
 
 
QUESTION 1305 
Which of the following firewall rules is less likely to be found on a firewall installed between and 
organization internal network and the Internet? 
 
A. Permit all traffic to and from local host. 
B. Permit all inbound ssh traffic 
C. Permit all inbound tcp connections. 
D. Permit all syslog traffic to log-server.abc.org. 
 
Correct Answer: C 
 
 
QUESTION 1306 
The Internet can be utilized by either? 
 
A. Public or private networks (with a Virtual Private Networks). 
B. Private or public networks (with a Virtual Private Networks). 
C. Home or private networks (with a Virtual Private Networks). 
D. Public or home networks (with a Virtual Private Networks). 
 
Correct Answer: C 
 
 
QUESTION 1307 
This backup method must be made regardless of whether Differential or Incremental methods  
are used. 
 
A. Full backup method 
B. Incremental backup method 
C. Differential backup method 
D. Tape backup method 
 
Correct Answer: A 
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QUESTION 1308 
Why do buffer overflows happen? 
 
A. Because buffers can only hold so much data. 
B. Because input data is not checked for appropriate length at time of input. 
C. Because they are an easy weakness to exploit. 
D. Because of insufficient system memory. 
 
Correct Answer: B 
 
 
QUESTION 1309 
Which of the following should not be performed by an operator? 
 
A. Mounting disk or tape 
B. Backup and recovery 
C. Data entry 
D. Handling hardware 
 
Correct Answer: B 
 
 
QUESTION 1310 
What security model is dependant on security labels? 
 
A. Discretionary access control 
B. Label-based access control 
C. Mandatory access control 
D. Non-discretionary access control 
 
Correct Answer: C 
 
 
QUESTION 1311 
Detection capabilities of Host-based ID systems are limited by the incompleteness of which of the 
following? 
 
A. Audit log capabilities 
B. Event capture capabilities 
C. Event triage capabilities 
D. Audit notification capabilities 
 
Correct Answer: A 
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QUESTION 1312 
Computer crime is generally made possible by which of the following? 
 
A. The perpetrator obtaining training & special knowledge. 
B. Victim carelessness. 
C. Collusion with others in information processing 
D. System design flaws. 
 
Correct Answer: B 
 
 
QUESTION 1313 
The structures, transmission methods, transport formats, and security measures that are used to 
provide integrity, availability, authentication, and confidentiality for transmissions over private 
and public communications networks and media includes? 
 
A. The Telecommunications and Network Security domain. 
B. The Telecommunications and Netware Security domain. 
C. The Technical communications and Network Security domain. 
D. The Telnet and Network Security domain. 
 
Correct Answer: A 
 
 
QUESTION 1314 
Which of the following is the lowest TCSEC class where in the system must protected against 
covert storage channels (but not necessarily covert timing channels)? 
 
A. B2 
B. B1 
C. B3 
D. A1 
 
Correct Answer: A 
 
 
QUESTION 1315 
Which type of control is concerned with avoiding occurrences of risks? 
 
A. Deterrent controls 
B. Detective controls 
C. Preventive controls 
D. Compensating controls 
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Correct Answer: C 
 
 
QUESTION 1316 
The basic function of an FRDS is to? 
 
A. Protect file servers from data loss and a loss of availability due to disk failure. 
B. Persistent file servers from data gain and a gain of availability due to disk failure. 
C. Prudent file servers from data loss and a loss of acceptability due to disk failure. 
D. Packet file servers from data loss and a loss of accountability due to disk failure. 
 
Correct Answer: A 
 
 
QUESTION 1317 
Which of the following protocols does not operate at the data link layer (layer 2)? 
 
A. PPP 
B. RARP 
C. L2F 
D. ICMP 
 
Correct Answer: D 
 
 
QUESTION 1318 
This tape format can be used to backup data systems in addition to its original intended audio 
used by: 
 
A. Digital Audio tape (DAT) 
B. Digital video tape (DVT) 
C. Digital Casio Tape (DCT) 
D. Digital Voice Tape (DVT) 
 
Correct Answer: A 
 
 
QUESTION 1319 
By examining the “state” and “context” of the incoming data packets, it helps to track the 
protocols that are considered “connectionless”, such as UDP-based applications and Remote 
Procedure Calls (RPC). This type of firewall system is used in? 
 
A. First generation firewall systems. 
B. Second generation firewall systems. 
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