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Correct Answer: C

QUESTION 1282
Which of the following questions is less likely to help in assessing identification and

authentication controls?

Is a current list maintained and approved of authorized users and their access?
Are passwords changed at least every ninety days or earlier if needed?
Are inactive user identifications disabled after a specified period of time?

oo w >

Is there a process for reporting incidents?

Correct Answer: D

QUESTION 1283
The primary purpose for using one-way encryption of user passwords within a system is which of

the following?

It prevents an unauthorized person from trying multiple passwords in one logon attempt.
It prevents an unauthorized person from reading or modifying the password list.
It minimizes the amount of storage required for user passwords.

oo w >

It minimizes the amount of processing time used for encrypting passwords.

Correct Answer: B

QUESTION 1284
The security of a computer application is most effective and economical in which of the following

cases?

A. The system is optimized prior to the addition of security.

B. The system is procured off-the-shelf.

C. The system is customized to meet the specific security threat.

D. The system is designed originally to provide the necessary security.

Correct Answer: D

QUESTION 1285
In the following choices there is one that is a typical biometric characteristics that is not used to

uniquely authenticate an individual’s identity?

A. Retina scans
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B. Iris scans
C. Palmscans
D. Skinscans

Correct Answer: D

QUESTION 1286
Which of the following proves or disproves a specific act though oral testimony based on

information gathered through the witness’s five senses?

Direct evidence
Circumstantial evidence
Conclusive evidence
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Corroborative evidence

Correct Answer: A

QUESTION 1287
Which of the following would be defined as an absence of safeguard that could be exploited?

A. Athreat

B. A vulnerability
C. Arisk

D. Anexposure

Correct Answer: B

QUESTION 1288
Which of the following is a LAN transmission protocol?

A. Ethernet

B. Ringtopology
C. Unicast

D. Polling

Correct Answer: C
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QUESTION 1289
Why would a database be denormalized?

To ensure data integrity.
To increase processing efficiency.
To prevent duplication of data.
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To save storage space.

Correct Answer: B

QUESTION 1290

Under “Named Perils” form of Property insurance

Burden of proof that particular loss is covered is on Insurer.

Burden of proof that particular loss is not covered is on Insurer.
Burden of proof that particular loss is covered is on Insured.
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Burden of proof that particular loss is not covered is on Insured.

Correct Answer: B

QUESTION 1291
The following is not true:

A. Since the early days of mankind humans have struggled with the problems of protecting
assets.

B. The addition of a PIN keypad to the card reader was a solution to unreported card or lost
card problem.

C. There has never been of problem of lost keys.

D. Human guard is an inefficient and sometimes ineffective method of protecting resources.

Correct Answer: C

QUESTION 1292

Which of the following statements pertaining to software testing approaches is correct?

A bottom-up approach allows interface errors to be detected earlier.

@

A top-down approach allows errors in critical modules to be detected earlier.
The test plan and results should be retained as part of the system’s permanent
documentation.

D. Black box testing is predicted on a close examination of procedural detail.
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Correct Answer: C

QUESTION 1293
Which Orange Book evaluation level is described as “Structured Protection”?

A Al
B. B3
C. B2
D. Bl

Correct Answer: C

QUESTION 1294
Which of the following questions should any user not be able to answer regarding their
organization information security policy?

Who is involved in establishing the security policy?
Where is the organization security policy defined?
What are the actions that need to be performed in case of a disaster?
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Who is responsible for monitoring compliance to the organization security policy?

Correct Answer: C

QUESTION 1295
RAID Level 1 mirrors the data from one disk to set of disks using which of the following
techniques?

Copying the data onto another disk or set of disks.
Moving the data onto another disk or set of disks.
Establishing dual connectivity to another disk or set of disks.
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Establishing dual addressing to another disk or set of disks.

Correct Answer: A

QUESTION 1296
Which type of firewall can be used to track connectionless protocols such as UDP and RPC?

A. Statefull inspection firewalls
B. Packet filtering firewalls
C. Application level firewalls
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D. Circuit level firewalls

Correct Answer: A

QUESTION 1297

Which of the following items should not be retained in an E-mail directory?
Drafts of documents.

Copies of documents.
Permanent records.
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Temporary documents.

Correct Answer: C

QUESTION 1298
Which of the following department managers would be best suited to oversee the development

of an information security policy?

Information systems
Human resources

Business operations
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Security administration

Correct Answer: C

QUESTION 1299

Which of the following countermeasures is not appropriate for war dialing attacks?
Monitoring and auditing for such activity.

Disabling call forwarding.
Making sure only necessary phone numbers are made public.
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Using completely different numbers for voice and data accesses.

Correct Answer: B

QUESTION 1300
Which of the following tools is less likely to be used by a hacker?

A. 0phtcrack
B. Tripwire
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