Download Full Version CISSP Exam Dumps(Updated in Feb/2023)

Correct Answer: B

QUESTION 1263
Which question is NOT true concerning Application Control?

It limits end users of applications in such a way that only particular screens are visible.
Only specific records can be requested choice.
Particular uses of the application can be recorded for audit purposes.

oo w >

Is non-transparent to the endpoint applications so changes are needed to the applications
involved.

Correct Answer: D

QUESTION 1264
In order to ensure the privacy and integrity of the data, connections between firewalls over
public networks should use?

Screened subnets
Digital certificates
Encrypted Virtual Private Networks
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Encryption

Correct Answer: C

QUESTION 1265

What is necessary for a subject to have write access to an object in a Multi-Level Security Policy?

The subject’s sensitivity label must dominate the object’s sensitivity label.

The subject’s sensitivity label subordinates the object’s sensitivity label.
The subject’s sensitivity label is subordinated by the object’s sensitivity label.
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The subject’s sensitivity label is dominated by the object’s sensitivity label.

Correct Answer: A

QUESTION 1266
What best describes a scenario when an employee has been shaving off pennies from multiple
accounts and depositing the funds into his own bank account?

A. Data fiddling
B. Data diddling
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C. Data hiding
D. Data masking

Correct Answer: B

QUESTION 1267
Which of the following is unlike the other three?

ElGamal
Teardrop
Buffer Overflow
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Smurf

Correct Answer: A

QUESTION 1268

Phreakers are hackers who specialize in telephone fraud. What type of telephone fraud

manipulates the line voltage to receive a tool-free call?

A. Red Boxes
B. Blue Boxes
C. White Boxes
D. Black Boxes

Correct Answer: D

QUESTION 1269
Which of the following groups represents the leading source of computer crime losses?

Hackers
Industrial saboteurs

Foreign intelligence officers
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Employees

Correct Answer: D

QUESTION 1270

Which of the following steps should be performed first in a business impact analysis (BIA)?

A. Identify all business units within the organization.
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Evaluate the impact of disruptive events.
Estimate the Recovery Time Objectives (RTO).

D. Evaluate the criticality of business functions.

Correct Answer: A

QUESTION 1271
Which of the following embodies all the detailed actions that personnel are required to follow?

A. Standards
B. Guidelines
C. Procedures
D. Baselines

Correct Answer: C

QUESTION 1272
Immune to the effects of electromagnetic interference (EMI) and therefore has a much longer

effective usable length (up to two kilometers in some cases) is?

Coaxial cable
Twisted Pair cable
Axial cable

Fiber Optic cable

oo w >

Correct Answer: D

QUESTION 1273
Which of the following is the most reliable, secure means of removing data from magnetic

storage media such as a magnetic tape, or cassette?

Degaussing
Parity Bit Manipulation
Certification
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Buffer overflow

Correct Answer: A
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QUESTION 1274
Which of the following is an advantage of prototyping?

Prototype systems can provide significant time and cost savings.
Change control is often less complicated with prototype systems.
It ensures that functions or extras are not added to the intended system.
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Strong internal controls are easier to implement.

Correct Answer: A

QUESTION 1275
The IS security analyst’s participation in which of the following system development life cycle
phases provides maximum benefit to the organization?

System requirements definition.
System design.
Program development.

oo w >

Program testing.

Correct Answer: B

QUESTION 1276

Controls are implemented to?

Eliminate risk and reduce the potential for loss.

Mitigate risk and eliminate the potential for loss.
Mitigate risk and reduce the potential for loss.
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Eliminate risk and eliminate the potential for loss.

Correct Answer: C

QUESTION 1277

A circuit level gateway is when compared to an application level firewall.
A. Easier to maintain

B. More difficult to maintain

C. More secure

D. Slower

Correct Answer: A
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QUESTION 1278
In IPSec, if the communication mode is gateway-gateway or host-gateway:

Only tunnel mode can be used.
Only transport mode can be used.
Encapsulating Security Payload (ESP) authentication must be used.
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Both tunnel and transport mode can be used.

Correct Answer: D

QUESTION 1279
Which integrity model defines a constrained data item, an integrity verification procedure and a
transformation procedure?

The Take-Grant model
The Biba integrity model
The Clark Wilson integrity model
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The Bell-LaPadula integrity model

Correct Answer: C

QUESTION 1280
Which of the following rules pertaining to a Business Continuity Plan/Disaster Recovery Plan is
incorrect?

In order to facilitate recover, a single plan should cover all locations.

B. There should be requirements for to form a committee to decide a course of action. These
decisions should be made ahead of time and incorporated into the plan.

C. Inits procedures and tasks, the plan should refer to functions, not specific individuals.

D. Critical vendors should be contacted ahead of time to validate equipment can be obtained in
a timely manner.

Correct Answer: A

QUESTION 1281
What are suitable protocols for securing VPN connections?

A. S/MIME and SSH
B. TLS and SSL

C. IPsecand L2TP
D. PKCS# and X.509
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