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QUESTION 1244
Which tape format type is mostly used for home/small office backups?

Quarter Inch Cartridge drives (QIC)
Digital Linear Tapes (DLT)

8mm tape

Digital Audio Tape (DAT)
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Correct Answer: A

QUESTION 1245
In an organization, an Information Technology security function should:

Be a function within the information systems function of an organization.

Report directly to a specialized business unit such as legal, corporate security or insurance.
Be lead by a Chief Security Officer and report directly to the CEO.

Be independent but report to the Information Systems function.
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Correct Answer: C

QUESTION 1246
Who of the following is responsible for ensuring that proper controls are in place to address
integrity, confidentiality, and availability of IT systems and data?

Business and functional managers.
IT Security practitioners.
System and information owners.
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Chief information officer.

Correct Answer: C

QUESTION 1247

The act of requiring two of the three factors to be used in the authentication process refers to?

Two-Factor Authentication

One-Factor Authentication
Bi-Factor Authentication
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Double Authentication

Correct Answer: A
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QUESTION 1248
This type of backup management provides a continuous on-line backup by using optical or tape
“jukeboxes”, similar to WORMs, (Write Once, Read Many)

Hierarchical Storage Management (HSM).
Hierarchical Resource Management (HRM).
Hierarchical Access Management (HAM).
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Hierarchical Instance Management (HIM).

Correct Answer: A

QUESTION 1249

Which of the following elements is not included in a Public Key Infrastructure (PKI)?

Timestamping

Lightweight Directory Access Protocol (LDAP)
Certificate revocation
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Internet Key Exchange (IKE)

Correct Answer: D

QUESTION 1250

Which of the following best corresponds to the type of memory addressing where the address
location that is specified in the program instruction contains the address of the final desired

location?

A. Direct addressing
B. Indirect addressing
C. Indexed addressing
D. Program addressing

Correct Answer: B

QUESTION 1251
Creation and maintenance of intrusion detection systems and processes for the following is one
of them identify it:

Event nonrepudiation
Event notification

Netware monitoring
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Guest access
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Correct Answer: B

QUESTION 1252
Which of the following is true related to network sniffing?

Sniffers allow an attacker to monitor data passing across a network.

B. Sniffers alter the source address of a computer to disguise and exploit weak authentication
methods,

C. Sniffers take over network connections.

D. Sniffers send IP fragments to a system that overlap with each other.

Correct Answer: A

QUESTION 1253
Which of the following protocols is not implemented at the Internet layer of the TCP/IP protocol

model?

A. User datagram protocol (UDP)

B. Internet protocol (IP)

C. Address resolution protocol (ARP)

D. Internet control message protocol (ICMP)

Correct Answer: A

QUESTION 1254
Which of the following is used to help business units understand the impact of a disruptive

event?

A. Arrisk analysis.

B. A business impact assessment.
C. Avulnerability assessment.

D. Adisaster recovery plan.

Correct Answer: B

QUESTION 1255
A contingency plan should address?

A. Potential risks
B. Residual risks
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C. Identified risks
D. All of the above

Correct Answer: B

QUESTION 1256
In the OSI/ISO model, at what level is SET (SECURE ELECTRONIC TRANSACTION PROTOCOL)
provided?

Application
Network
Presentation
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Session

Correct Answer: A

QUESTION 1257

A packet filtering firewall looks at the data packet to get information about the source and
destination addresses of an incoming packet, the session’s communications protocol (TCP, UDP or
ICMP), and the source destination application port for the?

Desired service
Dedicated service

Delayed service
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Distributed service.

Correct Answer: A

QUESTION 1258

Packet Filtering Firewalls system is considered a?

First generation firewall.

Second generation firewall.
Third generation firewall.
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Fourth generation firewall.

Correct Answer: A
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QUESTION 1259
When should a post-mortem review meeting be held after an intrusion has been properly taken
care of?

A. Within the first three months after the investigation of the intrusion is completed.

B. Within the first week after prosecution of intruders have taken place, whether successful or
not.

C. Within the first month after the investigation of the intrusion is completed.

D. Within the first week of completing the investigation of the intrusion.

Correct Answer: D

QUESTION 1260

Which of the following can be used as a covert channel?

Storage and timing.

Storage and low bits.
Storage and permissions.
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Storage and classification.

Correct Answer: A

QUESTION 1261
Which software development model is actually a meta-model that incorporates a number of the
software development models?

The Waterfall model.

The modified Waterfall model.
The Spiral model.

The Critical Patch Model (CPM).
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Correct Answer: C

QUESTION 1262
What is not true with pre-shared key authentication within IKE / IPsec protocol?

Pre-shared key authentication is normally based on simple passwords.
Needs a PKI to work.

Only one pre-shared key for all VPN connections is needed.
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Costly key management on large user groups.
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