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C. Isolation, layering and abstraction. 
D. Isolation, completeness and verifiability. 
 
Correct Answer: D 
 
 
QUESTION 1226 
While referring to Physical Security, what does Positive pressurization means? 
 
A. The pressure inside your sprinkler system is greater than zero. 
B. The air goes out of a room when a door is opened and outside air does not go into the room. 
C. Causes the sprinkler system to go off. 
D. A series of measures that increase pressure on employees in order to make them more  

productive. 
 
Correct Answer: B 
 
 
QUESTION 1227 
The baseline sets certain thresholds for specific errors or mistakes allowed and the amount of 
these occurrences that can take place before it is considered suspicious? 
 
A. Checkpoint level 
B. Ceiling level 
C. Clipping level 
D. Threshold level 
 
Correct Answer: C 
 
 
QUESTION 1228 
The most prevalent cause of computer center fires is which of the following? 
 
A. AC equipment 
B. Electrical distribution systems. 
C. Heating systems 
D. Natural causes 
 
Correct Answer: B 
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QUESTION 1229 
An offsite backup facility intended to operate an information processing facility, having no 
computer or communications equipment, but having flooring, electrical writing, air conditioning, 
etc. Is better known as a? 
 
A. Hot site 
B. Duplicate processing facility 
C. Cold site 
D. Warm site 
 
Correct Answer: C 
 
 
QUESTION 1230 
Which of the following are necessary components of a Multi-Level Security Policy? 
 
A. Sensitivity Labels and a “system high” evaluation. 
B. Sensitivity Labels and Discretionary Access Control. 
C. Sensitivity Labels and Mandatory Access Control. 
D. Object Labels and a “system high” evaluation. 
 
Correct Answer: C 
 
 
QUESTION 1231 
Which of the following, used to extend a network, has a storage capacity to store frames and act 
as a store-and-forward device? 
 
A. Bridge 
B. Router 
C. Repeater 
D. Gateway 
 
Correct Answer: A 
 
 
QUESTION 1232 
Which of the following is addressed by Kerberos? 
 
A. Authorization and authentication. 
B. Validation and integrity. 
C. Confidentiality and integrity. 
D. None of the above. 
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Correct Answer: C 
 
 
QUESTION 1233 
Access Control techniques do not include which of the following choices? 
 
A. Relevant Access Controls 
B. Discretionary Access Control 
C. Mandatory Access Control 
D. Lattice Based Access Control 
 
Correct Answer: A 
 
 
QUESTION 1234 
Why is public key cryptography recommended for use in the process of securing facsimiles during 
transmission? 
 
A. Keys are never transmitted over the network. 
B. Data compression decreases key change frequency. 
C. Key data is not recognizable from facsimile data. 
D. The key is securely passed to the receiving machine. 
 
Correct Answer: D 
 
 
QUESTION 1235 
Database views are not used to: 
 
A. Implement referential integrity. 
B. Implement least privilege. 
C. To implement content-dependent access restrictions. 
D. Implement need-to-know. 
 
Correct Answer: A 
 
 
QUESTION 1236 
Which of the following is most concerned with personnel security? 
 
A. Management controls. 
B. Operational controls. 
C. Technical controls. 
D. Human resources controls. 
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Correct Answer: B 
 
 
QUESTION 1237 
Which of the following statements pertaining to the Trusted Computer System Evaluation Criteria 
(TCSEC) is incorrect? 
 
A. With TCSEC, functionality and assurance are evaluated separately. 
B. TCSEC provides a means to evaluate the trustworthiness of an information system. 
C. The Orange book does not cover networks and communications. 
D. Data base management systems are not covered by the TCSEC. 
 
Correct Answer: A 
 
 
QUESTION 1238 
Which of the following could illegally capture network user passwords? 
 
A. Data diddling 
B. Sniffing 
C. Spoofing 
D. Smurfing 
 
Correct Answer: B 
 
 
QUESTION 1239 
Which trusted facility management concept implies that two operators must review and approve 
the work of each other? 
 
A. Two-man control 
B. Dual control 
C. Double control 
D. Segregation control 
 
Correct Answer: A 
 
 
QUESTION 1240 
There are more than 20 books in the Rainbow Series. Which of the following covers password 
management guidelines? 
 
A. Orange Book 
B. Green Book 
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C. Red Book 
D. Lavender Book 
 
Correct Answer: B 
 
 
QUESTION 1241 
Which of the following is an ip address that is private? (i.e. reserved for internal networks, and 
not a valid address to use on the Internet)? 
 
A. 172.5.42.5 
B. 172.76.42.5 
C. 172.90.42.5 
D. 172.16.42.5 
 
Correct Answer: D 
 
 
QUESTION 1242 
How fast is private key cryptography compared to public key cryptography? 
 
A. 10 to 100 times faster. 
B. 100 to 1000 times faster. 
C. 1000 to 10000 times faster. 
D. 10000 to 20000 times faster. 
 
Correct Answer: C 
 
 
QUESTION 1243 
The continual effort of making sure that the correct policies, procedures and standards are in 
place and being followed is described as what? 
 
A. Due care 
B. Due concern 
C. Due diligence 
D. Due practice 
 
Correct Answer: A 
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