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B. Detective control
C. Preventive control
D. Technical control

Correct Answer: C

QUESTION 1169
Due is not related to:

A. Good faith

B. Prudent man
C. Profit

D. Bestinterest

Correct Answer: C

QUESTION 1170
Which of the following is not an Orange Book-defined life cycle assurance requirement?

Security testing
Design specification and testing
Trusted distribution

oo w >

System integrity

Correct Answer: D

QUESTION 1171

What is another name for the Orange Book?

The Trusted Computer System Evaluation Criteria (TCSEC).

The Trusted Computing Base (TCB).
The Information Technology Security Evaluation Criteria (ITSEC).

oo w >

The Common Criteria.

Correct Answer: A

QUESTION 1172

A password that is the same for each log-on session is called a?

A. one-time password
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B. two-time password
C. static password
D. dynamic password

Correct Answer: C

QUESTION 1173

Which of the following backup methods is most appropriate for off-site archiving?

Incremental backup method.

Off-site backup method.
Full backup method.

oo w >

Differential backup method.

Correct Answer: C

QUESTION 1174
Which of the following is not a weakness of symmetric cryptography?

Limited security
Key distribution
Speed
Scalability

oo w >

Correct Answer: C

QUESTION 1175
Which of the following is not a defined layer in the TCP/IP protocol model?

Application layer
Session layer
Internet layer

oo w >

Network access layer

Correct Answer: B
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QUESTION 1176
Rewritable and erasable (CDR/W) optical disk are sometimes used for backups that require short

time storage for changeable data, but require?

Faster file access than tape.
Slower file access than tape.
Slower file access than drive.

oo w >

Slower file access than scale.

Correct Answer: A

QUESTION 1177

Which one of the following is not a primary component or aspect of firewall systems?

Protocol filtering

Packet switching
Rule enforcement engine

oo w >

Extended logging capability

Correct Answer: B

QUESTION 1178

What are database views used for?

To ensure referential integrity.

To allow easier access to data in a database.
To restrict user access to data in a database.

oo w >

To provide audit trails.

Correct Answer: C

QUESTION 1179
Which of the following Common Data Network Services is used to send and receive email

internally or externally through an email gateway device?

File services
Mail services
Print services

oo w >

Client/Server services

Correct Answer: B
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QUESTION 1180
Intrusion detection has which of the following sets of characteristics.

It is adaptive rather than preventive.
It is administrative rather than preventive.
It is disruptive rather than preventative.

oo w >

It is detective rather than preventative.

Correct Answer: D

QUESTION 1181
Which type of password provides maximum security because a new password is required for
each now log-on is defined to as?

One-time or dynamic password
Cognitive password
Static password

oo w >

Pass phrase

Correct Answer: A

QUESTION 1182
They in form of credit card-size memory cards or smart cards, or those resembling small
calculators, are used to supply static and dynamic passwords are called?

Token Ring
Tokens

Token passing networks

oo w >

Coupons

Correct Answer: B

QUESTION 1183
Which of the following uses a directed graph to specify the rights that a subject can transfer to an
object, or that a subject can take from another subject?

Take-Grant model
Access Matrix model
Biba model

oo w >

Bell-Lapadula model
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Correct Answer: A

QUESTION 1184
Which of the following is the BEST way to prevent software license violations?

Implementing a corporate policy on copyright infringements and software use.

@

Requiring that all PCs be diskless workstations.

Installing metering software on the LAN so applications can be accessed through the
metered software.

D. Regularly scanning used PCs to ensure that unauthorized copies of software have not been
loaded on the PC.

Correct Answer: D

QUESTION 1185
Zip/Jaz drives, SyQuest, and Bemoulli boxes are very transportable and are often the standard
for?

Data exchange in many businesses.
Data change in many businesses.
Data compression in many businesses.

oo w >

Data interchange in many businesses.

Correct Answer: A

QUESTION 1186

What are two types of system assurance?

Operational Assurance and Architecture Assurance.

Design Assurance and Implementation Assurance.
Architecture Assurance and Implementation Assurance.

oo w >

Operational Assurance and Life-Cycle Assurance.

Correct Answer: D

QUESTION 1187
Why does compiled code pose more risk than interpreted code?

A. Because malicious code can be embedded in the compiled code and can be difficult to
detect.
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