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Correct Answer: B

QUESTION 1150
Which one is an example of a man-in-the-middle attack?

Buffer overflow.
DoS attack.

All of the above.
None of the above.
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Correct Answer: D

QUESTION 1151
Which one of these is a basic firewall?

Packet Filtering Firewalls.
Proxy Firewalls.

All of the above.

None of the above.
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Correct Answer: A

QUESTION 1152
Why is there an exception area in a policy?

Policy isn't valid without it.

Management has to deal with various issues that may require exceptions.
All of the above.

None of the above.
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Correct Answer: B

QUESTION 1153
Which is a characteristic of IDEA?

56 bytes.
64 bits.
64 bytes.
All of the above.
None of the above.
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Correct Answer: B

QUESTION 1154

Which of the following can be used to raise awareness of the importance of security and risk?

A. Money
B. Training
C. Cohersion
D. Education

Correct Answer: BD

QUESTION 1155
Which mechanism complements an IDS?

Activating the built in VPN capabilities.
Configuring built in alerts.

All of the above.

None of the above.
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Correct Answer: B

QUESTION 1156
A programmer creates a virus producing tool in order to test the performance of a new virus
detection product.

A. This is ethical because it was created to test and enhance the performance of a virus
protection tool.

B. It's unethical because the virus creating tool may become available to the public.
All of the above.

D. None of the above.

Correct Answer: B

QUESTION 1157
In a discretionary mode, which of the following entities is authorized to grant information access
to other people?

A. Manager
B. Group leader
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C. Security manager
D. User

Correct Answer: D

QUESTION 1158
Which DES mode of operation is best suited for database encryption?

Cipher Block Chaining (CBC) mode

Cycling Redundancy Checking (CRC) mode
Electronic Code Book (ECB) mode

Cipher Feedback (CFB) mode
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Correct Answer: C

QUESTION 1159
Within the realm of IT security, which of the following combinations best defines risk?

Threat coupled with a breach.
Threat coupled with a vulnerability.
Vulnerability coupled with an attack.
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Threat coupled with a breach of security.

Correct Answer: B

QUESTION 1160
Which of the following would be the best reason for separating the test and development

environments?

To restrict access to systems under test.
To control the stability of the test environment.

To segregate user and development staff.
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To secure access to systems under development.

Correct Answer: B
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QUESTION 1161
Which of the following statements pertaining to dealing with the media after a disaster occurred
and disturbed the organizations activities is incorrect?

A. The CEO should always be the spokesperson for the company during a disaster.

B. The disaster recovery plan must include how the media is to be handled during the disaster.
The organization’s spokesperson should report bad news before the press gets a hold of it
through another channel.

D. An emergency press conference site should be planned ahead.

Correct Answer: A

QUESTION 1162
Which Orange book security rating introduces security labels?

A. C2
B. Bl
C. B2
D. B3

Correct Answer: B

QUESTION 1163
A Business Impact Analysis (BIA) does not:

Recommend the appropriate recovery solution.
Determine critical and necessary business functions and their resource dependencies.
Identify critical computer applications and the associated outage tolerance.
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Estimate the financial impact of a disruption.

Correct Answer: A

QUESTION 1164
Which access control model enables the owner of the resource to specify what subjects can
access specific resources?

Discretionary Access Control
Mandatory Access Control
Sensitive Access Control
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Role-based Access Control
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Correct Answer: A

QUESTION 1165
What type of cable is used with 100Base-TX Fast Ethernet?

Fiber-optic cable

B. Four pairs of Category 3, 4 or 5 unshielded twisted-pair (UTP) wires.

C. Two pairs of Category 5 unshielded twisted-pair (UTP) or Category 1 shielded twisted-pair
(STP) wires.

D. RG.58 cable.

Correct Answer: C

QUESTION 1166
Which of the following best describes the Secure Electronic Transaction (SET) protocol?

Originated by VISA and MasterCard as an Internet credit card protocol.

B. Originated by VISA and MasterCard as an Internet credit card protocol using digital
signatures.

C. Originated by VISA and MasterCard as an Internet credit card protocol using the transport
layer.

D. Originated by VISA and MasterCard as an Internet credit card protocol using SSL.

Correct Answer: B

QUESTION 1167
At which of the following phases of a software development life cycle are security and access
controls normally designed?

Coding
Product design
Software plans and requirements
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Detailed design

Correct Answer: D

QUESTION 1168

Which type of control would password management classify as?

A. Compensating control
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